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1 8 HA-Fabric Manager User Guide 



About This 
Guide 



This user guide provides information to help you: 

■ Use the High Availability Fabric Manager (HAFM) to monitor, configure, 
and manage the Fibre Channel in which managed products operate. 

■ Manage Fabric zoning and HAFM logs. 
"About this Guide" topics include: 

■ Overview, page 20 

■ Conventions, page 21 

■ Rack Stability, page 24 

■ Getting Help, page 25 
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About this Guide 



Overview 

This section covers the following topics: 

■ Intended Audience 

■ Related Documentation 

Intended Audience 

This book is intended for use by data center administrators, LAN administrators, 
operations personnel, and customer support personnel who: 

■ Administer user access to the HAFM application. 

■ Monitor and manage product operation. 



Related Documentation 

For a list of corresponding documentation, refer to the Related Documents section 
of the Release Notes that came with the product. 

For the latest information, documentation, and firmware releases, please visit the 
following StorageWorks web site: 

http://hl 8006. wwwl .hp.com/storage/saninfrastructure.html 

For information about Fibre Channel standards, visit the Fibre Channel 
Association web site, located at http:/ / www.fibrechannel.org . 
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Conventions 

Conventions consist of the following: 

■ Document Conventions 

■ Text Symbols 

■ Equipment Symbols 

Document Conventions 



This document follows the conventions in Table 1. 
Table 1 : Document Conventions 



Convention 


Element 


Blue text: Figure 1 


Cross-reference links 


Bold 


Menu items, buttons, and key, tab, and 
box names 


Italics 


Text emphasis and document titles in 
body text 


Monospace font 


User input, commands, code, file and 
directory names, and system responses 
(output and messages) 


Monospace, italic font 


Command-line and code variables 


Blue underlined sans serif font text 

(http://www.hp.com) 


Web site addresses 



Text Symbols 

The following symbols may be found in the text of this guide. They have the 
following meanings: 



/J\ WARNING: Text set off in this manner indicates that failure to follow 
/ i \ directions in the warning could result in bodily harm or death. 



A Caution: Text set off in this manner indicates that failure to follow directions 
could result in damage to equipment or data. 
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Tip: Text in a tip provides additional help to readers by providing nonessential or 
optional techniques, procedures, or shortcuts. 



Note: Text set off in this manner presents commentary, sidelights, or interesting points 
of information. 



Equipment Symbols 



The following equipment symbols may be found on hardware for which this guide 
pertains. They have the following meanings: 



t\ /?\ enc ' ose d surface or area of the equipment marked with these 

symbols indicates the presence of electrical shock hazards. Enclosed 
area contains no operator serviceable parts. 

WARNING: To reduce the risk of personal injury from electrical shock 
hazards, do not open this enclosure. 



Any RJ-45 receptacle marked with these symbols indicates a network 
interface connection. 

WARNING: To reduce the risk of electrical shock, fire, or damage to the 
equipment, do not plug telephone or telecommunications connectors 
into this receptacle. 



Any surface or area of the equipment marked with these symbols 
m\ indicates the presence of a hot surface or hot component. Contact with 
this surface could result in injury. 

WARNING: To reduce the risk of personal injury from a hot component, 
allow the surface to cool before touching. 
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Power supplies or systems marked with these symbols indicate the 
presence of multiple sources of power. 

WARNING: To reduce the risk of personal injury from electrical 
shock, remove all power cords to completely disconnect power 
from the power supplies and systems. 



Any product or assembly marked with these symbols indicates that the 
component exceeds the recommended weight for one individual to 
handle safely. 

WARNING: To reduce the risk of personal injury or damage to the 
equipment, observe local occupational health and safety requirements 
and guidelines for manually handling material. 
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Rack Stability 

Rack stability protects personnel and equipment. 



A, WARNING: To reduce the risk of personal injury or damage to the 
/ I \ equipment, be sure that: 

■ The leveling jacks are extended to the floor. 

■ The full weight of the rack rests on the leveling jacks. 

■ In single rack installations, the stabilizing feet are attached to the rack. 

■ In multiple rack installations, the racks are coupled. 

■ Only one rack component is extended at any time. A rack may become 
unstable if more than one rack component is extended for any reason. 
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Getting Help 

If you still have a question after reading this guide, contact an HP authorized 
service provider or access our web site: http:/ / www.hp.com . 

HP Technical Support 

Telephone numbers for worldwide technical support are listed on the following 
HP web site: http://www.hp.com/ support/ . From this web site, select the country 
of origin. 



Note: For continuous quality improvement, calls may be recorded or monitored. 



Be sure to have the following information available before calling: 

■ Technical support registration number (if applicable) 

■ Product serial numbers 

■ Product model names and numbers 

■ Applicable error messages 

■ Operating system type and revision level 

■ Detailed, specific questions 

HP Storage Web Site 

The HP web site has the latest information on this product, as well as the latest 
drivers. Access storage at: http:/ / www.hp.com/ country/ us/ eng/ prodserv/ 
storage.html . From this web site, select the appropriate product or solution. 

HP Authorized Reseller 

For the name of your nearest HP authorized reseller: 

■ In the United States, call 1-800-345-1518 

■ In Canada, call 1-800-263-5868 

■ Elsewhere, refer to the HP web site for locations and telephone numbers: 

http : // www, hp.com . 
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Introduction and General 
Information 




This chapter presents an overview of the High Availability Fabric Manager 
(HAFM). It includes: 

■ The Life Cycle of a SAN, page 28 

■ Product Licensing Overview, page 29 

■ Introduction to High Availability Fabric Management, page 31 
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The Life Cycle of a SAN 



The HAFM application enables you to proceed through the managed life cycle of 
the SAN with confidence. 

MONITOR f J DISCOVER 

Figure 1 : The Life Cycle of a SAN 

The first stage of a SAN's life cycle is to Plan the SAN. Use paper and pen or a 
software application to plan the SAN. 

The second stage of the life cycle is to Discover the SAN. The HAFM application 
establishes contact with many SAN devices, gathers embedded information, and 
then depicts it in the Physical Map, or topology. The application discovers the 
devices attached to the SAN and presents an intuitive visual map of devices and 
their connections. 

The third stage of the life cycle is to Configure the SAN, during which you should 
configure SAN devices and fabrics. 

The final and longest stage of the life cycle is to Monitor the SAN. The 
application generates events and messages about product and property status. The 
user interface features an animated display of the data flow and error rates over 
the entire topology. The application's self-monitoring, event-logging, and event 
notification features allow you to stay informed about the state of the SAN. 

At any point, a discovered SAN can be used as a starting point to plan a new SAN, 
completing the life cycle. 
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Product Licensing Overview 

License and feature keys are unique strings of alphanumeric characters that verify 
ownership of software and additional software modules and features that you can 
purchase. 

License Keys 

License keys verify ownership of the license to use software application and 
optional features and modules. The use of license keys is new for this release. 
Depending on your upgrade situation, you may be prompted to enter the license 
key and software serial number the first time that you initialize the application to 
verify your software license. As you purchase additional software modules, you 
must enter license keys into the License Key dialog box (Help menu, License 
option). For details on acquiring license keys, see "Managing Users" on page 57. 

If you order additional software modules after your initial purchase of the 
application, you will need to enter your original serial number, as well as a license 
key into the License Key dialog box (Help menu, License option). The software 
license key allows you to access the application and all optional software features 
or modules that you have purchased. Your ship kit documents provide a new 
software entitlement request certificate for HAFM, based on the number of ports. 
To obtain a license key, follow instructions provided with your ship kit to access 
the HP licensing web site through your internet browser, enter the serial number 
and registration number, and obtain a license key. 

Feature Keys 

Feature keys verify ownership of the Element Manager and optional features that 
can be purchased for the Element Manager. The feature key, which is encoded 
with a switch or director's serial number, can only be configured on the switch or 
director to which it is assigned. 

When you purchase additional Element Manager features, you receive a feature 
key. The feature keys that you are currently using are included in this key. 

Here are some important notes about the Element Manager feature key introduced 
with this release: 

■ All edge switches and directors that were purchased prior to the release of 
firmware 06.00.00 will automatically have the Element Manager feature 
enabled when their firmware is upgraded to version 06.00.00 or later. 
However, the feature key for the Element Manager will not be added or 
incorporated into the existing feature key. 
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■ Enabling the Reset Configuration option through the Element Manager 
Maintenance menu clears all features that were enabled through the 
Configure Feature Key dialog box. When you attempt to reinstall features 
using a feature key assigned for an edge switch or director prior to the release 
of 06.00.00, a warning displays that the Element Manager feature key is not 
installed. You must contact customer support to get a feature key reassigned 
that includes the Element Manager feature. 

■ For directors and switches shipped with firmware 6.0 or later installed: 

— Directors - The Element Manager enablement certificate is included with 
the unit as shipped. 

— Switches - The Element Manager is optional. When you want to manage a 
switch through an Element Manager, you will receive an enablement 
certificate with which you can obtain a Feature Key. You must activate 
this key through the configure Feature Key dialog box. 
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Introduction to High Availability Fabric Management 

The High Availability Fabric Manager (HAFM) is a Java-based graphical user 
interface (GUI) that enables you to manage users and products, monitor products, 
and open Element Managers. 

HAFM Release 8.x is available for installation on the 1U rack-mount appliance 
(HAFM appliance). HAFM 8.x has the ability to manage large fabrics and 
provides more functionality. 

The HAFM application is installed on the HAFM appliance to provide local 
access to managed products. HAFM Client applications can also be installed on 
remote user workstations to provide remote access to the managed products 
through the HAFM appliance. A maximum of nine concurrent users (eight remote 
and one local HAFM appliance user) can log in to the HAFM application. 

When using two LAN connections (public and private) at the HAFM server, 
Microsoft Windows and the HAFM application determine the following: 

■ Which LAN is to be the private LAN for communication between the HAFM 
server, and the directors and edge switches that the HAFM server manages. 

■ Which LAN is to be the public LAN for communication between the HAFM 
server and computers seeking remote client access to the HAFM server. 

Either LAN connection on the HAFM server can be the public LAN or the private 
LAN. Though the directors and edge switches can be managed via either LAN, 
the public LAN is the only one that can support remote client access. Thus, if one 
attempts to access the HAFM server via a remote client session and is 
unknowingly using what has been designated as the private LAN, the remote 
session will not be allowed. The IP address that the HAFM server has determined 
to be the public LAN which supports remote client access, displays in the title bar 
of the main window of the HAFM application which displays after logging in to 
the HAFM application. 

The HAFM application designates the public LAN as the first LAN detected 
whose IP address is not the reserved private subnet lO.x.x.x. Thus, if neither IP 
address is lO.x.x.x, the first LAN detected by HAFM is designated as the public 
LAN. This order of detection is influenced by Microsoft Windows and not 
guaranteed. 

For a dual LAN configuration, both LANs must be connected when the HAFM 
server is booted up. If only one is connected, the HAFM server interprets this as a 
single LAN configuration, and the connected LAN will be designated as the LAN 
for remote client sessions. 

There are a two ways to assure the pubic and private designations of the LANs. 
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■ If you use a private LAN IP address, i.e. lO.x.x.x, this causes this LAN to be 
designated as the private LAN. You must also have the public LAN 
connection active when the HAFM server is booting up, or else the HAFM 
application will interpret this as a single LAN connection configuration, and 
the lO.x.x.x LAN will be designated as the LAN for remote client sessions. 

■ You can configure a specified Ethernet interface on the HAFM server to be 
the public LAN (to listen for remote client connections). To configure this 
feature, you must manually edit a file on the HAFM server to explicitly 
specify which IP address HAFM should use as the public LAN. 

■ Perform the following to configure an Ethernet interface: 

— Open the config . properties file in directory C: \ Program 
Files \HAFM\, and add the following line: 

ServerRmiIpAddress=x . x . x . x 

where x . x . x . x is the IP address assigned to one of the Ethernet LAN 
adapters which is to be used as the public LAN. This entry is case 
sensitive and must be made exactly as shown. Once this line has been 
added, the HAFM server must be rebooted. 



Note: This does not impact the Fibre Channel operations of any edge switch or 
director. Only monitoring switch operations, logging events, and implementing 
configuration changes are interrupted. 



If the public LAN IP address of the HAFM server is ever changed, this file must 
be edited again to reflect the new IP address. 

Remote workstations are not supported on the secondary adapter, and must 
always connect to the public adapter as shown in Figure 2. 

For details on configuring remote workstations, see "Configuring Remote 
Workstations" on page 25 1 . 
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Figure 2: Product management options 

Besides the HAFM and Element Managers on the HAFM appliance, out-of-band 
(non-Fibre Channel) management access to HP directors and switches is provided 
through the following: 

■ Management using simple network management protocol (SNMP). An 
SNMP agent is implemented through the HAFM application, which allows 
administrators on SNMP management workstations to access product 
management information using any standard network management tool. 
Administrators can assign Internet Protocol (IP) addresses and corresponding 
community names for up to twelve SNMP workstations functioning as SNMP 
trap message recipients. 

■ Management through the Internet using the Embedded Web Server (EWS) 
interface installed on the director or switch. This interface supports 
configuration, statistics monitoring, and basic operation of the product, but 
does not offer all the capabilities of the corresponding Element Manager in 
HAFM. Administrators launch the web server interface from a remote PC by 
entering the product's IP address as the Internet uniform resource locator 
(URL), then entering a user name and password at a login screen. The PC 
browser then becomes a management console. 
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■ Management through a PC-based Telnet session using the command line 
interface (CLI). Any platform that supports Telnet client software can be 
used. 

HAFM Appliance Information 

The HAFM appliance provides a central point of control for managed Fibre 
Channel products. The HAFM appliance is required for installing, configuring, 
and managing these products. 



Note: Although products can perform normal operations without an HAFM 
appliance, the HAFM appliance should operate at all times to monitor product 
operations, report failures, log event changes, and log configuration changes. 



User Interface Description 

The main window is comprised of various areas. Descriptions are listed below the 
graphic. 



Note: Some panels may be hidden by default. To view all panels, choose View > All 
Panels, or press Fl 2. 
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Menu Bar 
Toolbar 
Product List 

Physical/Topology Map 
Master Log 



© Connection Utilization Legend 

© Minimap 

© Status Bar 

© Toolbox 



Figure 3: View All - HAFM 8 window 



Menu Bar 

The menu bar as shown in Figure 4, is located across the top of the main window. 
Pull-down menus are displayed by clicking on the menu bar option with the 
mouse, or by pressing ALT with the underlined letter of the name for the menu 
bar option. 
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SAN Edit View Plan Discover Configure Monitor Help 

© © © © 

O SAN menu 

© Edit menu 

© View menu 

© Plan menu 

Figure 4: Menu bar 



© Discover menu 

© Configure menu 

© Monitor menu 

© Help 



Toolbar 



The toolbar as shown in Figure 5, is located at the top of the main window below 
the Menu bar. The Toolbar provides buttons to perform various functions. 
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O© Search 
OO Help 



Figure 5: Toolbar 



Note: Depending on your licensed modules, the buttons on your toolbar may differ. 



Product List 



The Product List, located on the View tab, displays an inventory of all discovered 
devices and ports. The Product List is a quick way to look up product and port 
information, including serial numbers and IP addresses. To display the Product 
List, choose View > Product List, or press F9. 

You can edit information in the Product List by double-clicking in a field marked 
with a green triangle. You can sort the Product List by clicking a column heading. 
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Physical/Topology Map 

The Physical/Topology Map is the map of the topology that displays when you 
select the View tab on the main window. The Physical Map displays devices and 
their connections and ports. A topology is a logical and/or physical arrangement 
of devices on a network. 

Master Log 

The Master Log as shown in Figure 6, is located in the lower left area of the main 
window. The Master Log lists the events that occurred on the SAN. If you do not 
see the Master Log, choose View > All Panels. The default locations for the log 
files are listed below: 

■ < Ins tall_Home>\ Server \Universe_Home\ Test 
Universe\_Working\EventStorageProvider\event . log 

■ < Ins tal l_Home>\ Server \Local_Root\ Event St or age 
Provider \ event . log 



Master Log Define 



Level Source 


Type | Description 


Time | IP 


Node Name 




I 


Administrator 


Session Event SAN opened by Administ... 


2004jO1 ft 3 09:46:58 1 6.1 29.21 .1 1 3 




kp Administrator 


Session Event SAM opened by Administ... 


200401 ft 3 09:31 :23 1 6.1 29.91 .1 1 3 








(I) Administrator 


Session Event User Administrator logout 


2004J01 ft 2 22:41 :36 1 6.1 1 S.1 95.1 54 








Cp Administrator 


Session Event SAW opened by Administ... 


200401 ft 2 22:02:34 1 6.1 1 5.1 95.1 54 








i. Administrator 


Session Fvfint 1 Isar Administrator Innnut 


200401/12 17-?R-3? 16 129 12 6F; 




- 



Figure 6: Master Log 



The following fields and columns are included in the Master Log. 
■ Level — The severity of the event. 



Table 2: Event Icons 



Event Icon 


Description 




Informational 




Warning 


0 


Fatal 
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Source — The product on which the event occurred. 

Type — The type of event that was performed (for example, client/server 
communication events). 

Description — Description of the event. 

Time — The time and date the event occurred. 

IP — The IP address of the product on which the event occurred. 

Node Name — The name of the node on which the event occurred. 

Port Name — The name of the port on which the event occurred. 



Connection Utilization Legend 



The Connection Utilization Legend as shown in Figure 7, is located in the lower 
right-hand area of the main window. The Legend displays the percentage of 
utilization on the trunks as well as on the utilization legend (below). To display 
the connection utilization, choose Monitor > Utilization > On, or CTRL+U. 

end ffiP 



Legend 



— 80 tg 1 00 
60 to 80 

— 40 to 60 

— 20 to 40 

— 0 to 20 



Figure 7: Connection Utilization Legend 

In Table 3, the color and the length of the lines indicate the bandwidth utilization. 
Table 3: Connection Utilization Legend 



Line Color 



Utilization 



Red line 


80% to 100% utilization 


Orange line 


60% to 80% utilization 


Light green line 


40% to 60% utilization 


Dark purple line 


20% to 40% utilization 


Blue line 


0% to 20% utilization 


Gray line 


0% utilization 



To turn utilization off, choose Monitor > Utilization > Off. 
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Minimap 

The Minimap as shown in Figure 8, is located in the lower right-hand corner of 
the main window. The Minimap is useful for getting a bird's-eye view of the 
SAN, or to quickly jump to a specific place on the Physical Map. To jump to a 
specific location on the Physical Map, click that area on the Minimap. A close-up 
view of the selected location is displayed on the Physical Map. 

Use the Minimap to view the entire SAN and to navigate more detailed map 
views. This feature is especially useful if you have a large SAN. 

Minimap [^1 



Figure 8: Minimap 
Floating the Minimap 

To float the Minimap and view it in a separate window, click the Detach button 
(jgj]|) in the upper right-hand corner of the Minimap. 

Anchoring the Minimap 

To return the Minimap to its original location on the main window, do one of the 
following: 

■ Click the Attach button ([!?] ) in the upper right-hand corner of the Minimap. 

■ Click the Close button (,x]) in the upper right-hand corner of the Minimap. 

■ Click the logo in the upper left-hand corner of the Minimap and choose Close, 
or ALT+F4. 

Resizing the Minimap 

On an anchored Minimap, place the cursor on the left border of the Minimap until 
a double -pointed arrow displays. Click and drag the adjoining divider. 

On a floating Minimap, place the cursor on a border of the Minimap until a 
double-pointed arrow displays. Click and drag to change the window size. 
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Status Bar 



The status bar as shown in Figure 9, is located at the bottom of the main window. 
The status bar provides a variety of information about the SAN and the 
application. The icons on the status bar may change to reflect different 
information. 



Note: Depending on your configuration, some status bar icons may not display. 
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O Server Status 

© Connection Status 

© Product Status 

© Fabric Status 

© Attention Indicator 

Figure 9: Status Bar 

■ Server Status — Displays local Server status. 

■ Connection Status — Displays the appliance-client connection status. 

■ Product Status — Displays the most degraded status of all devices in the 
SAN. For example, if all devices are operational except one (which is 
degraded), the Product Status displays as degraded. Click this icon to open the 
Product State Log. See "Determining a Product's Operational Status" on 
page 98 for more information. 

■ Fabric Status — Displays the state of the fabric that is least operational, based 
on ISL status. 

■ Attention Indicator — Displays when at least one HP product in the SAN has 

an attention indicator. Click the icon to open the Service Request dialog box, 
which lists all HP switches and directors that need attention. 

■ Call-Home Status — Displays if the Call-Home service has been enabled. If 
Call-Home has been enabled on all managed HP switches and on the HAFM 
application, the icon displays as enabled. If Call-Home is disabled on any one 
of the HP switches or on the HAFM application, the icon displays as disabled. 
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Click the icon to open the Call Home Settings Summary dialog box, which 
lists whether the Call-Home feature is enabled on the HAFM application and 
on each managed HP switch or director. 

■ Server Name — Displays the name of the Server to which you are connected. 

■ Client Count — Displays the number of clients. 

■ User's Access Level — Displays the user ID of the logged in user. 

Toolbox 

The toolbox as shown in Figure 10, is located at the top right-hand side of the 
Physical/Topology Map window. The Toolbox provides tools to zoom in and out 
of the Physical Map, collapse and expand groups, and fit the topology to the 
window, and generate Physical Map reports. 
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Zoom In 
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Zoom Out 
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Expand 


© 
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Collapse 
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Fit In View 








© 


Generate Physical Map Report 



Figure 1 0: The Toolbox 



Searching the Online Help 

To find all the help topics that contain a particular word or phrase: 

1. On the Help window, click the tab with the magnifying glass icon. 

2. In the Find field, enter the word or phrase for which you want to search. 

3. Press Enter. 

If any matches are found, a list of topics displays in the panel. The number of 
times the word or phrase occurs in the topic displays next to the name. Click the 
name to display that topic. 

Backing Up and Restoring Data 

For instructions on backing up and restoring data to the 1U HAFM appliance, see 
"HAFM Appliance Backup and Restore" on page 93. 
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This chapter provides instructions for setting up and customizing the application. 

■ Configuring an Appliance, page 44 

■ Managing Users, page 57 

■ Managing User Groups, page 64 

■ Discovering a SAN, page 69 

■ Configuring the SNMP Agent, page 75 

■ Customizing the Main Window, page 79 

■ Exporting and Importing, page 89 

■ Backing Up and Restoring Data, page 93 
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Configuring an Appliance 

If you are using a new HAFM appliance with HAFM 08.02.00 installed, follow 
the instructions in the HA-Fabric Manager Appliance Installation Guide to install 
your HAFM appliance. If you are upgrading the HAFM application on an existing 
HAFM appliance, follow the instructions in "Upgrading the HAFM Application" 
on page 47. 

The application is comprised of two parts: the server (which runs only on the 
HAFM appliance) and the client. The server is installed on one HAFM appliance 
and stores SAN-related information; it does not have a user interface. To view 
SAN information through a user interface, you must log in to the server running 
on the appliance through a client. 



Note: The server and client(s) may reside on the same machine, or on separate 
machines. 



In some cases, a network may utilize virtual private network (VPN) or firewall 
technology, which can prohibit communication between the server application 
running on HAFM appliances and clients. In other words, a client can find a 
server, appear to log in, but immediately is logged out because the server cannot 
reach the client. To resolve this issue, the application automatically detects the 
network configuration and runs the client in "polling mode" when necessary. 

When the client is not running in polling mode, the server calls the client 
whenever it has new data. When the client is running in polling mode, the server 
queues up the data and the client periodically checks in (approximately every 5 or 
10 seconds) and gets the data. 

Configuring a New HAFM Appliance 

In order to activate the application, you need to request a license key. Once you 
have activated the application, go to "Accessing HAFM" on page 47 for further 
instructions. 

Getting a License Key for New Software 

If you just purchased the application, use these instructions to obtain your license 
key: 

1. Go to the URL listed on the software entitlement request certificate for 
HAFM and click generate a license key. 
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2. Enter the Registration Number in the Registration Number field. 

3. Click next. 

4. Enter the serial number in the Serial Number field. You can find the serial 
number on the back of the software CD case. You can also enter the 
registration numbers for other HAFM application features you have 
purchased, or you can enable these at a later time if you wish. 

5. Enter the required registration information. 

6. Click next. 

7. Confirm the existing and new features to be enabled. 

8. Click next. 

9. The license key and all enabled features display. Print or send an e-mail 
containing the information to retain a copy for your records. You need to enter 
this key during the installation process. See "Upgrading the HAFM 
Application" on page 47 for further instructions. 

Retrieving Lost Keys 

If you have lost your license key: 

1. Go to the URL listed on the software entitlement request certificate for 
HAFM. 

2. Click reprint license certificates. 

3. Enter your product's serial number or key, and select switches from the 
Hardware Platform drop-down menu 

4. Click next. The license key and the enabled feature information displays. 
Print or e-mail the information to retain a copy for your records. 

Entering a License Key 

A license key is required to run the application. The key specifies the maximum 
number of switch ports you can monitor, the number of clients you can run, the 
expiration date of a temporary license, as well as any licensed optional features or 
modules. 

1. Choose Help > License. The License dialog box displays, as shown in 
Figure 11. 
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Serial Number! 



License Key | | Update 



Port Code 



Installed Ports 


244 


Pertormance Option 


Enabled 


Licensed Ports 


400 


Event Management Option 


Enabled 


Clients 


24 


Open Fabric Management Option 


Enabled 


Expiration Cats 


None 


LUN Management Option 


Enabled 






Planning Option 


Enabled 



Figure 1 1 : License dialog box 

2. Enter the license key in the License Key field. 

Note: The License Key field is not case-sensitive. 



3. Click Update and ensure that the information is accurate. 



Note: The License dialog box displays the license information for the appliance to 
which the client is currently connected. When you click Update, the dialog box 
decodes the key you entered and displays the new license information without setting 
a new license on the appliance. The information is set on the appliance only when you 
click OK. 



4. Click OK to enable the software. The application automatically logs out and 
the Log In dialog box displays. Log in using the instructions in "Accessing 
HAFM" on page 47. 

Entering a Feature License Key 

1. Choose Help > License. The License dialog box displays, as shown in 
Figure 11. 

2. Enter the new license key into the License Key field. 



46 



HA-Fabric Manager User Guide 



Setting Up the Application 



Note: The License Key field is not case-sensitive. 



3. Click Update and ensure that the information is accurate. 

4. Click OK to enable the software. The application automatically logs out and 
the Log In dialog box displays. Log in using the instructions in "Accessing 
HAFM" on page 47. 

Ordering Additional Features 

To order new features or increase managed port capabilities, contact your sales 
representative. 

Upgrading the HAFM Application 

For instructions on upgrading the HAFM application, refer to the HP 
StorageWorks HAFM 7.x to 8.0 Transition Guide. 

Uninstalling the Appliance 

Follow these instructions to uninstall the application from your system. 

1. Choose Start > Programs > HP StorageWorks ha-fabric manager > 
Uninstall. 

2. The InstallShield wizard takes you through the uninstallation process. 

Uninstalling the HAFM Client 

Follow these instructions to uninstall the application from your system. 

1 . Choose Start > Programs > HP HAFM > Uninstall. 

2. The InstallShield wizard takes you through the uninstallation process. 

Accessing HAFM 

You can access HAFM using one of the following methods: 
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Accessing HAFM on the HAFM Appliance 



You can log in to HAFM located on the appliance from a browser-capable PC 
connected through an Ethernet LAN segment. Use the following steps: 

1. Ensure the HAFM appliance and a browser-capable PC are connected through 
an Ethernet LAN segment. At the PC, launch the browser application 
(Netscape Navigator or Internet Explorer). 

2. At the PC browser, enter the URL in the following format: 

ht tp : / / xxx . xxx . xxx . xxx : 5 8 0 0 

Where xxx . xxx . xxx . xxx is the default IP address or the IP address 
configured for the appliance during installation. The VNC Authentication 
window displays, as shown in Figure 12. 



Figure 1 2: VNC Authentication window 

3. Type the password and click OK. The Welcome to Windows dialog box 
displays, as shown in Figure 13. 

Note: The default TightVNC viewer password is password. 



Disconnect | Options | Clipboard | Send Ctil-Alt-Del | Relresh 




Disconnect Options Clipboard Send Ctrl-Alt-Del Refresh 





indows20oo 



Professional 



Built on NT Technology 




Press Ctrl-Alt-Delete to begin, 



Ctrl-Alt-Del helps kaep your password secure. Click Help for mors information, 



Help 



Figure 13: Welcome to Windows dialog box 
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4. Click Send Ctrl-Alt-Del at the top of the window to log on to the HAFM 
appliance desktop. The Log On to Windows dialog box displays, as shown in 
Figure 14. 



Note: Do not simultaneously press the Ctrl, Alt, and Delete keys. This action logs the 
user on to the browser-capable PC, not the HAFM appliance. 



D 


sconnect | Options | Clipboard Send Ctrl-Alt-Del | Refresh | 




.. ~\ Microsoft' Mtcrosoft 

windows 2000 

i t 1 Professional 

Built on NT Technology 




User name: | Administrator 
Password: |l 


| OK | Cancel | Options >> | 





Figure 14: Log On to Windows dialog box 

5. Type the Windows 2000 user name and password and click OK. The HAFM 
8 Log In dialog box displays, as shown in Figure 15. 

Note: The default Windows 2000 user name is Administrator and the default 
password is password. The user name and password are case-sensitive. 



Conned to HAFM 


server to open a SAN 




Network Atldresffi 


16.129.91 .113 


▼ | Delete | 


Server Name 


HAFMSERVER_v8-1-0 




User ID 


Administrator 


l 


Password 


'»™ 


l 




O Forget password 
• Save password 


| Login | Exit | 


Cp Server Available 



Figure 1 5: HAFM Log In dialog box 

6. Enter the HAFM appliance IP address in the Network Address field. 
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The default address that displays in the Network Address field is the address 
of the last appliance accessed. Click the Network Address drop down list to 
see the network addresses of all HAFM appliances that were accessed from 
the computer you are logged in to. 

If you are logging in to the local HAFM appliance, the network address is 
localhost. 

If you want to connect to an HAFM appliance that is not listed, enter the IP 
address in the Network Address field. 

7. Enter your user name and password in the User ID and Password fields. User 
names and passwords are case-sensitive. 



Note: If user names have not been established, you can use the default user name 
Administrator and password password. The user name and password are 
case-sensitive. HP recommends that you change the default password as soon as 
possible. 



To add or modify user names, passwords, and user rights, see the appropriate 
subsections in "Managing Users" on page 57. 

8. If you want your computer to save the login information, choose the Save 
Password option. 

9. Click Login. The View All - HAFM 8 window displays, as shown in 
Figure 16. 
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Figure 16: View All - HAFM window 



Accessing Remote HAFM appliances 

You can use the HAFM Client applications to remotely access an HAFM 
appliance. You must have the HAFM Client application installed on your 
computer before proceeding. See instructions for HAFM Client application 
installation in "Configuring Remote Workstations" on page 251. 

To access remote HAFM appliances, perform the following: 

1. Start the HAFM Client application by following the instructions in "Starting 
HAFM on Remote Workstations" on page 55. 

2. Enter the appliance's network address in the HAFM 8 Log In dialog box, as 
shown in Figure 15. 

3. Enter the HAFM appliance IP address in the Network Address field. 

The default address that displays in the Network Address field is the address 
of the last appliance accessed. Click the Network Address drop down list to 
see the network addresses of all HAFM appliances that were accessed from 
the computer you are logged in to. 
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If you want to connect to an HAFM appliance that is not listed, enter the IP 
address in the Network Address field. 

4. Enter your user name and password in the User ID and Password fields. User 
names and passwords are case-sensitive. 



Note: If user names have not been established, you can use the default user name 
(Administrator) and password (password). The user name and password are 
case-sensitive. HP recommends that you change the default password as soon as 
possible. 



To add or modify user names, passwords, and user rights, see the appropriate 
subsections in "Managing Users" on page 57. 

5. If you want your computer to save the login information, choose the Save 
Password option. 

6. Click Login. The View All - HAFM 8 window displays, as shown in 
Figure 16. 

If the HAFM window displays, you have logged in to the appliance. The network 
address you entered remains in the Network Address drop-down list for future 
logins. If you fail to connect to the appliance, the network address does not remain 
in the list. 

Adding an Appliance to the Log In Dialog Box List of Appliances 

1. Start the HAFM application on the HAFM appliance, as described in 
"Accessing HAFM on the HAFM Appliance" on page 48, or on a remote 
workstation, as described in "Starting HAFM on Remote Workstations" on 
page 55. The HAFM 8 Log In dialog box displays, as shown in Figure 15. 

2. Enter the HAFM appliance IP address in the Network Address field. If you 
are logging in to the local HAFM appliance, the Network Address is 
localhost. 

The default address that displays in the Network Address field is the address 
of the last appliance accessed. Click the Network Address drop down list to 
see the network addresses of all HAFM appliances that were accessed from 
the computer you are logged in to. 

If you want to connect to an HAFM appliance that is not listed, enter the IP 
address in the Network Address field. 
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3. Enter your user name and password in the User ID and Password fields. User 
names and passwords are case-sensitive. 



Note: You must have an established login and password account on the new HAFM 
appliance. 



4. If you want your computer to save the login information, choose the Save 
Password option. 

5. Click Login. The View All - HAFM 8 window displays, as shown in 
Figure 16. 

Removing an Appliance from the Log In Dialog Box List of Appliances 

You can remove appliances from the list in the HAFM 8 Log In dialog box. 

1. Turn on the HAFM appliance, or if the appliance is already turned on, 
double-click the HAFM icon on the desktop. The HAFM 8 Log In dialog box 
displays, as shown in Figure 15. 

2. Select the appliance you want to remove from the Network Address 
drop-down list. The selected appliance's IP address displays in the Network 
Address field. 

3. Click Delete. 



Note: The Appliance is deleted from your Network Address drop-down list without 
confirmation. 



Logging Out of an Appliance 

To log in to a different appliance, you must first log out of the current appliance. 

1. Choose SAN > Log Out. You are logged out of the current appliance and the 
HAFM 8 Log In dialog box displays, as shown in Figure 15. 

2. See "Accessing HAFM" on page 47 for instructions on logging in to a new 
appliance. 
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Starting and Stopping HAFM Services 

Options are available for starting and stopping HAFM Services through the 
desktop Start menu: 

1. Choose Start > Programs > HP Storage Works ha-fabric manager. 

2. Choose Stop Services to stop all HAFM services and HAFM appliance 
functions. 

3. Choose Start Services to restart these functions. 

HAFM Services is the software application that provides services to the HAFM 
application. HAFM Services runs only on the HAFM appliance. 

Managing Remote Access to the HAFM Appliance 

Users at the HAFM appliance can access the HAFM and Element Managers 
loaded on the appliance itself. Users at remote PC workstations can also access 
the same HAFM appliance or other HAFM appliances if the workstations meet 
minimum hardware and software requirements and are running the HAFM Client 
application. Workstations must also be configured to connect with the HAFM 
appliance over a TCP/IP network connection. 

Figure 2 on page 33 illustrates a remote user workstation connected to the HAFM 
appliance through a LAN. Please note that this is an example configuration only. 

Operators at remote workstations can manage and monitor all products controlled 
by the HAFM appliance. Each active connection between a remote workstation 
and an HAFM appliance and managed products is called a session. A maximum 
of nine concurrent users (eight remote and one local HAFM appliance user) can 
log in to the HAFM application. 

Requirements for Remote Workstations 

The HAFM is downloaded and installed on user workstations from the HAFM 
appliance. The remote workstations can be Windows 2000, Windows NT, 
Windows XP, HP-UX, AIX, Linux, or Solaris systems. 

For the minimum system requirements for remote workstations, see Appendix D 
in this guide for the appropriate operating system. 



54 



HA-Fabric Manager User Guide 



Setting Up the Application 



Installing Software on Remote Workstations 

For procedures to install HAFM software on remote user workstations and 
configure the workstations for connection to an HAFM appliance, see 
Appendix D in this guide for the appropriate operating system. 

Starting HAFM on Remote Workstations 

If the HAFM application is not running or the HAFM 8 Log In dialog box is not 
displayed on your remote workstation, you can start the application by following 
the appropriate steps for your workstation's operating system. 

Starting HAFM on a Windows System 

To start the HAFM application on a Windows 2000, Windows NT, or Windows 
XP system: 

1. Start the HAFM Client application using one of the following options: 

■ Choose Start > Programs > HP HAFM > HAFM 8.x. 

■ Double-click the HAFM 8.x desktop icon. 

2. Enter the Network Address, User ID, and Password for the HAFM appliance 
you intend to access. 



Note: The default User ID is Administrator, and the default password is password. 



3. Click the Login button. The HAFM client accesses the HAFM appliance, and 
the View All - HAFM 8 window displays, as shown in Figure 16. 

Starting HAFM on an HP-UX, AIX, Linux, or Solaris System 

To start the HAFM application on an HP-UX, AIX, Linux, or Solaris system from 
the home directory: 

Note: If you have saved the HAFM application in a different location, type in the 
appropriate directory names. 



1. Go to the location where you installed the application (the default is /usr). 
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2. Start the appliance and client: 

. /HAFM 

3. If you want to start the client only: 

. /Client 
or 

Go to the bin directory in the location where you installed the application 
(the default is /opt/). 

cd / <path> /HAFM 8.0/bin 

4. Start the appliance. 

. / HAFM_Mgr start 

5. Start the client. 

. /HAFM_Client 
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Managing Users 

To grant access to the HAFM application, the administrator can assign user 
names, passwords, and access rights to users. The administrator can configure up 
to sixteen users in the HAFM application, but no more than nine users (eight 
remote and one local user) can simultaneously access one HAFM appliance. 

Viewing the List of Users 

Perform the following to view a list of users, their event notification settings, and 
their e-mail addresses: 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

Users Groups id 

[D [Description Email Address |Email 

admin [ petauft Admin i J Fi 



IT A .Jmin 
J H L(] Browse 



<i ^^^^^^^^^^^ i > 

Add | 
Email Event Notification Setup 



Figure 1 7: HAFM 8 Server Users dialog box 

Adding a User Account 



Note: You must be an administrator to perform this task. 



Add | 



OK Cancel Help 
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Perform the following to add a user: 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

2. Click Add. The Add User dialog box displays, as shown Figure 18. 

Name | j 
Email Address 

Email [J Enable Filter 

User ID | | 

Password | j 

Retype Password | | 



Figure 18: Add User dialog box 

3. Enter the name in the Name field. 

4. Enter the users' email addresses in the Email Address field, separating 
multiple addresses with a semicolon. 

5. Click the Enable check box to enable e-mail notification for the user. 

A message may display stating that you must enable event notification for the 
SAN. Click Yes. 

6. Click the Filter link to specify the event types for which to send e-mail 
notification to this user. See "Filtering Event Notifications for a User" on 
page 60 for detailed instructions. 

7. Enter the user name in the User ID field. 

8. Enter the user's password in the Password field. 

9. Enter the password again in the Retype Password field. 

10. Click OK. The new user displays on the HAFM 8 Server Users dialog box. 

11. Click OK to close the HAFM 8 Server Users dialog box. 

Changing a User Account 



Note: You must be an administrator to perform this task. 
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Perform the following to modify an existing user: 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

2. Highlight the user whose information you want to edit from the Users table. 

3. Click Edit. The Change User dialog box displays, as shown in Figure 19. 

Name | Default Admin ~j 

Email Address ^ 

Email □ Enable Filter 

User ID |admin 

Password | ***" | 

Retype Password | ***" | 

| OK | Cancel Help | 

Figure 19: Change User dialog box 

4. Edit the information as necessary. 

5. Click OK. The edited information displays on the HAFM 8 Server Users 
dialog box. 

6. Click OK to close the HAFM 8 Server Users dialog box. 

Removing a User Account 



Note: You must be an administrator to perform this task. 



Note: You are not prompted for confirmation before the user's account is removed. If 
the user is logged in when you remove their account, they are not affected until they 
log out and try to log in again. 



Perform the following to remove a user: 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

2. Highlight the user account you want to remove. 

3. Click Remove. 
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4. Click OK. 

Filtering Event Notifications for a User 

Note: You must be an administrator to perform this task. 



The application provides notification of many different types of SAN events. If a 
user only wants to receive notification of certain events, you can filter the events 
specifically for that user. 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

2. Click the Filter link in the Email column associated with the user for whom 
you want to filter events. The Define Filter dialog box displays, as shown in 
Figure 20. 

The Selected Events table includes the events of which this user is notified. 
The Available Events table includes all other events. 



Type 


| Subtype 


Level | 


SNMP Trap 


Fatal 
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SNMP Trap 


Informational 
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Jser Action 


Informational 







Type 1 Subtype 


Level 




Product Hardware Informational 
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] 



Figure 20: Define Filter dialog box 

3. Move events between the tables by selecting the event and clicking the 
appropriate arrow button. 

4. Click OK. The HAFM 8 Server Users dialog box displays. 

5. Turn on event notification for the user by choosing the Filter check box. 

6. Click OK. 
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Configuring Remote Access 

You can specify the network addresses that can have access to the appliance. 
Perform the following to configure remote access: 

1. Choose SAN > Remote Access. The Remote Access dialog box displays, as 
shown in Figure 2 1 . 



\P\ Allow remote management sessions 




Maximum number of remote sessions | 




Allow 






® Any network address to connect 






O Only network addresses below to connect 






All network addresses EMCEP1 those belowto conned 




1 
































■ niMiBiint ifTiil I - 








OK Cance 


Help 1 









Figure 21 : Remote Access dialog box 

2. Choose the Allow remote management sessions check box to allow others to 
access the appliance remotely. 

3. Enter the maximum number of remote sessions you want to allow. 

4. Choose whether to allow all or some network addresses to connect from the 
Allow options. 

5. If you selected Only network addresses below to connect or All network 
addresses EXCEPT those below to connect, add and remove addresses in 
the table at the bottom of the dialog box. 

■ To add an address, click Add, enter a network address, and click OK. 

■ To remove an address, select the address from the table and click 
Remove. 

6. Click OK. 
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Viewing Active User Sessions 



A maximum of nine concurrent users (eight remote and one local HAFM 
appliance user) can log in to the HAFM application. Since more than one client 
can access an appliance at a time, monitoring clients can be an important part of 
maintaining the SAN. View active user sessions to determine which clients are 
logged in to the appliance. 

To display the Active Sessions dialog box: 

1. Choose SAN > Active Sessions. The Active Sessions dialog box displays, as 
shown in Figure 22. 

The Active Sessions dialog box lists the connected users, their network 
addresses, and the date and time of when they logged in. If a user is logged in 
from more than one location, there is a separate entry for each session. 



Administrator Default Admin 
A dm i nisi rat or Default Admin 



Network Address 



16.129.91 .113 
1S.115.195 .223 



Dec 31,200313:57:50 
Jan 12, 2004 12:24:14 



uisconnec! user 



Figure 22: Active Sessions dialog box 

The Active Sessions dialog box displays active session information in this format: 

■ ID — The id of the current user. 

■ Description — The description of the user. 

■ Network Address — The network address of the current user. 

■ Connected — The date and time that the session was established. 



Disconnecting a User 

If you have administrator privileges, you can disconnect users. To disconnect a 
user, perform the following: 

1. Highlight the user that you want to disconnect and click Disconnect User. A 

message box displays, as shown in Figure 23. 
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Are you sure you want to terminate ftfe connection now? 
| yesj | No | 

Figure 23: Disconnect User message box 

2. Click Yes. 

The user is disconnected. The appliance immediately shuts down the 
appliance-client connection. The status bar on the client displays that the 
appliance connection was lost. All products and connections on the Physical 
Map stay in the condition they were in when the session ended; they do not 
turn grey. The client displays a message stating that a user disconnected the 
client from the appliance. 



Note: To prevent this user from reconnecting, remove the user account through the 
HAFM 8 Server Users dialog box. See "Removing a User Account" on page 59 for 
instructions. 
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Managing User Groups 

This section provides an overview of user groups and their access levels and 
describes how to set up a user group. 

About User Groups and Access Levels 

A user with administrative privileges ("System Administrator") can assign users 
to user groups. Four pre-configured user groups are available with the application; 
however, System Administrator users can also create user groups manually. See 
"Creating a User Group" on page 64 for instructions. 



Table 4: User Groups and Access Levels 



User Group 


Description 


System 

Administrator 


Read/write access for all features: user can view and edit 
information; all functions are enabled and allowed. 


Maintenance 


Read/write access for Call Home Event Notification, Device 
Maintenance, and Email Event Notification Setup: user can 
view and edit this information. 

Read-only access for all other features: user can only view this 
information; editing and configuration capabilities are 
disabled. 


Operator 


Read/write access for Device Operation: user can view and 
edit this information. 

Read-only access for all other features: user can only view 
information; editing and configuration capabilities are 
disabled. 


Product 
Administrator 


Read/write access for Device Administration: user can view 
and edit this information. 

Read-only access for all other features: user can only view 
information; editing and configuration capabilities are 
disabled. 



Creating a User Group 



Note: You must be an administrator to perform this task. 
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You can create a user group and specify access to certain features and/or views in 
the application, enhancing the security of your SAN. 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17. 

2. Click Add located below the Groups table. The HAFM Group dialog box 
displays, as shown in Figure 24. 



| Views | 



.- Active Session Management 
^ Call Home Event Notification Setup 
^ Device Administration 
■ Device Maintenance 
- Device Operation 
^ Discover On/Off 
Discover Refresh 
Discovery Setup 
.. Email Event Notification Setup 
^p* Enterprise Fabric Mode 
<j» Export 
^ FabricBinding 
^ Frame Snifter 

Group Configuration Manager 
Import 

License Update 
^ LUN Management 
a Map Editing 

Map HBAto Server 

Map Loop to Hub 
^ Performance 
'Q> Persist Fabric 

gl I /-J Planninn 



1 



Figure 24: HAFM Group dialog box 

3. Enter a name in the Name field. 

4. Enter a description in the Description field. 

5. If you want to assign permissions to only use certain views, click the Views 
tab and go to step 10. 

or 

If you want to assign permissions to use certain features, go to step 6. 

6. Select the features for which you want to provide "read and write" access in 
the left-hand list. Press CTRL and click to select multiple features. 

7. Click the right arrow next to the Read/Write table. The features are moved to 
the Read/Write table. 
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Note: If you can't assign a feature to the Read/Write or Read Only table, you don't 
have read access for the feature. 



8. Select the features for which you want to provide "read only" access in the 
left-hand list. Press CTRL and click to select multiple features. 

9. Click the right arrow next to the Read Only table. The features are moved to 
the Read Only table. 

10. Select the views you want the user group to be permitted to access in the 
left-hand list. Press CTRL and click to make multiple selections. 

1 1 . Click the right arrow to move the selection(s) to the Selected Views table. 

12. Click OK. The new group displays in the Groups table of the HAFM 8 
Server Users dialog box. To add users to this group, follow the instructions in 
"Assigning Users to Groups" on page 67. 

13. Click OK. 

Changing a User Group 



Note: You must be an administrator to perform this task. 



You can change a user group's permissions to use certain features and views. This 
provides added security for your SAN as well as your management application. 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17 on page 57. 

2. Click Edit located below the Groups table. The HAFM Group dialog box 
displays, as shown in Figure 24. 

3. Change permissions as necessary. See "Creating a User Group" on page 64 
for detailed instructions. 

4. Click OK. The HAFM 8 Server Users dialog box displays. 

5. Click OK to accept the changes made. 

Removing User Groups 
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Note: You must be an administrator to perform this task. 



Note: After completing these steps, the user group is removed without confirmation. 



You can remove a user group regardless of whether a user is assigned to the 
group. 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17 on page 57. 

2. Highlight the group you want to remove in the Groups table. 

3. Click Remove located below the Groups table. 

4. Click OK. 

Assigning Users to Groups 



Note: You must be an administrator to perform this task. 



You can assign users to groups to assign them permissions for features and 
topology views. If you assign one user to multiple groups, the user has the user 
rights specified in all the groups. 



Note: If a user is logged in when you reassign their group, they are not affected until 
they log out and try to log in again. 



1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17 on page 57. 

2. Highlight a user in the Users table. 

3. Highlight the group(s) to which you want to assign the user in the Groups 
table. Press CTRL and click to make multiple selections. 

4. Click the right arrow button. The user is assigned to the selected groups. 

5. Click OK. 
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Determining User Groups 



Note: You must be an administrator to perform this task. 



You can determine the groups to which a user belongs through the HAFM 8 
Server Users dialog box. 

1. Choose SAN > Users. The HAFM 8 Server Users dialog box displays, as 
shown in Figure 17 on page 57. 

2. Highlight a user in the Users table. 

3. Click Find. The groups to which the user belongs are highlighted in the 
Groups list. 

4. Click OK. 
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Discovering a SAN 

The application discovers products, fabrics, and connections in a SAN. Through 
this powerful tool, you can manage and monitor your SAN in real-time, ensuring 
that any issues are resolved immediately. This chapter provides instructions for 
configuring the discovery feature. 

How Discovery Works 

The application illustrates each product and its connections on the Physical Map 
(topology). Once you log in and configure and turn on discovery, the application 
discovers products connected to the SAN. See "Setting Up Discovery" on page 69 
for details. 

When performing out-of-band discovery, the application connects to the switches 
through the IP network and product information is copied from the SNS database 
on the switch to the appliance. 

To correctly discover all SAN products, you must specify each product's IP 
address in the Discover Setup dialog box's Out-of-Band tab. If you do not 
configure the application to directly discover the devices, the connections and 
attached devices may not display correctly. Only fabrics that have HP switches as 
the principal switch display. If a HP switch is being directly managed, but exists 
in a fabric where the principal switch is a third-party device, another appliance is 
not allowed to connect to and manage those devices. 

Setting Up Discovery 

Discovery is the process by which the application contacts the devices in your 
SAN. In order to perform discovery, you need to specify the IP addresses for the 
devices in your SAN. 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25. 
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Figure 25: Discover Setup dialog box 



2. Specify the IP addresses you want to discover through out-of-band discovery. 
You can add, change, and remove IP addresses as necessary. See 
"Configuring IP Addresses and Community Strings" on page 70 for 
instructions. 



Note: To correctly discover all SAN products, you must specify each product's IP 
address in the Discover Setup dialog box's Out-of-Band tab. If you do not configure 
the application to discover the devices directly, the connections and attached devices 
may not display correctly. 



3. Select IP addresses from the Available Addresses table and add them to the 
Selected Individual Addresses table by clicking the j> buttons. 

4. Click OK. 

5. Turn discovery on or off by choosing Discover > On or Discover > Off. 

Configuring IP Addresses and Community Strings 

You can configure IP addresses and community strings through which the 
application can perform discovery and communication functions. 
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Adding an IP Address 

You can add IP addresses and subnets through which the SAN can be discovered. 
Perform the following to add an IP address: 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25 on page 70. 

2. Click Add. The Domain Information dialog box displays, as shown in 
Figure 26. 



IP Address j Community Strings 
Description |~~ 



IP Address |l 72.18 .3.205 
Subnet Mask |255.255.255.0 
Add Multiple 

LJ Generate a sequence qi IP addresses 

Use the IP ab ove as the first address 
Last IP Q 



1 



Figure 26: Domain Information dialog box (IP Address tab) 

3. Enter a description for the product in Description field. 

4. Enter the IP address in the IP Address field. 

5. Enter the subnet mask associated with the IP address in the Subnet Mask 
field. 

6. If you want to generate a sequence of IP addresses, perform the following: 

■ Choose the Generate a sequence of IP addresses check box. 

■ Enter the last IP address in the Last IP field. 



Note: All IP addresses in a sequence must be on the same subnet and have the same 
first three octets. 



7. Click OK. 
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Changing an IP Address 

You can edit IP addresses or associated subnets that are listed on the Discover 
Setup dialog box. 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25 on page 70. 

2. Highlight the IP address in the Available Addresses table to edit. 

3. Click Change. The Domain Information dialog box displays, as shown in 
Figure 26 on page 7 1 . 

4. Edit the information as necessary. 

5. Click OK. 

6. Click OK to close the Discover Setup dialog box. 

Removing an IP Address 

You can remove IP addresses from the Discover Setup dialog box. 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25 on page 70. 

2. Highlight the IP address in the Available Addresses table to remove. 



Note: When you click Remove, the IP address is removed without confirmation. 



3. Click Remove. 

4. Click OK to close the Discover Setup dialog box. 

Configuring a Community String 

You can specify community strings used to communicate with products. 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25 on page 70. 

2. Click to highlight the IP address in the Available Addresses table to edit. 

3. Click Add. The Domain Information dialog box displays, as shown in 
Figure 26 on page 7 1 . 

4. Click the Community Strings tab. The Community Strings tab displays, as 
shown in Figure 27 on page 73. 
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IP Address 1 Community Strings j 




Set the SNMP community strings used to communicate with devices 






Read • Default 'public' 






O Custom | 






Write ® Default 'private' 






O Custom 










| OK | Cancel Help | 



Figure 27: Domain Information dialog box (Community Strings tab) 

5. Click an option in the Read field. 

— Choose Default 'public' to select the default string. 

— Choose Custom to specify a custom string. 

6. Click an option in the Write field. 

— Choose Default 'private' to select the default string. 

— Choose Custom to specify a custom string. 

7. If you chose Custom in step 5 or step 6, continue to step 8. Otherwise, skip to 
step 10. 

8. Enter the custom string in the Custom field. 

9. Enter the string again in the Confirm Custom field. 

10. Click OK. 

1 1 . Click OK to close the Discover Setup dialog box. 

Reverting to a Default Community String 

1. Choose Discover > Setup. The Discover Setup dialog box displays, as shown 
in Figure 25 on page 70. 

2. Highlight an IP address from the Available Addresses table. 

3. Click Add. The Domain Information dialog box displays, as shown in 
Figure 26 on page 7 1 . 

4. Click the Community Strings tab. The Community Strings tab displays, as 
shown in Figure 27 on page 73. 

5. Click Default 'public' and Default 'private'. 

6. Click OK. 
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Turning Discovery On and Off 

Turn discovery on and off by using the Discover menu. 

Turning Discovery On 

Perform the following to turn discovery on: 
1. Choose Discover > On. 

Turning Discovery Off 

Perform the following to turn discovery off: 
1. Choose Discovery > Off. 

Determining the Discovery State 



Note: The Product List panel may be hidden by default. To view all panels, choose 
View > All Panels or press Fl 2. 



You can determine the discovery status of products by looking at the Status 
column in the Product List. Additionally, the operational status called "Unknown" 
is equivalent to the discovery state named "Offline." The operational statuses, 
"Operational," "Degraded," and "Failed," are equivalent to a discovery state of 
"Online." 
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Configuring the SNMP Agent 

This section provides information to help you use the SNMP Agent module. 

Setting Up the SNMP Agent 

The simple network management protocol (SNMP) agent module instruments the 
objects defined in the Fibre Channel Management (FCMGMT) Management 
Information Base (MIB) Version 3.1 and a small number of objects defined in 
MIB II. Through instrumentation of these MIB objects, the agent translates 
information stored on the appliance into a form usable by SNMP management 
stations. 

You can configure network addresses and community names for up to 12 SNMP 
trap recipients, which receive messages through SNMP for specific events that 
occur on the appliance. 

To configure the SNMP agent that runs on the appliance and implements the Fibre 
Alliance MIB, perform the following: 

1. Choose Monitor > SNMP Agent > Setup. The SNMP Agent Setup dialog 



box displays, as shown in Figure 28. 


Community Strings Trap Recipients | 


» :• -ti vti: >ii.>t, ii ■[■: 




Trap Recipients 




Active j IP Address | UDP Port | Community String 


Add... | 












| OK | Cance 


Help 



Figure 28: SNMP Agent Setup dialog box 

2. Click the Trap Recipients tab. 

3. Choose Enable Authorization Traps to enable or disable authorization traps 
to be sent when unauthorized management stations try to access SNMP 
information through the appliance. 
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4. Click Add to add a new trap recipient. See "Adding Trap Recipients" on 
page 76 for more instructions. 

5. Click the recipient's row in the table and click Edit to edit an existing trap 
recipient. See "Editing Trap Recipients" on page 77 for more instructions. 

6. Click OK. 

Turning On the SNMP Agent 

To turn the SNMP Agent on, perform the following: 
1 . Choose Monitor > SNMP Agent > On. 

Turning Off the SNMP Agent 

To turn the SNMP Agent off, perform the following: 
1 . Choose Monitor > SNMP Agent > Off. 

Adding Trap Recipients 

To add a trap recipient during SNMP agent configuration, perform the following: 

1. Choose Monitor > SNMP Agent > Setup. The SNMP Agent Setup dialog 
box displays, as shown in Figure 28 on page 75. 

2. Click the Trap Recipients tab. 

3. Click Add. The Add Trap Recipient dialog box displays, as shown in 
Figure 29. 

Trap Recipient 0 Activate 

IP Address | j 

UDP Port | 162 

Community String public ~w | 

| OK | Cancel | 

Figure 29: Add Trap Recipient dialog box 

4. If you want this trap recipient to be active, ensure the Activate check box is 
selected. 

5. Enter the IP address or DNS host name of the trap recipient in the IP Address 
field. This name must be 64 characters or fewer. 
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6. Enter the UDP port number in the Port field. This overrides the default User 
Datagram Protocol (UDP) port number for a trap recipient with any legal, 
decimal UDP number. 

7. Choose a community string from the Community String drop-down list. 

8. Click OK. 

Editing Trap Recipients 

To edit an existing trap recipient during SNMP agent configuration, use the 
following steps: 

1. Choose Monitor > SNMP Agent > Setup. The SNMP Agent Setup dialog 
box displays, as shown in Figure 28 on page 75. 

2. Click the Trap Recipients tab. 

3. Click to highlight the IP address in the Trap Recipients table to edit. 

4. Click Edit. The Edit Trap Recipient dialog box displays, as shown in 
Figure 30. 

Trap Recipient 0 Activate 

IP Address | l 92.52.22.2 | 

UDP Port | 162 
Community String Ipublic 



Figure 30: Edit Trap Recipient dialog box 

5. Edit the fields as necessary. 

6. Click OK. 

Removing Trap Recipients 

To remove an existing trap recipient during SNMP agent configuration, use the 
following steps: 



Note: This procedure removes trap recipients without asking for confirmation. 



1. Choose Monitor > SNMP Agent > Setup. The SNMP Agent Setup dialog 
box displays, as shown in Figure 28 on page 75. 
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2. Click the Trap Recipients tab. 

3. Click the recipient's row in the table and click Remove to remove a trap 
recipient. 

4. Click OK. 
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Customizing the Main Window 

You can customize the main window to display only the data you need by 
displaying different levels of detail on the Physical Map or Product List. 

You can customize the topology to display only the data you need by creating 
views that display certain fabrics or by displaying different levels of detail on the 
Physical Map. This section provides instructions for customizing the topology 
layout and creating user-defined views of the SAN. 

If you discover or import a SAN with more than approximately 2000 devices, the 
devices display on the Product List, but do not display on the Physical Map. 
Instead, the topology area displays a message stating that the topology cannot be 
displayed. To resolve this issue, create a new view to filter the number of devices 
being discovered. See "Creating a Customized View" on page 79 for instructions. 

Creating a Customized View 

You may want to customize the Product List and Physical Map to simplify 
management of large SANs by limiting the topology size or Product List columns. 

For each customized view, you can specify the fabrics that display on the Physical 
Map as well as the columns that display on the Product List. 



Note: Customized view settings reside on the appliance; if one user creates a view, all 
users who log on to the same appliance are able to select that view. 



1. Choose View > Create View or click the View tab and choose Create View. 

The Create View dialog box with the View Members tab displays, as shown 
in Figure 31. 
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Name | ~j Description 



View Members J Columns 


Include Assets via • 


Selection Q Connectivity 






Available Fabrics 




Selected Fabrics 


Nickname 


# of Products |Name 






•Jickname \# of Products |Name 


1 000080038A0723E 


1 1 000080088A0723E 


- 






1 000080088602088 


61000080088602088 








1 000080088AOD2FE 


1 1 000080088AOD2FE 








1 00008008840COOA 


1 100008008840COOA 












,> 














Total Products | 9 




Total Products | 



OK Cancel Help 



Figure 31 : Create View dialog box (View Members tab) 

2. Enter a name in the Name field. 

3. Enter a description in the Description field. 

4. If you want to filter the fabrics that display on the Physical Map, continue to 
step 5, otherwise go to step 8. 

5. Choose Include Assets via Selection option. 

6. Choose the fabrics you want to include in the view from the Available 
Fabrics table. 



Note: "Other" in the Available Fabrics or Selected Fabrics tables refers to all isolated 
devices and connected sets. You see all newly discovered devices in the category even 
if the devices were not originally part of the view. Choose "other" to display all 
isolated devices. 



Note: Press CTRL and click to select multiple rows. 



7. Click the button to move your selections to the Selected Fabrics table. 

8. If you want to show or hide Product List columns, continue to step 9, 
otherwise go to step 13. 
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9. Click the Columns tab. The Create View dialog box with the Columns tab 
displays, as shown in Figure 32. 



J Description |~~ 



J 



View Members Columns | 
Available Product List Columns 



Mickname 




Mickname 


Product 


Carrie 


Product 


Device Type 


Product 


^Jode Name 


Product 


P Address 


Product 


Domain ID 


Product iiili 


Vendor 


Product 


vlodel 


Product 


Serial # 


Product 


3 ort Count 


Product 


"irmware 


Product 


.□cation 


Product 


Contact 


Product 


Description 


Product 


Add... 


Change... 




Figure 32: Create View dialog box (Columns tab) 

10. Choose the columns you want to see in the Product List from the Available 
Product List Columns table. 

1 1 . Click the [> button to move your selections to the Selected Product List 
Columns table. 

12. To add, edit, or remove columns, see "Adding a Column to the Product List" 
on page 84, "Changing a Column on the Product List" on page 85, and 
"Removing a Column from the Product List" on page 85. 

13. Click OK. The new view automatically displays. 



Note: If you select a customized view and new devices are discovered, those new 
devices display in the customized view. 
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Editing a Customized View 



Note: Customized view settings reside on the appliance; if one user creates a view, all 
users who log on to the same appliance are able to select that view. 



1. Choose the View > Edit View, then select the view you want to edit. The Edit 
View dialog box displays, as shown in Figure 33. 



Name View 1 



View Members 

Include Assets via Selection Connectivity 
Available Fabrics 



J Description |~~ 



■ ■ . ■ 



00CO : 5OO386O2O88 
00008003840COOA 



j# of Products Name 



1 1000080G8840COOA 



Jj 



000080088A0723E 
000080088AOD2FE 



j# of Products Name 



1 1000080088A0723E 
1 1000080088AOD2FE 



Total Products 7 



Total Products 



OK Cancel Help 



Figure 33: Edit View dialog box 

2. Edit information as necessary. See "Creating a Customized View" on page 79 
for detailed instructions. 

3. Click OK. 

Deleting a Customized View 

To delete a customized view, perform the following: 

1. Choose View > Delete View, then select the view you want to delete. 



Note: Customized view settings reside on the appliance; if one user creates a view, all 
users who log on to the same appliance are able to select that view. 
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Selecting a Customized View 



To select a customized view, perform the following: 

1. Click the View tab and choose the view name from the menu. 



Grouping on the Topology 



To simplify management, devices display in groups, as shown in Figure 34. 
Groups are shown with background shading and are labeled appropriately. You 
can expand and collapse groups to easily view a large topology. 



Figure 34: A Group on the Physical Map 



Note: "Fabric" groups may not be true fabrics, but zonable fabrics are true fabrics. 
Fabric groups are a set of connected devices that may or may not be fabric devices. 



To collapse a single group on the topology, perform one of the following: 

■ Double-click the icon at the top right-hand corner of the group on the 
topology (e). 

■ Double-click in the group, but not on a device. 

■ Right-click in a group, but not on a device, and choose Collapse. 

To collapse all groups on the topology by one level, click the Collapse icon on the 
toolbox ( iKj). 




SEAGATE SEAGATE 
ST318304FC ST31 8304FC 



Collapsing Groups 



Expanding Groups 



To expand a group on the topology, perform one of the following: 
■ Double-click on the group icon. 
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■ Right-click the group icon and choose Expand. 

To expand all groups on the topology by one level, click the Expand icon on the 
toolbox 

Customizing the Product List 

You can customize the Product List to display only the data you need by creating 
views that display certain fabrics or by displaying different levels of detail on the 
Product List. This section provides instructions for customizing the Product List. 

Adding a Column to the Product List 

You can define new Product List columns to customize a view. This enables you 
to further customize the Product List to display pertinent device and port 
information. 

1. You can add Product List columns to a new or an existing view using one of 
the following methods: 

— Choose View > Create View. The Create View dialog box displays, as 
shown in Figure 3 1 on page 80. 

— Choose View > Edit View, then select the view you want to edit. The 
Edit View dialog box displays, as shown in Figure 33 on page 82. 

2. Click the Columns tab. The Create View dialog box with the Columns tab 
displays, as shown in Figure 32 on page 81. 

3. Click Add. The Create Column dialog box displays, as shown in Figure 35. 

Label | | 
Description | 
Type Product 

I OK I Cancel I Help I 



Figure 35: Create Column dialog box 

4. Enter a label in the Label field. 

5. Enter a description in the Description field. 

6. Choose whether the column displays information about products or ports 
from the Type drop-down list. 

7. Choose an icon to display in the column from the Icon drop-down list. 
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8. Click OK. 

9. Highlight the column from the Available Columns table and click the right 
arrow button to display the new column in the Product List. The column name 
moves to the Selected Columns table. 

10. Click OK. The new column displays in the Product List. 

Changing a Column on the Product List 

You can edit labels, definitions, information, and icons of existing Product List 
columns. 

1. You can edit Product List columns to a new or an existing view using one of 
the following methods: 

— Choose View > Create View. The Create View dialog box displays, as 
shown in Figure 3 1 on page 80. 

— Choose View > Edit View, then select the view you want to edit. The 
Edit View dialog box displays, as shown in Figure 33 on page 82. 

2. Click the Columns tab. The Create View dialog box with the Columns tab 
displays, as shown in Figure 32. 

3. Click Change. The Edit Column dialog box displays, as shown in Figure 36. 

Label | | 
Description | 

Type Product -r | 

Icon |$ t | 

| QK | Cancel Help | 

Figure 36: Edit Column Dialog Box 

4. Edit the column properties as necessary. 

5. Click OK. 

6. To view the edited column in a customized view, follow the instructions in 
"Editing a Customized View" on page 82. 

Removing a Column from the Product List 

You can remove unused Product List columns in a customized view. 

1. You can edit Product List columns to a new or an existing view using one of 
the following methods: 
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— Choose View > Create View. The Create View dialog box displays, as 
shown in Figure 3 1 on page 80. 

— Choose View > Edit View, then select the view you want to edit. The 
Edit View dialog box displays, as shown in Figure 33 on page 82. 

2. Click the Columns tab. The Create View dialog box with the Columns tab 
displays, as shown in Figure 32. 

3. Make sure the column you want to remove displays in the Available 
Columns table. To move a column to the Available Columns table, highlight 
it in the Selected Columns table and click the left arrow button. 

4. Highlight the column you want to remove. 

Note: When you click Remove, the column definition is deleted without confirmation. 

5. Click Remove. 

Viewing Levels of Detail on the Product List 

You can view different levels on the Product List. 

Viewing All 

To display all information on the Product List: 

1 . Click the View All tab. 

2. Choose Levels > All Levels. 

Viewing Only Products 

To display only products on the Product List: 

1 . Click the View All tab. 

2. Choose Levels > Products Only. 

Zooming In and Out of the Topology 

You can zoom in or out of the topology to see products and ports. 
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Zooming In 

To zoom in on the Physical Map, use one of the following methods: 
1. Click the zoom-in icon ( ^ ) on the toolbox, 
or 

1. Choose View > Zoom. The Zoom dialog box displays, as shown as Figure 37. 

Q |iso%| 

® 100% 
O 75% 
O 50% 
25% 
O Fft to Screen 
O Percentage: [lOO 



Figure 37: Zoom dialog box 

2. Choose a zoom percentage. 

3. Click OK. 

Zooming Out 

To zoom out of the Physical Map, use one of the following methods: 
1. Click the zoom-out icon (^J) on the toolbox, 
or 

1. Choose View > Zoom. The Zoom dialog box displays, as shown as Figure 37. 

2. Choose a zoom percentage. 

3. Click OK. 

Showing Levels of Detail on the Physical Map 

You can view different levels of detail on the Physical Map, making SAN 
management easier. To change the view of the physical map, perform the 
following: 

1. Choose View > Show and then choose one of the available view options. 
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Turning Flyovers On or Off 

Flyovers display when you place the cursor on a product. They provide a quick 
way to view a product's properties. To turn flyovers on or off, perform the 
following: 

1. Choose View > Enable Flyover Display and then choose On or Off. 
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Exporting and Importing 



The import and export features are important functions of the application. You 
can import and export data for many reasons, including to communicate issues to 
the support center and to capture network status. 



Note: Currently, you can only export to and import from the same releases of the 
application (for example, export from release 8.0 and import to release 8.0). 

Importing a file imports the Physical Map, the status icons, the user properties, 
and the discovered properties as they were set at the time of the export. 

Exporting Data 

You can export data to disk and to email. 

1. Choose SAN > Export. The Export dialog box displays, as shown in 
Figure 38. 



Export To jrjjsi; t|| 



□ SAN Files 

I | Performance Data 
[J Physical Map 

□ Product List 
Reports 

Q Nicknames 

□ XML Topology 

□ Status 
Total 



........ ........... 



0 KB £ 



| OK 



Figure 38: Export dialog box 

2. Choose one of the following options from the Export To drop-down list: 
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— Disk — Saves the exported files to the disk in 
<Install_Home>\Client\Data\san<date>\san* . zip. 

— EMail — Mails the exported files as an e-mail attachment directly from 
the application. 

3. Choose the types of files that you want to export. 



Note: Some file types may not be available based on the export destination you 
selected in the previous step. 



— SAN Files— Exports the SAN files. 

— Physical Map — Exports the Physical Map, or topology. 

— Performance Data — Exports the performance data. This is an optional 
feature. Contact your sales representative to purchase this module. If you 
choose Performance Data, you can choose what switches to export data 
on by clicking Select Switches. The Select Switches dialog box displays, 
as shown in Figure 39. 



You have selected to expert performance d^fs. By default, HAFM S will Include cteiis for all 
switches. By limiting the number of switches, you car, reduce the size ot the export file. 



Select Switches for Performance Data 
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1 0000800S8A0406F 


2,574 ... 








16.129.91 .33 


1 0000800S8A05456 


1,295 ... 




UnSelect All 




16.129.91 .115 


1 0000800S8AOB26D 


5,406 ... 








16.129.91 .111 


1 0000800S8A07C6A 


654 KB 






0 


16.129.91 .116 


1 00008003860308C 


912 KB 







Only include files of last 

|Pj Hour E Day |Pj Week E Month |Pj Year |Pj Max Apply to All 



Figure 39: Select Switches dialog box 

— Product List — Exports the Product List in tab-delimited format. To view 
the product list in table format, open it in Microsoft® Excel. 

— Reports — Exports SAN reports. 

— Nicknames — Exports nicknames. 

— XML Topology — Exports description of all fabric topologies in XML 
format, including online and persisted product and connection 
information. 

— Status — Exports SAN status data used by technical support. 
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4. If you are exporting to disk, skip to step 6. Otherwise, continue to step 5. 

5. If you are exporting to email, enter information in the following fields: 

— Mail To — Enter the recipient's e-mail address. 

— Mail List — Click to select from a list of e-mail addresses. 

— From — Enter your email address. 

— Subject — Enter a subject for the e-mail message. 

— Message — Enter content for the e-mail message. 

6. Click OK to export the files. If you exported to disk, a Confirmation message 
displays, as shown in Figure 40. 

\ Export to disk was sucoesstui 

" l -:-■■-> ir, i il; : :i- • - -Ir I it 

■; vi ;..r ^ F I r : -M Ft ■:■ I O-r. ■: l*r, ■£■ -l-,- : ir,; ... 
san040128021455.zip 

Figure 40: Export Confirmation message 

7. Make a note of the file location and name and click OK. 

Importing Data 

You can choose to import the following information to the application: 



Note: Importing files clear the Master Log of previous events. 



Perform the following to import files: 

1. Choose SAN > Import. The Import dialog box displays, as shown in 
Figure 41. 



Import From |SAW File (zip} 
File Name |~~ 


-II 

Browse.. 




Cancel Help | 





Figure 41 : Import dialog box 
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2. Choose the type of file you want to import from the Import From list. 

3. Enter the path and file name in the File Name field. 



Note: The default path is: <lnstall_Home>\ClientData\san<date>\san*.zip. Be sure 
to select the san*.zip file for import. Importing the rep*. zip file causes errors. 



4. Click OK. A message displays, stating that imported data replaced 
corresponding data on the appliance. 

5. If you are sure you want to replace the data on the appliance, click OK. If you 
are importing a SAN file or a properties file, the client is logged out and the 
HAFM 8 Log In dialog box displays. Log back into the application. 



Note: When discovery is on, the discovered SAN is replaced with the imported data. 
Only one SAN can be viewed at a time. For instructions about turning on discovery, 
see "Setting Up Discovery" on page 69. 
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Backing Up and Restoring Data 

You can protect your SAN data by backing it up and then restore it as necessary. 
The HAFM appliance provides a platform for the Enhanced Base package of the 
HAFM application. This unit provides more memory for future product 
enhancements. 

What is Backed Up? 

The following data, contained in the < Ins tall_Home>\ Call Home, 
<Install_Home>\Server, and <Install_Home>\Client directories, 
are backed up to disk: 



Note: <lnstall_Home> refers to the directory where the HAFM application is 
installed. 



■ All log files. 

■ Call-home configuration (including phone numbers and dialing options). 

■ Configuration data. 

■ License information. 

■ User launch scripts. 

■ User-defined sounds. 

■ All data exported through the Export option on the SAN menu. 
Note: Firmware files are NOT backed up. 



HAFM Appliance Backup and Restore 

The HAFM appliance is backed up to a compact disk, rewritable (CD-RW). As 
long as a CD-RW disk remains in the CD recorder drive of the appliance, critical 
data from the HAFM application is automatically backed up to the CD-RW disk 
when the data directory contents change or when you restart the HAFM 
application. 
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Restoring Data 

Backing up data takes some time. Wait about 45 minutes after making a 
configuration change before restoring from the backup files to ensure that all your 
changes are included in the backed up files. To restore data to the appliance 
platforms, follow these instructions: 

1. Reinstall the application, if necessary. 

2. To restore data to the application, copy the three folders from the CD-RW 
disk (X : \ Backup \ directory) and paste them in C : \ Program 
Files\<Install_Home> directory. You are asked if you want to 
overwrite the existing files; click Yes. 

3. On the HAFM appliance, open the HAFM application. 

4. Choose SAN > Import. The Import dialog box displays, as shown in 
Figure 41. 

5. Choose SAN File (zip) from the Import From drop-down list. 

6. Click Browse. The Browse dialog box displays. 



Note: Imported data replaces the corresponding data on the appliance, including log 
entries. If you want to keep the data on the appliance, perform an export before 
importing the new data. See "Exporting Data" on page 89 for instructions. 



7. Select the file from the directory below and click Open. 

<Install_Home>\Server\Data\Backup\bkp (date and 
time) \bkp (date and time). zip 

8. Click OK on the Import dialog box. A message displays stating that imported 
data replaces corresponding data on the appliance. 

9. If you are sure you want to replace the data on the appliance, click OK. The 
client is logged out and the HAFM 8 Log In dialog box displays. For 
instructions on logging into HAFM, see "Accessing HAFM" on page 47. 
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This chapter provides instructions for configuring products and fabrics and setting 
up trap forwarding. 

■ Managing Products, page 96 

■ Configuring Enterprise Fabric Mode, page 103 

■ Configuring Fabric Binding, page 105 

■ Persisting and Unpersisting Fabrics, page 107 

■ Configuring Trap Forwarding, page 111 
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Managing Products 

You can use the application to manage discovered products. You can search for a 
product, change its properties, and perform other configuration and maintenance 
tasks. 

Product's Element Manager 

You can open an Element Manager to manage switches and directors directly 
from the application. 

Element Manager from the Interface 

To open an Element Manager from the user interface, perform one of the 
following steps: 

■ Right-click a product icon and choose Element Manager. 

■ Double-click a product icon. 



Note: If you encounter problems, ensure that only one copy of the application is being 
used to monitor and manage the device. Only one copy of the application should be 
used to monitor and manage the same devices in a subnet. 



Opening the Element Manager from the Command Line 

To open an Element Manager, you can use a script that is included with the 
application. In order to do this, the appliance must be running and the product 
must be discovered. 

1. Open the script <Install_Home>\bin\HAFM_ElementMgr .bat 
using a text editor. 

2. Under the heading, "rem HAFM Element Manager", find the line that begins: 

. . . ElementManagerStandAlone -s Serverlp -p Productlp -u UserName 
-pw Password 

3. Enter information for the following parameters, ensuring that there are spaces 
between the options: 

■ Serverlp: Appliance's IP address 

■ Productlp: Switch's or director's IP address 

■ UserName: User login name 



Opening a 



Opening the 
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■ Password: User password 
Example 

. . . ElementManagerStandAlone -s 172.16.9.10 -p 172.16.9.211 -u 
Administrator -pw password 

4. Save and close the file. 

5. Run the script by double-clicking the file or entering the script name at a DOS 
prompt. 

6. In case of errors, verify that the appliance is on and that the switch or director 
you are trying to access is being discovered. 



You can search a discovered SAN for a specific product by its properties, such as 
name or IP address. 

1. Enter the search parameter in the Search field on the toolbar, as shown in 
Figure 42. 



Figure 42: Search Box 

2. Click the up or down arrow to search forwards or backwards through the 
Physical Map. 

3. Click Search to find each product. 



Note: When the application finds a product on the Physical Map, it highlights the 
product on the Physical Map as well as on the Product List. 



Searching for Products in a SAN 




Changing Product Properties 



You can change some of the properties for online products. 
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Note: This process does not change the configuration of the product. It only changes 
the information that is stored on the local appliance. 



1. Right-click a product icon and choose Properties. The Properties dialog box 
displays, as shown in Figure 43. 
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Figure 43: Properties dialog box 



Note: If the product you selected is offline, you are not be able to edit this 
information. 



2. Edit information as necessary. 

3. Click OK. 

Determining a Product's Operational Status 

You can determine a product's operational status by looking at the Physical Map 
or the Product List. On both the Physical Map and the Product List, you can 
determine a product's operational status by looking at the associated icons, as 
shown in Table 5. 
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Table 5: Product Status Icons 



Icon 


Status 


No icon 


Operational 


A 


Degraded 




Failed 


U 


Unknown/Offline 



To see a list of all products requiring attention, click the Attention Indicator icon 

) on the Status bar at the bottom of the main window. The Service Request 
dialog box displays the names and IP addresses of devices needing attention. 
Click a product name hyperlink to jump to the product on the Physical Map. The 
list updates dynamically. 

Showing Routes Between Two End-Products 



Note: This feature is only available for fabrics consisting solely of HP M-series 
products. 



You can use the Show Route feature to view the path that Fibre Channel frames 
must take between two end-products in a multiswitch fabric. Only one route can 
be shown at a time within the same fabric. If you intend to show a different route 
within the same fabric, the previous route is automatically hidden. 

Requirements 

To view the route between two products, the following conditions must be met: 

■ All switches or directors in the route must be managed by the application and 
attached to the same appliance. 

■ All switches or directors in the route must be Director 2/64, Director 2/140, 
Edge Switch 2/32, Edge Switch 2/16, or Edge Switch 2/24 models and must 
be running firmware version 1.3 or higher. 

■ All attached products in the route must be in the same zone. 
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Procedure 

To show the route for two specific ports on the end nodes, perform the following: 

1. In the Product List, click the + symbol next to a switch product icon to expend 
and see the attached nodes. 

2. Right-click a node and select Show Route. The Show Route dialog box 
displays, as shown in Figure 44. 



Select a destination port and OK to display route 


Source Port |Qlogic - 21 01 0OE 0862905 A3 


Destination Port 


Product/Port |Nickname 


P Address 
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Qlogic - 21 00OOEO3B09O5A3 210000E08B... 
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172.31 1 .36 





OK Cancel Help 



Figure 44: Show Route dialog box 

3. Select a destination port from the Destination Port table. 

4. Click OK. The route between the ports displays on topology, as shown in 
Figure 45. 




DracoLab-29 switch 



Figure 45: Show Route example 
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Hiding Routes Between Two End-Products 



Note: This feature is only available for fabrics consisting solely of HP M-series 
products. 



You can use the Hide Route feature to hide routes that Fibre Channel frames must 
take between two end-products in a multiswitch fabric. You must show routes 
before you can hide routes. See "Showing Routes Between Two End-Products" 
on page 99 for instructions on showing routes. 

To hide the route, perform the following: 

1. Right-click the route (line between end-nodes) or the fabric that includes the 
route you want to hide and choose Hide Route. 

Viewing Properties of Routes Between Two End-Products 

To view the properties of a route, perform the following: 

1. Right-click the route and choose Properties. The Route Properties dialog box 
displays, as shown in Figure 46. 
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Figure 46: Route Properties dialog box 
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2. Review the source and destination ports, as well as route details. 

3. Click Close. 

Changing a Fabric's Properties 

To view and change a fabric's properties, perform the following: 

1. Right-click a fabric icon or the background of an expanded fabric and choose 
Properties. The fabric's Properties dialog box displays, as shown in 
Figure 47. 

Nickname | ~ 

f ,„ ii ; r. t, 1 1, :,;„:„: . ,;, ny- 

FabricBincling Disabled 
FabricStatus |5 

OK | Cancgl Help | 

Figure 47: Fabric Properties dialog box 

2. View the fabric's information and edit the nickname, if desired. 



Note: Once you assign a nickname, you cannot delete it and leave it blank. 



3. Click OK. 
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Configuring Enterprise Fabric Mode 

The Enterprise Fabric Mode option is available on the Configure menu. This 
option automatically enables features and operating parameters that are necessary 
in multiswitch Enterprise Fabric environments. When Enterprise Fabric Mode is 
enabled, each switch in the fabric automatically enforces a number of 
security-related features including Fabric Binding, Switch Binding, Insistent 
Domain IDs, Domain Register for State Change Notifications (RSCNs), and 
Rerouting Delays. 

About Enterprise Fabric Mode 

Activating Enterprise Fabric Mode enables the following: 

■ Fabric Binding — Allows or prohibits switches from merging with a selected 
fabric. 

■ Switch Binding — This feature, enabled through a product's Element 
Manager, allows or prohibits switches from connecting to switch E_Ports and 
products from connecting to F_Ports. 

■ Rerouting Delay — This feature, enabled through a product's Element 
Manager, ensures that frames are delivered through the fabric in order to their 
destination. If there is a change to the fabric topology that creates a new path 
(for example, a new switch is added to the fabric), frames may be routed over 
this new path if its hop count is less than a previous path with a minimum hop 
count. This may result in frames being delivered to a destination out of order 
since frames sent over the new, shorter path may arrive ahead of older frames 
still in route over the older path. 

■ Domain RSCNs — This feature, enabled through a product's Element 
Manager, indicates that an event occurred to a switch in a fabric. The only 
cause would be a switch entering or leaving the fabric. Notifications are sent 
fabric-wide and are not constrained by a zone set. Domain RSCNs are not sent 
between end-products. 

■ Insistent Domain ID — This feature, enabled through a product's Element 
Manager, sets the domain ID as the active domain identification when the 
fabric initializes. If Insistent Domain ID is enabled, the switch isolates itself 
from the fabric if the preferred Domain ID is not assigned as the switch's 
Domain ID. 
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Setting Enterprise Fabric Mode 

To enable or disable Enterprise Fabric Mode for a fabric, perform the following: 

1. Choose Configure > Enterprise Fabric Mode. The Enterprise Fabric Mode 
dialog box displays, as shown in Figure 48. 

Please Note 

Enterprise Fsbric Mode activates Fsbric Binding, Switch Binding, Insistent 
Domain ID, Rerouting Belay, aid Domain RSCNs. 

Once s E i « 

in ' t . E 1. 1 iri'irm. ir- lv I r .. -I-I--J . -|--» . 



Fabric Name 
Enterprise Fabric Mode 

Cancel | 

[Fabric is not being managed | 

Figure 48: Enterprise Fabric Mode dialog box 

2. Choose the fabric for which you want to configure Enterprise Fabric Mode 
from the Fabric Name drop-down list. 

3. The fabric's current status displays in the Enterprise Fabric Mode field. 

4. To activate Enterprise Fabric Mode on the selected fabric, click Activate. 

To deactivate Enterprise Fabric Mode on the selected fabric, click 
Deactivate. 



Note: You must be managing the fabric in order to deactivate Enterprise Fabric 
Mode. 
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Configuring Fabric Binding 



The fabric binding feature enables you to configure whether switches can merge 
with a selected fabric. This provides security from accidental fabric merges and 
potential fabric disruption when fabrics become segmented because they cannot 
merge. 



Note: You cannot disable Fabric Binding if Enterprise Fabric Mode is enabled. 
However, if Enterprise Fabric Mode is disabled, you can disable Fabric Binding. 



Enabling Fabric Binding 



Fabric Binding is enabled through the Fabric Binding dialog box. After you have 
enabled Fabric Binding, use the Fabric Membership List to add switches that 
you want to allow into the fabric. 

1 . Choose Configure > Fabric Binding. The Fabric Binding dialog box 
displays, as shown in Figure 49. 



Status 
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Node Name Domain [ Fabric Name | 
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Add Detached Swlch... 



Figure 49: Fabric Binding dialog box 

2. Click the Enable/Disable checkbox for fabrics for which you want to 

configure fabric binding in the Fabric List table. If SANtegrity Binding is not 
installed, a message box displays, as shown in Figure 50. 
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Figure 50: SANtegrity feature message 

3. Click OK. 

4. Click OK. 
or 

If you want to add switches to the membership list, see "Adding Switches to 
the Fabric Binding Membership" on page 106 for instructions. 



Adding Switches to the Fabric Binding Membership 

Once you have enabled Fabric Binding (see "Enabling Fabric Binding" on 
page 105), you can add and remove switches from the membership list. 

1. Add switches to the selected fabric's Fabric Membership List (FML) by 
selecting the switches from the Available Switches table and clicking the [> 
button to move the switches to the Membership List table. 

2. Click Add Detached Switch to add a switch that does not have physical 
connection to the fabric. The Add Detached Switch dialog box displays, as 
shown in Figure 5 1 . 

Domain ID 
Node Wm | 

| QK | Cancel | 

Figure 51: Add Detached Switch dialog box 

a. Enter the domain ID in the Domain ID field. 

b. Enter the node World Wide Name in the Node WWN field. 

c. Click OK. 
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Persisting and Unpersisting Fabrics 

Persisting fabrics takes a "snapshot" of the current products and connections in 
the fabric as a reference point for comparison to future fabric changes. You can 
export the topology, including persisted fabric information. See "Exporting Data" 
on page 89. 



Note: If the fabric's principal switch changes, the new fabric must be manually 
persisted. Persistence does not follow the new fabric even if only one switch is removed 
from the original fabric. The principal switch should always be managed. Also, the 
principal switch must be a HP switch or director in order to manage the devices in the 
fabric. 



Persisting a Fabric 

To persist a fabric, perform one of the following: 

■ Highlight a fabric in the Physical Map or Product List, then choose 
Configure > Persist Fabric. 

■ Right-click the fabric in the Physical Map or Product List, then choose Persist 
Fabric. 

■ Highlight a fabric in the Physical Map or Product List, then click the Persist 
Fabric icon on the toolbar. 



Unpersisting a Fabric 



To unpersist a fabric, perform the following: 

1. Highlight a fabric in the Physical Map or Product List, then choose 

Configure > Unpersist Fabric. A confirmation box displays, as shown in 

Figure 52. 

or 

Right-click the fabric in the Physical Map or Product List, then choose 
Unpersist Fabric. A confirmation box displays, as shown in Figure 52. 




Figure 52: Unpersist Fabric confirmation box 
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2. Click OK. 

Unpersisting a Single Product 

You can unpersist a single product in a persisted fabric if the product is no longer 
part of the fabric. When a product is unpersisted, the connections associated with 
that product are also removed. The persisted fabric's data is updated with the 
changes. 

To unpersist a product, perform the following: 

1. Right-click the product in the Physical Map or Product List, then choose 
Unpersist Fabric. A confirmation box displays, as shown in Figure 52. 

2. Click OK. 

Graphic Indicators Related to Persisted Fabrics 

There are various ways to determine the status of persisted fabrics and persisted 
products. Real-time changes to the fabric display on the Physical Map and the 
Product List and are listed in the Fabric Log. 

Determining a Persisted Fabric's Status 

The fabric's status is reflected by the green circle indicator that displays on the 
fabric icon on the Physical Map and in the Product List (Figure 53 and Figure 54, 
respectively). See "Product Status Icons" on page 272 for a list of status icon 
definitions. 

m 

1 000080088 
602088 

Figure 53: Persisted Fabric icon on Physical Map 
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Figure 54: Persisted Fabric icon on Product List 
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You can also determine changes to the persisted fabric through the Fabric Log. To 
display the log, perform the following: 

1. Highlight a persisted fabric in the Physical Map or Product List and choose 
Monitor > Logs > Fabric Log. For more details on the Fabric Log, see 
"Event Monitoring" on page 1 14. 

Determining Status of a Product in a Persisted Fabric 

When a product is added to a persisted fabric, it displays with a "plus" icon, as 
shown in Figure 55. 

Figure 55: Product Added to Persisted Fabric 

When a product is removed from a persisted fabric, it displays with a "minus" 
icon, as shown in Figure 56. 

10.1.1.3 

Figure 56: Product Removed from Persisted Fabric 

Determining the Status of Connections in a Persisted Fabric 

If more than one connection exists between products and all connections are 
disconnected, the connections change to yellow, dashed lines. If one or some of 
the connections are disconnected (but not all), the enabled connections display as 
black lines and the disabled connections display as yellow, dashed lines with an 
interswitch link (ISL) alert, as shown in Figure 57. 

To remove an ISL alert, perform the following: 

1 . Right-click the connection and choose Clear ISL Alert(s). If an ISL is added, 
the ISL displays as a black line. 
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Figure 57: Removed Connection in a Persisted Fabric 

Clearing ISL Alerts 

To clear a single ISL alert, perform the following: 
1. Right-click the ISL and choose Clear ISL Alert(s). 
To clear all ISL alerts, perform the following: 
1 . Choose Edit > Clear All ISL Alerts. 

Merging Persisted Fabrics 

When you merge two persisted fabrics, the fabric whose principal switch is the 
principal switch in the merged fabric becomes the "real" fabric. It includes the 
switches of both fabrics in the Physical Map and the Product List. The other fabric 
becomes a "ghost" fabric. 

On the Physical Map, the ghost fabric displays its original products with "minus" 
symbols, as shown in Figure 56. On the Product List, the fabric displays as offline 
and no products display under the fabric. The ghost fabric is not updated and the 
Fabric Log is reset after the fabrics merge. 

Splitting Persisted Fabrics 

When you split persisted fabrics, the principal switch determines which fabric is 
mapped to the persistent fabric. The fabric that includes the principal switch is 
mapped to the persistent fabric. 

Layout Changes in Persisted Fabrics 

When you move a product in a persisted fabric's topology, the new positions are 
stored on the client. If you log in to the appliance from a different client, you lose 
the layout of the products if the fabric is not persisted with the layout changes. 
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Finding Devices in a Persisted Fabric 

When a product is removed from a persisted fabric, it displays a "ghost" image 
with a minus icon, as shown in Figure 56. 

To find a product that is removed from a persisted fabric, perform the following: 

1. Right-click the icon and choose Find Product. The focus jumps to the online 
item that corresponds to the "ghost" image from the original fabric. 



Configuring Trap Forwarding 

Trap forwarding is the process by which you can configure the application to send 
SNMP traps to other computers. To correctly configure trap reporting, you must 
configure the target computer's IP address and SNMP ports in the Configure Trap 
Forwarding dialog box. 



Configuring Trap Forwarding 



1. Choose Monitor > Trap Forwarding. The Configure Trap Forwarding 
dialog box displays, as shown in Figure 58. 



Enable Trap Forwarding 
Available Recipients 



[Description | IP Address Port | 



IP Address | Port | 



1 



Figure 58: Configure Trap Forwarding dialog box 

2. If necessary, add or remove trap recipients. See "Adding Trap Recipients" on 
page 1 12 and "Removing Trap Recipients" on page 1 12 for instructions. 

3. Highlight the recipient from the Available Recipients table and add it to the 
Selected Recipients table by clicking the button. 

4. Choose the Fnable Trap Forwarding option to forward all traps received by 
the application to the recipients listed in the Selected Recipients table. 
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5. Click OK. 



Adding Trap Recipients 



1. Choose Monitor > Trap Forwarding. The Configure Trap Forwarding 
dialog box displays, as shown in Figure 58. 

2. Click Add. The Add Trap Recipient dialog box displays, as shown in 
Figure 59. 



Figure 59: Add Trap Recipient dialog box 

3. Enter a description of the trap recipient in the Description field. 

4. Enter the trap recipient's IP address in the IP Address field. 

5. Enter the trap recipient's TCP/IP port number in the Port field. 

6. Click OK. 

7. Click OK. 



1. Choose Monitor > Trap Forwarding. The Configure Trap Forwarding 
dialog box displays, as shown in Figure 58. 

2. Highlight the recipient you want to remove in the Available Recipients table. 

3. Click Remove. 

4. Click OK. 
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Removing Trap Recipients 
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This chapter provides instructions for monitoring SAN products using the 
application. 

■ Event Monitoring, page 114 

■ Using Event Notification Features, page 118 

■ Creating Reports, page 122 
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Event Monitoring 

The application provides a variety of logs through which you can monitor the 
SAN. The event log file name is event, log. 

You can view all events that take place in the SAN through the Master Log at the 
bottom of the main window. You can also view a specific log by choosing 
Monitor > Logs, then choose an option from the menu. The available logs 
include: 

■ Audit Log — Displays a history of user actions performed through the 
application (except log in/log out). 

■ Event Log — Displays errors related to SNMP traps and client-server 
communications. 

■ Session Log — Displays the users who have logged in and out of the 

appliance. 

■ Product State Log — Displays operational status changes of managed 
products. 

The application also has an event notification feature. By configuring event 
notification, you can specify when the application should alert you of an event. 
See "Using Event Notification Features" on page 118 for details. 

For information about the Master Log interface, fields, and icons, see "Master 
Log" on page 37. 

Viewing Logs 

You can view log data through the Master Log on the main window. However, if 
you want to see only certain types of events, for example only login/logout events 
(session events), open a specific log through the View Logs dialog box. 

To view a log, perform the following: 

1. Choose Monitor > Logs, then choose one of the options. The View Logs 
dialog box displays, as shown in Figure 60. 
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Figure 60: View Logs dialog box 



■ To view a different log, choose a log from the drop-down list. 

■ To view multiple logs simultaneously, choose the Display in a new 
window check box and choose another log from the drop-down list. 

■ To clear the log, click Clear. 

■ To refresh the log, click Refresh. 

■ To export log entries, see "Exporting Log Data" on page 1 15. 
2. Click OK to close the dialog box. 

Exporting Log Data 

You can export HAFM log data in tab-delimited format. This feature is useful for 
providing the data to a third-party or including it in a report. 

1. Choose Monitor > Logs, then choose one of the options. The View Logs 
dialog box displays, as shown in Figure 60. 

2. Click Export. The Save dialog box displays. 

3. Browse to the folder where you want to save the file. Type a file name in the 
File Name field. 

4. Click Save. The file is exported in tab-delimited format. To view it in table 
format, open the file in Microsoft Excel. 
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Filtering Events in the Master Log 

You can filter the events that display in the Master Log on the main window. For 
more information, see "Master Log" on page 37. 

1 . Click the Define link on the Master Log. The Define Filter dialog box 
displays, as shown in Figure 61. 
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Figure 61 : Define Filter dialog box 

2. Highlight the event from the Available Events table to include an event type 
in the filter and click the right arrow button. 

3. Highlight the event from the Selected Events table to exclude an event type 
from the filter and click the left arrow button. 

4. Click OK. 



Copying Log Entries 

You can copy data and column headings from logs to other applications. Use this 
function to analyze or store the data using another tool. 



Note: When using the View Logs dialog box, you can only copy one row at a time. To 
copy multiple rows of data, copy the data from the Master Log on the main window. 



Copying Rows 

To copy rows from logs to other applications, perform the following: 

1. Highlight the row(s) you want to copy in the log window. 

■ To select contiguous rows, highlight the first row you want to copy and 
Shift-click in the last contiguous row you want to copy. 
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■ To select non-contiguous rows, highlight the first row you want to copy 
and CTRL-click every additional row you want to copy. 

2. Press CTRL+C to copy the selected information on the clipboard in 
tab-delimited format. 

3. Open the application you want to paste the data into and click where you want 
to paste the data. 

4. Press CTRL+V (or use the Paste command from the other application). All 
data and column headings are pasted. 

Copying the Entire Master Log 

To copy the entire Master Log, perform the following: 

1. Click in the list on the Master Log window. 

2. Choose Edit > Select All (CTRL+A). All Master Log rows are selected. 

3. Press CTRL+C to copy the selected information in tab-delimited format. 

4. Open the application you want to paste the data into and click where you want 
to paste the data. 

5. Press CTRL+V (or use the Paste command from the other application). All 
data and column headings are pasted. 
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Using Event Notification Features 

The application records the SAN events in the Master Log. You can configure the 
application to send event notifications to e-mail addresses at certain time 
intervals. This is a convenient way to keep track of events that occur on the SAN. 
You can also configure products to "call home" for certain events, notifying the 
service center of product problems. 



Configuring Email Notification 

You can configure the application to send notification of events to users. 

1. Choose Monitor > Event Notification > Email. The Email Event 
Notification Setup dialog box displays, as shown in Figure 62. 



Enable Email Event Notification 

E-mail Server \ 

Reply junknown@unknown.com | Test Email | 

Interval | p minutes ^ | 

User List.. 

OK | Cancel Help | 

Figure 62: Email Notification Setup dialog box 

2. Choose Enable Email Event Notification to enable e-mail notification. 

3. Enter the IP address or the name of the SMTP mail server in the E-mail 
Server field. 

4. Enter the recipient's e-mail address in the Reply field. 

5. Click Test Email to test the e-mail server. A message displays indicating if 
the server was found. 

If the server was not found, verify that the server address was entered 
correctly and that the server is running. 

6. Enter the length of time the application should wait between notifications in 
the Interval field. 

Notifications are combined into a single e-mail and sent at each interval 
setting. An interval setting of zero causes notifications to be sent immediately. 
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Note: Setting too short of an interval can cause the recipient's e-mail inbox to fill 
VERY quickly. 



7. Click User List to specify which users receive e-mail notifications. The 
HAFM 8 Server Users dialog box displays. 

8. Choose the check box in the Email column for each user. 

9. Click OK. 

Configuring Call Home Notification 

By configuring the call home feature, you enable the appliance to automatically 
dial-in to a support center to report system problems. To set up the call home 
feature, you must first specify the support center information through the call 
home configurator and then enable the call home feature through the HAFM 
application. If you are upgrading from a previous release of the application, all of 
your call home settings are preserved. 

Part 1 : Specifying Support Center Information 

Follow these instructions only if you are using a U.S. -based call home provider. If 
you are configuring call home using a provider outside the U.S., contact your 
Customer Support representative. 

1. When you installed the HAFM application, a Call Home Configuration icon 
was added to your desktop. Double-click this icon. The Call Home 
Configuration dialog box displays, as shown in Figure 63. 

Call Cerier Phone Number | 

Local Phone Number \ jf##-#tf#-##M | 



Figure 63: Call Home Configuration dialog box (for U.S. installations) 

2. Enter the phone number for the primary attention server located at the call 
center in the Call Center Phone Number field. Be sure to include all the 
information necessary, including country codes, area codes, and any prefix 
required to access an outside line. 

3. Enter the phone number where the local server can be reached in the Local 
Phone Number field. Include all the information necessary, including 
country codes and area codes. 
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4. Click OK. A message may display. 

5. Click OK. 

6. Continue to "Part 2: Enabling Call Home Notifications" on page 120. 

Part 2: Enabling Call Home Notifications 

1. Choose Monitor > Event Notification > Call Home. The Call Home Event 
Notification dialog box displays, as shown in Figure 64. 

v 1 Enable Call Home Event Notification iend Test 



Figure 64: Call Home Event Notification dialog box 

2. Choose Enable Call Home Event Notification to enable call home 
notification. 

3. Click Send Test to test the call home function. 

A fake event is sent to the service center and you are asked to verify that the 
service center received the notification. If the server was not found, verify that 
the server address was entered correctly and that the server is running. 

4. Click OK. 

To verify call home settings, click the Call Home icon (^j|) on the Status Bar. 

Enabling Ethernet Events 

An Ethernet event occurs when the Ethernet link between the appliance and the 
managed product is lost. You can configure the application to send notification of 
Ethernet events. 

1. Choose Monitor > Ethernet Event. The Configure Ethernet Event dialog 
box displays, as shown in Figure 65. 

□ Enable Ethernet Event 

Ethernet Time Out ^ minutes (1 0-1 20) 

OK I Cancel I Help I 

Figure 65: Configure Ethernet Event dialog box 

2. Choose Enable Ethernet Event to be notified when the Ethernet link 
between the appliance and the managed product is lost. 
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3. Enter the length of time the application should wait before notifying you of 
the event in the Ethernet Time Out field. 

4. Click OK. 
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Creating 



Reports 



Presenting and archiving data about a SAN is equally as important as gathering 
the data. Through the application, you can generate reports about the SAN. You 
can send the reports to network administrators, support consultants, and others 
interested in the SAN's architecture, or archive them for future reference. 

The following report types are available: 

■ Product List — Lists the Product List, which has detailed information about 
the products in the SAN. 

■ Operating Status Change — Lists status change for products in the SAN, 
including the number of products online and offline, the product with the most 
downtime, and details about each product's status. 

■ Performance Data — Displays the performance data. The Performance 
Module is an optional feature. Contact your sales representative to purchase 
this module. 

■ Physical Map — Displays a graphic of the SAN's topology. 

■ Port Usage — Lists the number of used ports in the SAN as well as detailed 
usage information for each port. 

■ Fabric Ports — Lists fabric details including port and director utilization and 
individual product data. 



You can generate various reports of the SAN. Generated reports are saved to 
<Install_Home>\ Server \Reports\. 

1. Choose Monitor > Report > Generate. The Select Template dialog box 
displays as shown in Figure 66. 



Generating and Printing Reports 
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f..l ....... 



Figure 66: Select Template Dialog Box 



Note: You can also generate a report of the Physical Map by clicking the Generate 
Reports button (or CTRL+G) on the right-hand toolbox while viewing a discovered 
SAN. 



2. Select the type(s) of reports you want to generate. 

3. Click OK. 

4. The generated reports will automatically display in the HAFM 8 Reports 
dialog box. 

5. To print the report, click Show in Browser to display the selected report in 
your default Web browser. 

6. Choose File > Print in the Web browser. 



Note: Hyperlinks in reports are only active as long as the source data is available. 



Viewing and Printing Reports 

You can view reports through the application, or through an internet browser. 
Reports are stored in <Install_Home>\Server\Reports\. 

From the Monitor menu, select Report, then View. The HAFM Reports dialog 
box displays as shown in Figure 67. 
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^ Show in Browser) Delete Report Help 





~1 By Report Type 
□ Physical Map 




Server. {HAFMSERVER_vS-l-0> @ IP afcss 



Q Physical Map_Administralor_1 S 
~H ^y Time] 

□ [3 Jan 20, 2004 10:15:34 PM EST 



Switch Count: 5 




Figure 67: HAFM Reports Dialog Box 

1. In the left-hand pane, select the report you want to view. If you don't see the 
report you want to view, generate it first by following the instructions in 
"Generating and Printing Reports" on page 122. 

Note: Hyperlinks in reports will only be active as long as the source data is available. 



2. Click the Show in Browser button to view the report in your Web default 
browser window. 

3. Choose File > Print in the Web browser. 

4. Click the X button in the upper right-hand corner of the HAFM 8 Reports 
window to close it. 



You can delete reports using the View Reports dialog box. 

1. From the Monitor menu, select Report, then View. The HAFM 8 Reports 
dialog box displays, as shown in Figure 67. 



Deleting Reports 
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2. Select the report(s) you want to delete. 



Note: Once you click Delete Reports, the report will be deleted without confirmation. 



3. Click Delete Reports. 

4. Click the X button in the upper right-hand corner of the HAFM 8 Reports 
window to close it. 
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This chapter provides detailed information on using, administering, and 
configuring optional HAFM features through HAFM applications. There are two 
types of features covered in this chapter: 

■ "Keyed" features, requiring feature keys to be purchased and enabled through 
the Configure Feature Key dialog box in the product's Element Manager 
application. 

■ Features not requiring feature keys themselves, but requiring that specific 
keyed features be enabled before they can be accessed through HAFM or 
Element Manager applications. 

This chapter describes the following features: 

■ Event Management Overview, page 128 

■ Using Event Management, page 133 

■ FICON Management Server, page 149 

■ SANtegrity Features, page 154 

■ Enterprise Fabric Mode, page 160 

■ Open Trunking, page 162 

■ Monitoring Performance, page 167 

■ Working with the Planning Module, page 174 
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Event Management Overview 

This section provides an overview of the Event Management feature, as well as 
descriptions of the Event Management user interface. 

Uses for Event Management 

You can use Event Management to automate tasks that you perform on the SAN. 
You can configure the application to automatically perform many different 
functions using Event Management. Some examples of these functions or actions 
include: 

■ Sending an e-mail when events or errors occur. 

■ Generating reports at specific times or for specific reasons. 

■ Exporting data. 

■ Playing sounds to notify you of specific events. 



Event Management Component Overview 

Use the Event Management feature to automate SAN tasks by creating rules with 
triggers and actions. 

About Triggers 

When creating a rule, you need to specify triggers and actions. The two types of 
triggers, event and schedule triggers, are comprised of logically-related phrases, 
and each phrase is comprised of three parts: 

■ Property — A property is a variable for which you are setting values. For 
descriptions, see "Event Trigger Properties" on page 276. 

■ Operator — An operator is a logical or string function that you use to 
construct triggers and actions. For details, see "Trigger Operators" on 
page 129. 

■ Value — A user-defined value, such as time. For details, see "Values" on 
page 129. 

Each rule can only have one type of trigger. In other words, each rule may have 
either an event or a schedule trigger; they may not be combined. 
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Trigger 
Event 

Time Limits 
Schedule 


Type Daily ▼ 


Property [Operator |Value 


Description 


Start Time 1= loOCM 


Military Time ■ Example: 0305 = 3:05 AM 


Actions 
E-mail 

Launch 
Log 

Message 
Pause 
Report 
Sound 


Days 




✓1 Monday 
tf\ Tuesday 
2 Wednesday 
V\ Thursday 
2 Friday 
tf\ Saturday 
2 Sunday 


Instructions 

1. Select from the Type list above to create a 
Schedule Trigger. 

2. Enter a Start military time (0001 - 2400 hours). 

3. Select the Days at the week. 

4. ClickAdd 

5. Select actions from the Actions list on the left. 

Note: To create an event-base d trigger, select Event 
trom the Trigger list on the left. 





Figure 68: Trigger phrase development 
Trigger Operators 

Operators define the relationship between properties and their values. The list of 
available operators varies depending on whether the value can be a string or a 
number. The full list of operators is shown in Table 6. 

Table 6: Trigger Operators 



Operator 


Value 




Number 




Number 


< 


Number 


<= 


Number 


> 


Number 


>= 


Number 


Contains 


String 


Does Not Contain 


String 


Starts With 


String 


Ends With 


String 



Values 

Values are either presented in a list or entered by the user. 
Phrase Operators 

The phrases in the trigger area are related using these operators: 
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■ AND 

■ OR 

■ AND NOT 

■ OR NOT 

Each phrase, except the first one, starts with a logical operator. The default 
operator is AND. 

About Event Triggers 

Event triggers have the underlying concept of context. The context is the set of 
relevant properties that exist at the time an event takes place. You build the 
phrases (rows) and their logical relationships. The phrases filter all the event 
context properties to identify those events that you want to trigger the event. 

Event triggers also allow you to set time limits so that the trigger only occurs if the 
event happens within a certain time and date range. 

See "Event Trigger Properties" on page 276 for details on event type property 
descriptions. 

About Schedule Triggers 

Schedule triggers monitor the system clock and fire when the specified time and 
date conditions are met. 

After selecting the schedule trigger, select a schedule type: 

■ Daily 

■ Weekly 

■ Monthly 

■ One Time 

■ Hourly 



Note: Once you have chosen a type and added the first phrase, do not change types 
or you may lose your work. 



Note: Once you have selected a trigger type, you can only choose options within that 
type to complete the trigger. 
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After selecting the category, you can specify whether all events in the category or 
some subset of events trigger the rule. 

About Actions 

You can configure multiple actions to be performed when the specified triggers 
are fired. 

The following actions are available: 

■ E-mail — Send an e-mail to specified recipients. 

■ Export — Exports data. 

■ Launch — Launches the specified application using a script. 

■ Log — Adds an entry to the master log file and screen display. 

■ Message — Displays a message to all open clients. 

■ Pause — Inserts a pause between actions. 

■ Report — Generates a report. 

■ Sound — Plays a sound. 



Note: You can specify macros for some actions by clicking in the Value column and 
then right-clicking and selecting an argument from the menu. See "Writing Event 
Management Macros" on page 284 for instructions. 



Event Management Page Description 

To view Event Management, click the Event Management tab on the main 
window of the application. All configured rules display. You can activate, 
deactivate, create, edit, copy, or delete rules on this page. You can also turn the 
Event Management feature on or off. See "Using Event Management" on 
page 133 for instructions on writing rules. 



Table 7: Event Management Options 



Field 


Description 


# column 


Specifies the auto-assigned rule number. 


Actions list 


Lists the actions to be performed when the 
rule's triggers are met. 


Activate button 


Click to activate the selected rules. 
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Table 7: Event Management Options (Continued) 



Field 


Description 


Active column 


Specifies whether the rule is on. 


Change button 


Click to change the reset interval. 


Copy button 


Click to duplicate the selected rule. 


Date Modified column 


Lists the date and time that the rule was last 
edited. 


Deactivate button 


Click to deactivate the selected rules. 


Delete button 


Click to delete the selected rule. 


Description field 


Lists the description of the selected rule. 


Description column 


Specifies the user-defined rule description. 


Edit button 


Click to edit the selected rule. 


Group column 


Lists the group to which the rule belongs. 


Name column 


Specifies the user-defined rule name. 


New button 


Click to add a new rule. 


OFF button 


Click to turn the Event Management feature 
off. 


ON button 


Click to turn the Event Management feature 
on. 


Trigger list 


Lists the trigger for the selected rule. 


User column 


Specifies the last user to modify the rule. 
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Using Event Management 

This section provides instructions for using the Event Management feature to 
automate tasks. 



Specifying a Rule's Triggers 



When you write a rule, you must begin by specifying a trigger that initiates an 
action. Triggers can be based on an event (for example, performance event), or on 
a schedule (for example, every day at 2 AM). 



Adding an Event Trigger 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69. 



W-Ml t V* Event Management 



Rules 1 of 2 active 



Inventory Monthly 1 



Status Unknown ... 2 



Reset Interval 1 Seconds Change... 



Run a Product List Report cnt.. 



If a production switch or bricig... admin 



| @ . OFF | 
Description: Rule 1 - Inventory Mc 



Deactivate I ,m 9 ProdlJct Lisi Repori on 
1_ 1 the first day of every month at 




Start Time = 0001 
Month = 1 



1 Report - Template: Product Lis 
2. Message Severity Level INF 



Figure 69: Event Management tab 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 
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Figure 70: Add Rule dialog box 

3. Enter a name for the rule in the Name field. 

4. Choose or enter a group name in the Group field. 

5. Choose the Active check box if you want to make the rule active after you are 
finished creating it. 

6. Enter a description for the rule in the Description field. 

7. Choose a type from the Type drop-down list. 

8. Choose or enter data in the Property, Operator, and Value fields. 

9. Click Add. The first line of the trigger you wrote displays in the Trigger table 
in the top half of the dialog box. 

10. Repeat step 7 through step 9 to add additional phrases to the rule trigger. 
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1 1 . Use the buttons to the right of the Trigger area to organize the syntax of the 
trigger. 

— Click the up and down arrows to move selected phrases up and down in 
the table. 

— Click Delete to remove selected rows from the table. 

— Click the parenthesis buttons to add parentheses to selected phrases. 

— To delete a parenthesis, highlight the parenthesis and click Delete. 

12. Enter time limits for the event trigger, see "Specifying Time Limits for an 
Event Trigger" on page 135. 

13. Choose an action from the Actions list at the bottom left of the dialog box. 
For help with adding specific actions, see "Event Management Component 
Overview" on page 128. 

14. Enter the required information in the Value column for each listed parameter. 

15. Click Add. The action you configured displays in the Actions area in the top 
half of the dialog box. 

16. Repeat step 13 through step 15 to add more actions. 

17. Use the buttons to the right of the Actions area to move the action phrases up 
or down. 

— Click Delete to remove selected rows from the table. 

— Click the up and down arrows to move selected actions up and down to 
change the order in which the actions are started. 

18. Click OK. 

Specifying Time Limits for an Event Trigger 

Time limit triggers are used to specify times during which an event trigger should 
be fired. For example, you may specify that all offline events between 5PM and 
8AM trigger e-mail message and log actions to take place. Thus, the application 
sends an e-mail to notify users of the event and adds a second, more detailed entry 
to the master log. 

1 . Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 
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3. Add an event trigger. See "Adding an Event Trigger" on page 133 for 
instructions. 

4. Choose Time Limits from the Trigger list on the left to add a time limit to 
the rule. The Time Limits information displays, as shown in Figure 71. 
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Figure 71 : Add Rule dialog box (Time Limits) 

5. Choose Daily Time Limits or Weekly Time Limits from the Type 
drop-down list. 

— If you selected Daily Time Limits: Enter the start time and end time (in 
military time format) in the Value fields and click Add. 

— If you selected Weekly Time Limits: Enter the start time and end time in 
(military time format) in the Value fields. Then, choose an option from 
the Start Day and End Day drop-down lists and click Add. 

6. Click Add. 

7. Add actions by selecting from the Actions list on the left. See "About 
Actions" on page 131 for instructions. 

Adding a Schedule Trigger 

You can add a schedule trigger to specify the time and date that an action should 
be performed. 

1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 
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3. Enter a name for the rule in the Name field. 

4. Choose or enter a group name in the Group field. 

5. Choose the Active check box if you want to make the rule active after you are 
finished creating it. 

6. Enter a description for the rule in the Description field. 

Choose Schedule from the Trigger list at the bottom left of the dialog box. 
The Schedule information displays, as shown in Figure 72. 
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Figure 72: Add Rule dialog box (Schedule) 

8. Choose a type from the Type drop-down list. 

9. Choose or enter data in the Value field. 

10. Click Add. The first line of the trigger you wrote displays in the Trigger table 
in the top half of the dialog box. 

11. Repeat step 8 through step 10 to add additional phrases to the schedule 
trigger. 

12. Use the buttons to the right of the Trigger area to organize the syntax of the 
trigger. 

— Click the up and down arrows to move selected phrases up and down in 
the table. 

— Click Delete to remove selected rows from the table. 

— Click the parenthesis buttons to add parentheses to selected phrases. 

— To delete a parenthesis, highlight the parenthesis and click Delete. 
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13. Choose an action from the Actions list at the bottom left of the dialog box. 
For help with adding specific actions, see "Event Management Component 
Overview" on page 128. 

14. Enter the required information in the Value column for each listed parameter. 

15. Click Add. The action you configured displays in the Actions area in the top 
half of the dialog box. 

16. Repeat step 14 through step 15 to add more actions. 

17. Use the buttons to the right of the Actions area to move the action phrases up 
or down. 

— Click Delete to remove selected rows from the table. 

— Click the up and down arrows to move selected actions up and down to 
change the order in which the actions are started. 

18. Click OK. 

Specifying a Rule's Actions 

After specifying a rule's triggers, you can add actions that the application 
performs when trigger conditions are met. 

Specifying an E-mail Action 

You can configure the application to send an e-mail message when the specified 
trigger is fired. 



Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose E-mail from the Actions list at the bottom left side of the dialog box. 
The E-mail information displays, as shown in Figure 73. 
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Figure 73: Add Rule dialog box (E-mail) 

4. Enter the recipients' e-mail addresses, separating multiple addresses with 
semi colons in the To parameter's value. 

5. Enter your e-mail address in the From parameter's value. 

6. Enter a subject for the e-mail in the Subject parameter's value. 

7. To insert a macro for values from the trigger's content, perform the following 

a. Click in the Value column. 

b. Right-click and choose an argument from the menu. 

8. Enter the body of your e-mail message in the Message parameter's value. 

9. To insert a macro for values from the trigger's content, perform the following 

a. Click in the Value column. 

b. Right-click and choose an argument from the menu. 

10. Click Add. 



Specifying an Export Action 



You can configure the Event Management feature to export data when the 
specified trigger is fired. 
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Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Export from the Actions list at the bottom left side of the dialog box. 
The Export information displays, as shown in Figure 74. 
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Figure 74: Add Rule dialog box (Export) 

4. Choose the destination for the export from the Type drop-down list. 

5. Choose the types of information you want to export from the Files area. The 



options may differ depending on the export destination. 



Note: If you are not exporting performance data, skip step 6. 



Choose the switches for which you want to export performance data from the 
Switches area. 



7. Click Add. 
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Specifying a Launch Action 

You can configure the Event Management feature to launch an application when 
the specified trigger is fired. 

Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



Note: Before configuring the Event Management feature to launch a script, verify that 
the script launches the application successfully on the appliance. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Launch from the Actions list at the bottom left side of the dialog box. 
The Launch information displays, as shown in Figure 75. 
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Figure 75: Add Rule dialog box (Launch) 

4. Choose an option from the Script File parameter's value. You can add script 
files to this list by copying them to 

< Ins tall_Home>\ Server \LaunchScripts\. 

5. Enter a script argument in the Arguments parameter's value. 
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6. To insert a macro for values from the trigger's content, perform the following: 

a. Click in the Value column. 

b. Right-click and choose an argument from the menu. 

7. Click Add. 

Specifying a Log Action 

You can configure an additional master log entry that includes a custom 
description. 

Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Log from the Actions list at the bottom left side of the dialog box. 
The Log information displays, as shown in Figure 76. 
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Figure 76: Add Rule dialog box (Log) 

4. Choose an option from the To parameter's value. 

5. Choose an option from the Level parameter's value. 
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6. Enter a description in the Description parameter's value. 

7. To insert a macro for values from the trigger's content, perform the following: 

a. Click in the Value column. 

b. Right-click and choose an argument from the menu. 

8. Click Add. 

Specifying a Message Action 

You can configure the application to display a pop-up message on all open clients 
when the specified trigger is fired. You can choose to display either informational, 
warning, or fatal icons in the message. The title bar displays the rule number, rule 
name, and "message." For example, "Rule 23 Switch Offline Message." The time 
and date are automatically inserted and multiple messages display in a single 
pop-up window. 



Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Message from the Actions list at the bottom left side of the dialog 
box. The Message information displays, as shown in Figure 77. 
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Figure 77: Add Rule dialog box (Message) 

4. Choose an option from the Severity Level parameter's value. 

5. Choose an option from the Message parameter's value. 

6. To insert a macro for values from the trigger's content, perform the following: 

a. Click in the Value column. 

b. Right-click and choose an argument from the menu. 

7. Click Add. 

Specifying a Pause Action 

You can configure the application to pause between actions when the specified 
trigger is fired. 

Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Pause from the Actions list at the bottom left side of the dialog box. 
The Pause information displays, as shown in Figure 78. 
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Figure 78: Add Rule dialog box (Pause) 

4. Choose a time unit from the Type drop-down list. 

5. Enter the number of units to wait in the Value field. 

6. Click Add. 



Specifying a Sound Action 



You can configure the application to play a sound when the specified trigger is 
fired. 



Note: Before specifying an action, you should specify the rule's triggers. See "About 
Triggers" on page 128 for instructions. 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click New. The Add Rule dialog box displays, as shown in Figure 70 on 
page 134. 

3. Choose Sound from the Actions list at the bottom left side of the dialog box. 
The Sound information displays, as shown in Figure 79. 
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Figure 79: Add Rule dialog box (Sound) 

4. Choose a sound from the File parameter's value. You can add sounds to this 
list by posting sound files to <Install_Home>\Server\Sounds\. 

5. Click Add. 



Editing a Rule 

l. 



Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Choose the rule you want to edit from the Rules table. 

3. Click Edit. The Edit Rule dialog box displays. 

4. Edit the rule as desired. 

5. Click OK. 



Copying a Rule 

1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Choose the rule you want to copy from the Rules table. 

3. Click Copy. A copy of the selected rule is assigned a new rule number. 
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Deleting a Rule 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Choose the rule you want to delete from the Rules table. 

Note: To select a non-contiguous set of rules, press CTRL and click each rule. 

3. Click Delete. A confirmation message displays a list of the rules to be deleted. 

4. Verify the list of rules and click Yes. 



Activating Rules 



Activating an Existing Rule 

1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Choose the rule you want to activate from the Rules table. 

Note: To select a non-contiguous set of rules, press CTRL and click each rule. 

3. Click Activate. A confirmation dialog box displays. 

4. Click Yes. Each active rule displays a green flag in the Active column. 

Activating a New Rule 

1. Verify that the Active check box on the Add Rule or Edit Rule dialog box is 
selected. 

2. Click OK. The rule is highlighted in the Rules table and displays a green flag 
in the Active column. 
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Deactivating Rules 



Deactivating 



an Existing Rule 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Choose the rule you want to deactivate from the Rules table. 



Note: To select a non-contiguous set of rules, press CTRL and click each rule. 



Note: All active rules are marked with green flags. 



3. Click Deactivate. A confirmation dialog box displays. 

4. Click Yes. The green flag disappears from the Active column. 



1. Verify that the Active check box on the Add Rule or Edit Rule dialog box is 
not selected. 

2. Click OK. The Active column does NOT display a green flag. 



Turning the Event Management Feature On or Off 



1. Click the Event Management tab on the main window. The Event 
Management tab displays, as shown in Figure 69 on page 133. 

2. Click On or Off in the top right corner of the page. 



Deactivating 



a New Rule 
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FICON Management Server 

The FICON Management Server is a keyed feature that allows host control and 
inband management of the director or switch through an IBM System/390 or 
zSeries 900 Parallel Enterprise Server server attached to a director or switch port. 
The server communicates with the switch or director through a FICON channel. 
Control of connectivity and statistical product monitoring are provided through a 
host-attached console. 

Installation 

To install and enable this option, choose the Configure Feature Key option on 
the Element Manager Configure menu. 

Configuring the FICON Management Server 

Use this procedure to configure whether the host is the controlling manager. 

The optional FICON Management Server feature must be installed in order to 
perform this procedure. 

■ Enable Management Server — Click this check box to add a check mark and 
enable the management server. Click the check mark to remove it and disable 
this feature. 

■ Switch Clock Alert Mode — Click this check box to display a check mark 
and enable clock alert mode. If this is enabled, the following occurs when 
users set the date and time through the Configure Date and Time dialog box 
(Configure menu): 

— If you enable Periodic Date/Time Synchronization, an error message 
displays indicating that Clock Alert Mode must be cleared to enable 
automatic synchronization of the date and time. 

— If you manually set the date and time (Periodic Date/Time 
Synchronization is not enabled), a confirmation dialog box displays. 
You must click OK on that dialog box to continue manual configuration. 

■ Host Control Prohibited — Click this check box to display a check mark and 
prohibit a host management program from changing configuration and 
connectivity parameters on the switch. In this case, the host program has read 
authorization only and cannot make changes. When the check mark is not 
displayed, a host program can change configuration and connectivity 
parameters on the switch. 
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■ Programmed offline state control — Click this check box to display a check 
mark and enable a host management program to control the switch's offline 
and online state. When a check mark is not displayed, a host program cannot 
set the switch online or offline. 

■ Active=Saved — Click this check box to display a check mark and enable the 
active=saved function for the IPL address configuration. 

— If Active=Saved is enabled (check mark), the IPL and the active address 
configuration are maintained as identical configurations. If a new 
configuration is activated through the Configure Addresses - "Active" 
dialog box, that configuration becomes the IPL address configuration. 

— If Active=Saved is not enabled (no check mark), the IPL address 
configuration and the active configuration are not maintained as identical, 
and may be different configurations. If the feature is not enabled, you can 
modify the IPL configuration through the Configure Addresses - 
"Active" dialog box. If the feature is enabled, the IPL file is locked to 
modification through the Configure Addresses - "Active" dialog box. 

■ Code Page — Consider the language required for the port name display that 
displays on the HAFM appliance. Language support is provided through 
character set 697 for all Extended Binary-Coded Decimal Interchange Code 
(EBCDIC) pages. 

When planning the installation, select the EBCDIC code page for displaying 
host-assigned port names or the CUP name. As an example, if the code page 
for Italy is selected and a port name is assigned in Italian by the host 
management program, then the Italian language port name displays in the 
Element Manager. 

This field lists the code pages that are available for configuration. The default 
code page is United States/Canada 00037. See the following table for other 
code pages: 



Table 8: Port Name Language Code Pages 



Code Page Name 


Code Page 


Hexadecimal CPGID 


United States/Canada 


00037 


0025 


Germa ny/ Austria 


00273 


0111 


Brazil 


00275 


0113 


Italy 


00280 


0118 


Japan 


00281 


0119 


Spain/Latin America 


00284 


one 
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Table 8: Port Name Language Code Pages (Continued) 



Code Page Name 


Code Page 


Hexadecimal CPGID 


United Kingdom 


00285 


01 ID 


France 


00297 


0129 


International #5 


00500 


01 F4 



Configuration Procedure 

To configure the FICON management server, use the following steps: 

1. Choose Configure > Management Server from the Element Manager 
window. The Configure FICON Management Server dialog box displays, as 
shown in Figure 80. 



J Enable Management Server 
] Host Control Prohibited 
] Active=Saved 



□ Director Clock Alert Mode 

□ Programmed ofTline state control 



Code Page: 



United States/Canada - 00037 ▼ 



Activate 




Cancel 






Figure 80: Configure FICON Management Server dialog box 

2. Enable or disable the management server by clicking Enable Management 
Server check box. (To disable the management server, click the check box 
again to remove the check mark.) 

3. Enable or disable switch clock alert mode by clicking the Director Clock 
Alert Mode check box. When a check mark displays, the alert mode is 
enabled. 

4. Allow or prohibit host control by clicking the check box in the Host Control 
Prohibited field. When a check mark displays, host control is prohibited. 

5. Allow or prohibit offline state control by clicking the check box in the 
Programmed offline state control field. When a check mark displays, 
programmed control of the offline state is allowed. 

6. Enable or disable Active=Saved mode by clicking the check box in the 
Active=Saved field. When a check mark displays, the Active=Saved mode is 
enabled. 

7. If necessary, choose a code page from the Code Page drop-down list. 

8. Activate changes and close the dialog box by clicking the Activate button. 
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9. If you are finished configuring the switch, back up the configuration data. 

Open Systems Management Server 

The Open System Management Server (OSMS) is a keyed feature that allows host 
control and inband management of the director or switch through a management 
application that resides on an open-systems interconnection (OSI) device. This 
device is attached to a director or switch port. The device communicates with the 
switch or director through Fibre Channel common transport (FC-CT) protocol. 

Installing the Open Systems management Server 

To install and enable this option, perform the following: 

1. Obtain the feature key. For more information, see "Managing Users" on 
page 57. 

2. Choose Configure > Features from the Element Manager window. The 
Configure Feature Key dialog box displays, as shown in figure Figure 81. 
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Figure 81 : Configure Feature Key dialog box 

3. Click New. The New Feature Key dialog box displays, as shown in . 

Hw l 

1^ Oft | (M 

Figure 82: New Feature Key dialog box 

4. Enter the feature key in the Key field. 

5. Click OK. 
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Configuring the Open Systems Management Server 

Use these procedures to configure the open systems inband management program 
to function with the switch. 

The optional Open Systems Management Server feature must be installed in order 
to perform this procedure. 

To configure the Open Systems Management Server, use the following steps: 

1. Choose Configure > Management Server from the Element Manager 
window. The Configure Open Systems Management Server dialog box 
displays, as shown in Figure 83. 

Enable Management Server 
□ Host Control ProhibRed 

Figure 83: Configure Open Systems Management Server dialog box 

2. Enable the management server by clicking the Enable Management Server 
check box. (To disable the management server, click the check box again to 
remove the check mark.) 

3. Click the check box in the Host Control Prohibited field to display a check 
mark and to prohibit the host management program from changing 
configuration and connectivity parameters on the switch. In this case, the host 
program has read-only access to configuration and connectivity parameters. 
Clicking the check box when it contains a check mark removes the check 
mark and allows a host program to change configuration and connectivity 
parameters on the switch. 

4. To activate changes and close the dialog box, click Activate. 

5. If you are finished configuring the switch, you can back up the configuration 
data. 
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SANtegrity Features 

SANtegrity includes a set of features that enhance security in Storage Area 
Networks (SANs) that contain a large and mixed group of fabrics and attached 
devices. Through these features you can allow or prohibit switch attachment to 
fabrics and device attachment to switches. These features are enabled by 
purchasing a feature key, then enabling the key through the Configure Feature 
Key dialog box. 

SANtegrity Binding features include: 

■ Fabric Binding 

■ Switch Binding 

Enterprise Fabric Mode — Although this is not a keyed feature, the SANtegrity 
Fabric Binding and Switch Binding must be installed before you can use the 
Enterprise Fabric Mode function through the HAFM Fabrics menu. 

Fabric Binding 

This feature is managed through the Fabric Binding option, available through the 
Fabrics menu in HAFM when the Fabrics tab is selected. Using Fabric Binding, 
you can allow specific switches to attach to specific fabrics in the SAN. This 
provides security from accidental fabric merges and potential fabric disruption 
when fabrics become segmented because they cannot merge. 

Enable/Disable and Online State Functions 

In order for Fabric Binding to function, specific operating parameters and optional 
features must be enabled. Also, there are specific requirements for disabling these 
parameters and features when the director or switch is offline or online. Be aware 
of the following: 

■ Because switches are bound to a fabric by World Wide Name (WWN) and 
domain ID, the Insistent Domain ID option in the Configure Switch 
Parameters dialog box is automatically enabled if Fabric Binding is enabled. 

■ If Fabric Binding is enabled and the switch is online, you cannot disable 
Insistent Domain ID. 

■ If Fabric Binding is enabled and the director or switch is offline, you can 
disable Insistent Domain ID, but this disables Fabric Binding. 
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■ You cannot disable Fabric Binding or Switch Binding if Enterprise Fabric 
Mode is enabled. However, if Enterprise Fabric Mode is disabled, you can 
disable Fabric Binding, Switch Binding, or both. 

Switch Binding 

This feature is managed through the Switch Binding submenu options available 
on the Element Manager Configure menu. Using Switch Binding, you can 

specify devices and switches that can attach to director and switch ports. This 
provides security in environments that include a large number of devices by 
ensuring that only the intended set of devices attach to a switch or director. 

Configuring Switch Binding Overview 

To configure Switch Binding, you must first activate the feature using the Switch 
Binding - State Change dialog box while selecting the type of port where you 
want to restrict connection (connection policy). Possible selections are E_Ports, 
F_Ports, or all types. 

If the director or switch is online, activating Switch Binding populates the 
Membership List in the Switch Binding - Membership List dialog box (Element 
Manager) with the following WWNs currently connected to the director or switch, 
depending on the connection policy set in the Switch Binding - State Change 
dialog box: 

■ WWNs of devices connected to F_Ports (F_Port connection policy). The 
WWN is the WWN of the attached device's port. 

■ WWNs of switches connected to E_Ports (E_Port connection policy). The 
WWN is the WWN of the attached switch. 

■ WWNs of devices connected to F_Ports and switches connected to E_Ports 
(all-ports connection policy). 

Notes 

■ When the Switch Binding feature is first installed and has not been enabled, 
the Switch Membership List is empty. When you enable Switch Binding, the 
Membership List is populated with WWNs of devices, switches, or both that 
are currently connected to the switch. 

■ If the switch is offline and you activate Switch Binding, the Membership List 
is not automatically populated. 

■ Edits to the Switch Binding Membership list is maintained when you enable 
or disable Switch Binding. 
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After enabling Switch Binding, you prohibit devices and switches from 
connecting with director or switch ports by removing them from the Membership 
List in the Switch Binding - Membership List dialog box. You allow connections 
by adding them to the Membership List. You can also add detached nodes and 
switches. 

Enable/Disable Switch Binding 

Use the following procedure to enable and disable switch binding: 

1. Choose Configure > Switch Binding > Change State from the Element 
Manager window. The Switch Binding - State Change dialog box displays 
(Figure 84). 



}/ Enable Switch Binding 


Restrict E_Ports 




Restrict F_Ports 




■ Restrict All Ports 








| Activate | Cancel | Help 



Figure 84: Switch Binding State Change dialog box 

2. Perform one of the following steps: 

■ To disable Switch Binding (a check mark displays in the Enable Switch 
Binding check box), click the Enable Switch Binding check box to 
remove the check mark, then click Activate. 

■ To enable Switch Binding (check mark is not in the Enable Switch 
Binding check box), click the Enable Switch Binding check box to add a 
check mark. Go on to step 3 to set the Connection Policy. 

3. Click one of the Connection Policy options: 

■ Restrict E_Ports — Select if you want to restrict connections from 
specific switches to switch E_Ports. Switch WWNs can be added to the 
Switch Membership List to allow connection and removed from the 
Membership List to prohibit connection. Devices are allowed to connect 
to any F_Port. 

■ Restrict F_Ports — Select if you want to restrict connections from 
specific devices to switch F_Ports. Device WWNs can be added to the 
Switch Membership List to allow connection and removed from the 
Membership List to prohibit connection. Switches are allowed to connect 
to any E_Port. 
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■ Restrict All — Select if you want to restrict connections from specific 
devices to switch F_Ports and switches to switch E_Ports. Device and 
switch WWNs can be added to the Switch Membership List to allow 
connection and removed from the Membership List to prohibit 
connection. 

4. Click Activate to enable the changes and close the dialog box. 

5. Edit the Switch Membership List through the Switch Binding - Membership 
List dialog box to add or remove switches and devices that are allowed to 
connect with the switch. 



Editing the Switch Membership List 



1. Choose Configure > Switch Binding > Edit Membership List from the 
Element Manager window. The Switch Binding - Membership List dialog 
box displays (Figure 85). 

The WWNs of devices and switches that can currently connect to switch ports 
are listed in the Switch Membership List panel. 



Attached Nodes 



Port H J W e 1 


World Wide Name 


Ii E Port 


iflcDATA 10:00 03:00:8S:AO;54;56 




E_Port 


McDATA-10:00:08:00:8B:AO:B2:6D 




E_Port 


McDATA-10:00:03:00:88:AO:B2:6D 




Figure 85: Switch Binding Membership List dialog box 

See "Configuring Switch Binding Overview" on page 155 for information on 
how the Switch Membership List is populated with WWNs according to 
options set in the Switch Binding - State Change dialog box. 
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2. If nicknames are configured for WWNs through HAFM and you want these to 
display instead of WWNs in this dialog box, click Display Options. The 
Display Options dialog box displays. 

3. Click Nickname, then click OK. 

4. To prohibit connection to a switch port from a WWN currently in the 
Membership List, click the WWN or nickname in the Membership List, then 
click Remove. The WWN or nickname moves to the Node List panel. 
WWNs can only be removed from the fabric if any of the following is true: 

■ The switch is offline. 

■ Switch Binding is disabled. 

■ The switch or device with the WWN is not connected to the switch. 

■ Switch Binding is not enabled for the same port type as enabled for the 
Connection Policy in the Switch Binding - State Change dialog box. For 
example, a WWN for a switch attached to an E_Port can be removed if 
the Switch Binding Connection Policy was enabled to Restrict F_Ports. 

■ The switch or device with the WWN is connected to a port that is 
blocked. 

5. The switch or device with the WWN is not currently connected to the switch 
(detached node). 

6. WWNs can be added to the Switch Membership List (and thereby allowed 
connection) when Switch Binding is either enabled or disabled. To allow 
connection to a switch port from a WWN in the Attached Nodes panel, select 
the WWN or nickname in the Attached Nodes panel, then click the Add 
button. The WWN or nickname moves to the Switch Membership List 
panel. 

7. To add a WWN for a device or switch not currently connected to the switch, 
click Add Detached Node. The Add Detached Node dialog box displays. 

8. Enter the appropriate WWN or nickname (if configured through HAFM) and 
click OK. The WWN or nickname displays in the Switch Membership List. 

9. Click Activate to enable the changes and close the dialog box. 

Enable/Disable and Online State Functions 

In order for Switch Binding to function, specific operating parameters and 
optional features must be enabled. Also, there are specific requirements for 
disabling these parameters and features when the director or switch is offline or 
online. Be aware of the following: 
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■ Switch Binding can be enabled or disabled whether the switch is offline or 
online. 

■ Enabling Enterprise Fabric Mode automatically enables Switch Binding. 

■ You cannot disable Switch Binding if Enterprise Fabric Mode is enabled. 

■ If Enterprise Fabric Mode is enabled and the director or switch is online, you 
cannot disable Switch Binding. However, if Enterprise Fabric Mode is 
disabled, you can disable Fabric Binding, Switch Binding, or both. 

■ If Enterprise Fabric Mode is enabled and the director or switch is offline, you 
can disable Switch Binding which will also cause Enterprise Fabric Mode to 
be disabled. 

■ WWNs can be added to the Switch Membership List when Switch Binding is 
enabled or disabled. 

■ WWNs can only be removed from the Switch Membership List if any of the 
following are true: 

— The director or switch is offline. 

— Switch Binding is disabled. 

— The switch or device with the WWN is not connected to the director or 
switch. 

— Switch Binding is not enabled for the same port type as enabled for the 
Connection Policy in the Switch Binding - State Change dialog box. For 
example, a WWN for a switch attached to an E_Port can be removed if 
Switch Binding Connection Policy was enabled to Restrict F_Ports. 

— The switch or device with the WWN is connected to a port that is 
blocked. 

— The switch or device with the WWN is not currently connected to the 
director or switch (detached node). 

■ If the director or switch is online and Switch Binding is not enabled, all nodes 
and switches attached to the director or switch are automatically added to the 
Switch Membership List. 

Zoning with Switch Binding Enabled 

Note that SANtegrity has no effect on existing zoning configurations. However, 
note that if a device WWN is in a specific zone, but the WWN is not in the Switch 
Membership List, the device cannot log in to the director or switch port and 
cannot connect to other devices in the zone with Switch Binding enabled. 
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Enterprise Fabric Mode 

Enterprise Fabric Mode is an option available on the Fabrics menu in the 
HAFM application if the SANtegrity feature key is installed. This option 
automatically enables the following features and operating parameters that are 
necessary in multiswitch Enterprise Fabric environments. Note that there are 
specific requirements for disabling these parameters and features when the 
director or switch is offline or online. 

Fabric Binding 

This is a SANtegrity feature enabled through the Fabrics menu in HAFM that 
allows or prohibits switches and directors from merging with a selected fabric. 
See "Enable/Disable and Online State Functions" on page 154 for details on 
enabling/disabling Fabric Binding with Enterprise Fabric Mode. 

Switch Binding 

This is a SANtegrity feature enabled through the Configure menu in the Element 
Manager that allows or prohibits switches and/or directors from connecting to 
switch E_Ports or F_Ports. See "Enable/Disable and Online State Functions" on 
page 154 for details on enabling/disabling Switch Binding with Enterprise Fabric 
Mode enabled. 

Rerouting Delay 

Rerouting Delay is a parameter in the Configure Switch Parameters dialog box, 
available from the Configure menu in the Element Manager application. 
Rerouting Delay ensures that frames are delivered through the fabric in order to 
their destination. 

If there is a change to the fabric topology that creates a new path (for example, a 
new switch is added to the fabric), frames may be routed over this new path if the 
path's hop count is less than a previous path with a minimum hop count. This 
rerouting may result in frames being delivered to a destination out of order since 
frames sent over the new, shorter path may arrive ahead of older frames still in 
route over the older path. If Rerouting Delay is enabled, traffic ceases in the fabric 
for the time specified in the E_D_TOV field of the Configure Fabric Parameters 
dialog box (Configure menu). This delay enables frames sent on the old path to 
exit to their destination before new frames begin traversing the new path. 
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If Enterprise Fabric Mode is enabled, the Rerouting Delay option is 
automatically enabled and cannot be disabled unless the director or switch is 
offline. In this case, disabling Rerouting Delay also disables Enterprise Fabric 
Mode. 

Domain RSCNs 

This is a parameter in the Configure Switch Parameters dialog box, available from 
the Configure menu in the Element Manager application. Domain register for 
state change notifications (domain RSCNs) are sent between end devices in a 
fabric to provide additional connection information to host bus adapters (HBAs) 
and storage devices. As an example, this information might be that a logical path 
has been broken because of a physical event, such as a fiber optic cable being 
disconnected from a port. 

If Enterprise Fabric Mode is enabled, this parameter is automatically enabled and 
cannot be disabled unless the director or switch is offline. In this case, disabling 
Domain RSCNs also disables Enterprise Fabric Mode. 

Insistent Domain Identification (ID) 

This is a parameter in the Configure Switch Parameters dialog box, available from 
the Configure menu in the Element Manager application. Enabling this option 
sets the domain ID configured in the Preferred Domain ID field in the Configure 
Switch Parameters dialog box as the active domain identification when the fabric 
initializes. A static and unique domain identification is required by the Fabric 
Binding feature because the feature's Fabric Membership list identifies switches 
by WWN and Domain ID. If a duplicate preferred domain ID is used, and insisted, 
warnings occur when directors and switches are added to a Fabric Membership 
List. 

If Fabric Binding or Enterprise Fabric Mode is enabled, this option is 
automatically enabled and cannot be disabled unless these options are disabled 
when the director or switch is offline. If the director or switch is online, disabling 
Insistent Domain ID disables Enterprise Fabric Mode and Fabric Binding. 
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Open Trunking 

Interswitch links (ISLs) connect ports between E_Ports on Fibre Channel switches 
and link these switches into a multiswitch fabric. Multiple ISLs may be connected 
between the switches in the fabric. Data from an attached end device (server or 
storage) flows through these ISLs to a target end-device connected to a switch 
somewhere in the fabric. A data flow is data received from a specified receive port 
that is destined for a port in a specified target domain (switch). The list of ISLs 
that are candidates for being rerouted (to or from) is derived from the fibre 
shortest path first (FSPF) algorithm. 

The Open Trunking feature monitors the average data rates of all traffic flows on 
ISLs (from a receive port to a target domain) and periodically adjusts routing 
tables to reroute data flows from congested links to lightly loaded links and 
optimize bandwidth use. The objective of Open Trunking is to make the most 
efficient possible use of redundant ISLs between neighboring switches, even if 
these ISLs have different bandwidths. 

Load-balancing among the ISLs does not require user configuration, other than 
enabling Open Trunking. However, you can modify or "tweak" default settings 
for congestion thresholds (per port) and low BB_credit threshold if desired. 

In particular, you do not need to manually configure ISLs into "trunk groups" of 
redundant links where data can be "off-loaded." Candidate links for rerouting 
flow are identified and maintained automatically. This means that flow may be 
rerouted onto a link that goes to a different adjacent switch as long as that link is 
on the least cost/shortest path to the destination domain ID. 

To install and enable this option, select the Configure Feature Key option under 
the Element Manager's Configure menu. 

Enabling and Configuring Open Trunking 

To enable Open Trunking for a specific switch and configure threshold values and 
event notification options, use the following steps. 

1. Choose Configure > Open Trunking. The Configure Open Trunking dialog 
box displays, as shown in Figure 86. 
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Figure 86: Configure Open Trunking dialog box 

2. Enable Open Trunking by clicking the Enable Open Trunking check box to 
display a check mark. 

3. Set the Congestion Thresholds for ports as percentages of link bandwidths, 
in the range of 1% through 99%. These thresholds are used only when a port 
becomes an ISL. When the link's traffic load becomes greater than this 
percentage, the link is seen as "congested" and traffic is rerouted (if possible) 
to an uncongested link. Note that rerouting may not be possible if there are no 
alternate links available or if alternate links are congested or have no available 
BB_Credit. 



Note: Using default settings for port congestion thresholds should work well in most 
cases. This step is not required. 



Set the Congestion Threshold using one of these methods: 

■ Click the check box under the Use Algorithmic Threshold column to 
display a value under the Threshold % column. This value is computed 
by the feature's rerouting algorithm. If you click this check box, you 
cannot enter a value into the Threshold % column for the port. 

■ If you click the check box to remove the check mark, any value that was 
set in the Threshold % column for the port redisplays. 
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■ Click in the Threshold % column and enter a value in the range of 1 
through 99. 



Note: If no threshold is entered for a port, a default value is used that is based on port 
type (1 Gb/s or 2 Gb/s) and channel bandwidth. This field cannot be left blank. 



4. Set Event Notification options. Note that, if enabled, these notifications 
occur the first time the events occur. Notifications are not resent while the 
problem persists. 

■ Unresolved Congestion — Click this check box to display a check mark 
and enable notification. If enabled, an "unresolved congestion" entry is 
made to the Event Log and an SNMP trap are generated if trap recipients 
are configured through the Configure SNMP dialog box. 

An unresolved congestion event occurs when the rerouting algorithm 
cannot find a path for rerouting data flow and relieving congestion on 
anISL. 

■ Back Pressure — Click this check box to display a check mark and enable 
this option. If enabled, a back pressure entry is made to the Event Log 
and an SNMP trap are generated if trap recipients are configured through 
the Configure SNMP dialog box. 

A back pressure event occurs when the percentage of time the ISL has no 
available BB_Credit exceeds the low BB_credit threshold. A separate 
event also occurs when the back pressure condition ends. 

5. Set the Low BB_Credit Threshold. 



Note: Using default settings for low BB_Credit threshold should work well in most 
cases. This step is not required. 



The threshold value is the percentage of time that the transmitting link has no 
BB_Credit. This value is also used when determining routes for a transmit 
link. An ISL that has no BB_Credit for longer than this time percentage 
cannot be the recipient of traffic rerouted from other ISLs. Traffic on this ISL 
may be rerouted by Open Trunking even if the ISL is not congested. 

Two options are available: 
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■ Click Default Threshold and a default value (1 to 99%) appears in the 
threshold field. If the default is enabled, you cannot enter values into the 
field. 

■ Click in the threshold field and enter a value from 1 to 99. 

6. Click Activate to enable these values on the switch and close the dialog box. 

Using the Pop-Up Menu 

Right click on columns in the Configuration Threshold table to display menu 
options that globally change values in the column cells. 

■ Use Algorithmic Threshold — Right click in the column to display these 
options: 

— Set all to Default — Adds check marks to all check boxes in this column 
and sets all cells of Threshold % column to default values. 

— Clear All — Clears all check boxes in this column and restores values in 
cells of Threshold % column with previous values. 

■ Threshold % — Right click in the column to display these options: 

— Set All To xx — Sets all cells in this column to the value (xx) that you 
clicked. 

— Restore All — Sets all cells in the column to the previous values. 
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Open Trunking Log 



The Open Trunking log as shown in Figure 87, provides details on flow rerouting 
that is occurring through switch ports. 




Figure 87: Open Trunking log 

■ Date and Time — Date and time that action occurred. 

■ Receive Port — The decimal receive port number on the local switch 
associated with the flow that was rerouted. 

■ Target Domain — The decimal domain ID associated with the flow that was 
rerouted. 

■ Old Exit Port — The decimal exit port number on this switch that the flow 
used to get to the target domain. 

■ New Exit Port — The decimal exit port number on this switch that the flow 
now uses to get to the target domain. 
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Monitoring Performance 

This section provides instructions for monitoring SAN devices using the 
Performance Module. For information regarding event monitoring and 
notification, refer to the HAFM online Help which includes the following topics. 

Monitoring Connection Utilization 

The application displays the percentage of utilization on the trunks as well as on 
the utilization legend. To display the connection utilization legend, perform the 
following: 

1. Choose Monitor Utilization > On (or CTRL + U). The Connection 
Utilization Legend displays, as shown in Figure 88. 
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Figure 88: Utilization Legend 

To turn utilization off, perform the following: 
1. Choose Monitor > Utilization > Off. 

In the utilization legend, the color and the length of the lines indicate the 
bandwidth utilization. Table 9 describes the Utilization legend. 



Table 9: Utilization Legend Description 



Line Color 


Utilization 


Red line 


80% to 100% utilization 


Orange line 


60% to 80% utilization 


Light green line 


40% to 60% utilization 


Dark purple line 


20% to 40% utilization 


Blue line 


0% to 20% utilization 


Gray line 


0% utilization 



HA-Fabric Manager User Guide 



167 



Optional Features 



Monitoring Switch Performance 

You can monitor a switch's performance through a performance graph, which 
displays transmit, receive, and error data from the switch ports to the connected 
devices. The graphs can be sorted by the Errors, Transmit, and Receive data. 

1. Right-click a switch icon and choose Performance Graphs. The 

Performance Graph displays, as shown in Figure 89. 
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Figure 89: Switch Performance graph 

2. Choose the type of data to display from the Data drop-down list. 

3. Choose the error data to display from the Errors drop-down list. 

4. Click the X button at the top of the window to close it. 
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Gathering and Viewing Performance Data 

You can collect performance data about your SAN and then view it in a report or 
export it and distribute the data to others. 

Storing Performance Data 

You can specify whether you want the application to store performance 
information. To enable storing of performance data, perform the following: 

1. Choose Monitor > Performance > Store Data. 

Viewing Performance Data 

You can generate HTML reports of performance data, which you can view 
through the application or through a Web browser. Refer to the HAFM online 
Help for more information. 

Exporting Performance Data 

You can export SAN performance data to communicate issues to the support 
center, capture network status, and archive historical data. You can export 
performance data to various outputs. For more information about exporting, refer 
to the HAFM online Help. 



Note: Currently, you can only export to the same versions of the application. 



1. Choose SAN > Export. The Export dialog box displays a list of file types that 
can be exported, along with their sizes, as shown in Figure 90. 
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Figure 90: Export dialog box 

2. Select one of the following options from the Export To drop-down list. 



Note: Some file types may not be available based on the export destination you 
selected in the previous step. 



■ Disk — Saves the exported files to the disk in 
<Install_Home>\Client\Data\. 

■ EMail — Mails the exported files as an e-mail attachment directly from 
the application. 

3. Choose Performance Data. Select other types of files to export, if desired. 

4. If you want to export performance data for only specific switches, click Select 
Switches and select the switches for which you want to export performance 
data. 

5. If you are exporting to disk, skip to step 6. 
or 

If you are exporting to email, enter information in the following fields: 
— Mail To — Enter the recipient's e-mail address. 



153 KB 

48 KB 
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— Mail List — Click to select from a list of e-mail addresses. 

— From — Enter your e-mail address. 

— Subject — Enter a subject for the e-mail message. 

— Message — Enter content for the e-mail message. 

6. Click OK to export the files and close the dialog box. 

7. Click OK at the confirmation window. 

Monitoring Port Performance 

You can monitor the performance of individual switch ports in the SAN through a 
port performance graph. The Performance Graph displays the performance of the 
switch and the devices connected to it. It also displays information about transmit 
and receive performance. 

1. Right-click a switch icon and choose Performance Graphs. The 

Performance Graph displays, as shown in Figure 89 on page 168. 

2. Highlight a port row and click History/Events or double-click a port row. 
The Port Performance Graph displays, as shown in Figure 9 1 . 
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Figure 91 : Port Performance Graph dialog box 
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3. Choose a different option from the Measure drop-down list to change the unit 
of measure for the graph. 

4. Choose a different option from the Time Range drop-down list to change the 
time range for the graph. 

5. Choose Histogram Display to display the percentage of utilization over a 
period of time. 

a. Move the Histogram slide-bar to the appropriate times to change the 
period of time. As you move the slide-bars, the display updates 
automatically. 

6. Choose Linear Display to view a linear average of the trunk utilization. 

The application predicts potential threshold crossings. This function provides 
a forward-looking trend analysis and is intended to notify the user of resource 
modeling problems. 

7. Choose Running Average Display to apply an averaging algorithm to the 
display. 

This display can be smoothed on a varying percentage of an hour. To change 
the display, move the slide-bar. 

8. Choose the check boxes next to Q and /j\ icons to define the boundaries to 
configure both high and low usage performance warnings and critical 
thresholds. 

9. Adjust the slide-bars at the right side of the display. As you move a slide-bar, 
the percentage of utilization displays in the field associated with the slide-bar 
that you are adjusting. 

10. Set separate transmit and receive thresholds in either % Utilization or 
MB/sec. Set separate error thresholds. If Running Average Display is 

checked, your thresholds are only triggered if the running average crosses the 
threshold. 

1 1 . Click Apply to All Ports if you want to apply your changes to all ports on the 
device. 

12. Click OK. 

Setting Performance Thresholds 

Through the application, you can configure both high and low usage performance 
warnings and critical thresholds. 
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Note: Discovery must be turned on to view threshold values. 



1. Right-click a switch icon and choose Performance Graphs. The 

Performance Graph displays, as shown in Figure 89 on page 168. 

2. Highlight a port row and click History/Events or double-click a port row. 
The Port Performance Graph displays, as shown in Figure 91 on page 171. 

3. Choose the check boxes next to Q and /j\ icons to define the boundaries to 
configure both high and low usage performance warnings and critical 
thresholds. 

4. Adjust the slide-bars at the right side of the display. As you move the 
slide-bar, the percentage of utilization displays in the field associated with the 
slide-bar that you are adjusting. 

5. Click Apply to All Ports if you want to apply your changes to all ports on the 
device. 

6. Click OK. 



Note: Switch performance data and thresholds are indexed by their node name. This 
means if you move a switch from one location to another, it "brings" its performance 
data and thresholds with it. Additionally, if a threshold is set in one SAN file and the 
same switch is discovered in a different SAN file, the threshold is defined in both files. 
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Working with the Planning Module 

This section provides instructions for using the optional Planning module to plan a 
SAN. The Planning module enables you to plan and evaluate a SAN before you 
implement the design. This can save considerable time and cost as you can 
evaluate the plan to find issues with the design. Another time-saving feature is 
that you can use a discovered SAN as the basis for a plan, eliminating the need to 
duplicate a design. 



Planning Window 



The planning window as shown in Figure 92, differs slightly from the window 
that displays a discovered SAN. In the planning window, there are three tabs — 
Physical Map, Device List and Event Management. 
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Figure 92: Planning window 
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Devices Toolbox 



The Devices toolbox as shown in Figure 93, located on the right side of the 
planning window, provides tools to add, select, and connect devices in the 
planned SAN. 

O Select Devices 
© Insert HBA 
© Insert Switch 
& Insert Storage 
© Insert JBOD 
© Insert Server 
© Connect Devices 
© Insert Hub 
© Insert Bridge 
O© Insert Tape Drive 
OO Insert NAS 

Figure 93: Devices Toolbox 
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Planning a New SAN 



1. Choose SAN > New Plan (or CTRL+N). The New Plan dialog box displays, 
as shown in Figure 94. 



• Start with discovered topology 
O Start Empty 



Figure 94: New Plan dialog box 

2. Enter a name for the new plan in the New Plan field. 

3. Click one of the following options: 

— Click Start with discovered topology to use the discovered topology as 
the basis for the new plan. 

— Click Start Empty to start the new plan with an empty topology. 

4. Click OK. 
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Opening an Existing Plan 



1. Choose SAN > Open Plan (or CTRL+O). The Open Plan dialog box 
displays, as shown in Figure 95. 



Figure 95: Open Plan dialog box 

2. Choose a plan from the Open Plan drop-down list. 

3. Click OK. 



Designing a Plan 



By designing a plan, you can configure, connect, and arrange planned devices 
before implementing the design. This enables you to envision and evaluate the 
plan. 

Adding Planned Devices 

You can either add devices one at a time or add multiple devices at the same time. 

Adding Individual Devices 

1. Click a device button on the Devices toolbox in the planning window. 

2. Click on the Physical Map. The new planned device icon displays on the 
Physical Map. 

3. Arrange planned icons as necessary. 
Adding Multiple Devices 

1. Click the Devices button on the Devices toolbox in the planning window. The 
Insert Multiple Devices dialog box displays, as shown in Figure 96. 
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Figure 96: Insert Multiple Devices dialog box 

2. Enter a quantity for each device type that you want to add. 

3. Click OK. 

Editing Port Types 

You can edit a planned device's port types in the Planning window. 



Note: This task can only be performed in Planning window. 



1. Choose View > Planned SAN. 

2. Add devices as desired. See "Adding Planned Devices" on page 176 for 
instructions. 

3. Connect the devices using the Connect Devices icon ( \J) on the Devices 
toolbox. 

4. Right-click a planned device icon and choose Ports to view the device's 
ports. 

5. Click the black arrow next to the port number. The Port Properties dialog box 
displays, as shown in Figure 97. 

Port Number | 4 | 
Port TytDe E 

OK Cancel 

Figure 97: Port Properties dialog box 

6. Enter the desired port number in the Port Number field. 

7. Choose the desired port type from the Port Type drop-down list (only 
available for multi-port devices). 
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8. Click OK. 

9. If desired, right-click the planned device icons and choose Planned Device. 
The device changes from a planned device to an implemented device. 

Displaying a Planned Device as an Installed Device 

Right-click on a planned device and choose Planned Device from the menu. If the 
Planned Device option is selected, the device icon displays inside a box icon. If 
the option is not selected, the device icon displays on its own. 

Connecting Planned Devices 

1. Connect the devices using the Connect Devices icon (\J) on the Devices 
toolbox. 

2. Click a device on the Physical Map. A connection is created and associated 
with the first available port on the device. 

3. Click another device on the Physical Map. The connection is associated with 
the first available port on the second device. 

A connection displays between the two devices. If you want to make multiple 
connections, click the Connect Devices icon ( \J), hold down the Shift key and 
click each device you want to connect. You can continue making connections as 
long as you hold down the Shift key. 

Arranging Planned Devices 

After adding devices to your plan, you can rearrange them as necessary. 

1. Click the Select Devices icon ( ) on the Devices toolbox. 

2. Click a planned device icon and drag it to the desired location. 

3. Repeat as necessary. 

Configuring Planned Devices 

You can specify properties for planned devices just as you would for discovered 
devices. 

1. Right-click a planned device icon and choose Properties from the menu. The 
planned device's Properties dialog box displays, as shown in Figure 98. 
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Figure 98: Planned device Properties dialog box 

2. Type the nickname for the device in the Nickname field. 

3. Enter or edit information as necessary. 

4. Click OK. 

Configuring Planned Ports 

You can configure port numbers and types on planned devices. 

Note: To configure planned ports, planned devices must be connected. 



1. Right-click a planned device icon and choose Ports from the menu. 

2. Click the small triangle next to the port number. The Port Properties dialog 
box displays, as shown in Figure 97 on page 177. 

3. Edit the Port Number field. 

4. Choose a port type from the Port Type drop-down list. 

5. Click OK. 

Deleting Planned Devices 

To delete planned devices, perform the following: 

1. Right-click on the planned device icon and choose Delete from the menu. 
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Evaluating a Plan Using Planning Rules 

This section provides instructions for evaluating a plan using planning rules. 
Planning Rules 



Note: Planning rules should only be edited by advanced users. 



Note: You must have Administrator privileges to set planning rules. 



You can specify rules by which the application evaluates a plan. Rules are stored 
in the text file <Install_Home>\Server\Conf ig\Other\rules . dat. 

■ Planning Rules Syntax and Format — Planning rules must follow a certain 
syntax and format. See Table 10 for descriptions of planning rule parameters. 

set rule_id = SAN_1 

where rule = "check_f or_valid IPAddress for (device=switch or 
device=hub or device=bridge) " 

and description = "valid IP addresses must be specified for all 
switches, hubs and bridges" 

and headline = "Valid IP must be specified/property validation" 
and errormssg = "The device labeled {0} has invalid IP address" 
and remedy = "Please specify a valid IP address"; 
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Table 10: Planning Rule Parameters 



Parameter 


Required 


Description 


Formatting 


set rule_id 


Yes 


Sets the rule ID. The 
rule is no loaded if this 
is not specified. 


Must be a unique value, 
but can be any length and 
any format. 


where rule 


Yes 


Sets the actual rule. The 
rule is not loaded if this 
is not specified. See 
"Types of Rules— There 
are three types of rules 
that you can write to 
evaluate a plan:" on 
page 181 and 
'Keywords— When 
writing the where rule 
parameter, only certain 
keywords may be 
used." on page 183 for 
more information. 


Use only the keywords 
provided; otherwise the 
rule fails. 


description 


No 


Provides a more 
detailed description of 
the rule. 


Must be prepended with 
an "And." 

Must be enclosed within 
quotation marks. 


headline 


No 


Provides a short 
overview of the rule. 


Must be prepended with 
an "And." 

Must be enclosed within 
quotation marks. 


errormssg 


No 


Specifies the error 
message to display if 
the rule is violated 
during evaluation. If 
this statement is not 
specified, or if it is null, 
a generic error 
message displays. 


Must be prepended with 
an "And." 

KA\ ict no onr ocon \A/itnin 
JViUol kJC CI lUUOCU Wlllllll 

quotation marks. 


remedy 


No 


Specifies a remedy for 
the rule violation. This 
text displays on the 
evaluation screen. 


Must be prepended with 
an "And." 

Must be enclosed within 
quotation marks. 



■ Types of Rules — There are three types of rules that you can write to evaluate 
a plan: 
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— Connection Rules — Connection rules specify which devices can be 
connected in a plan. 



Table 1 1 : Connection Rules Syntax 



Syntax 


Description 


do_not_connect (device=x) 


Never connect device a- to device 

X. 


do_nof_connecf (6ev\ce=x) to 
(device=y) 


Never connect device a- to y. 


do_not_connect{6eV\ce=x) to 
(device=y) through (device=z) 


Never connect device a- to y 
through z. 


do_not_attach (device=x) to 
(device=y) 


Never connect device a- into a 
SAN which has device y. 


connect (device=x) 


Always connect device a- to 
device x. 


connect (device=x) to (device=y) 


Always connect device a- to y. 


connect (device=x| to (device=y) 
through (device=z) 


Never connect device xto y 
through z. 



— Property Validation Rules — Property validation rules verify the validity 
or uniqueness of device names in a plan. 

Table 1 2: Property Validation Rules Syntax 



Syntax 


Description 


check_for_valid '?roper\yV\ame' for 
(device=x) 


Device a- must have valid 
' PropertyName '. 


'PropertyName' should_ be_ unique_ in 
'Types' 


Cannot have duplicate 
'PropertyName' in the same 
'Typed. 



— Capacity Control Rules — Capacity control rules verify the connections 
in a plan. 
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Table 13: Capacity Control Rules Syntax 



Syntax 


Description 


total connections (device = x) 
'Operator' 2 


The sum of connections to device 
x should be 'Operator 1 than 
2total_connections. 


(device = x) 'Operator' 
MAXPORTS 


The sum of connections to device 
x should be 'Operator 1 than 
MAXPORTS. 


total_connections (device = x) to 
(device = y) 'Operator' 2 


The sum of connections from 
device a- to device /should be 
'Operator 1 than 2. 



■ Keywords — When writing the where rule parameter, only certain 
keywords may be used. 



Note: Keywords are not case sensitive. 



— Types 

— Device 

— Network 

— Zone 

— Fabric 

— Switch, Hub, Bridge, NAS, HBA, Storage, Tape, JBOD, Loop, 
Server — various types of devices 

— Property Names 

— Wwn — Node worldwide name 

— Portwwn — Port worldwide name 

— model — Device model 

— IPAddress — Device IP address 

— serialNumber — Device serial number 

— vendor — Device vendor 

— Firmware — Firmware on the device 

— PortType — Port type on a device 
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— PortNumber — Port number on a device 

— ZoneName — Zone name 

— F_Port, FL_Port, TL_Port, E_Port, NL_Port, N_Port, H_Port, 
UNKNOWN_PORT— Various types of ports 

— MAXPORTS— Max ports for a device 
— Operator Types 

— < 

— > 

— >= 

Setting Planning Rules 



Note: You must have Administrator privileges to set planning rules. 



Use planning rules to specify criteria for a plan evaluation. Rules are stored in the 
text file <Install_Home>\Server\Conf ig\Other\rules . dat and 
can only be edited or added through this file. You can open the rules.dat file using 
any text editor. Be sure to follow appropriate rule syntax when editing the file. See 
"Planning Rules Syntax and Format — Planning rules must follow a certain syntax 
and format. See Table 10 for descriptions of planning rule parameters." on 
page 1 80 for syntax information. 

1. Choose View > Planned SAN. The Planning window displays. 

2. Choose Plan > Set Rules. The Planning Rules dialog box displays, as shown 
in Figure 99. 
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JlD 


Type 


Headline 




SAN 1 


Property Validation 


■>/*;:!;:;! IP must be specified 




SAN 2 


Property Validation 


P address must be unique 


- 


SAN_3 


Property Validation 


Serial number must be unique 


« 


SAN_4 


: Ynpertv Validation 


- [ ort number must be unique 




SAN_5 


Property Validation 


Valid Port Name (VWvN) 




SAN_6 


Connection Validation 


nterswrtch links must be E ports 


- 


SAN_7 


Connection Validation 


nvalic! storage connections 




SAN_8 


Connection Validation 


-IBA improperly connected 


- 


SAN_9 


Connection Validation 


JBOD invalid connection 




SANJ 0 


Connection Validation 


Loop device invalid connection 


* 


SANJ 1 


Capacity control 


vtexirnurri allowed device connections 


it 









v'iilid IP must be specified 



v'alid IP addresses must be specified for all switches, hubs end bridges 



:heck_T'ji_Viaiid IP Address "o- [i:ievice=swttcr"i or device=i"n.jb ar i:?evice=bridge i 



Figure 99: Planning Rules dialog box 

3. Edit and write new rules by opening the 

<Install_Home>\Server\Conf ig\Other\rules . dat file in a 
text editor. 



Note: If spelling or syntax errors are detected, the rule may not display in the 
Planning Rules dialog box. 



4. Choose the check boxes to select the rules you want to apply when evaluating 
the plan in the Planning Rules dialog box. 

5. Click OK. 

See "Evaluating a Plan" on page 185 for instructions on evaluating the plan using 
the rules you selected. 



Evaluating a Plan 



1. Open a plan to evaluate. See "Opening an Existing Plan" on page 176 for 
instructions. 
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2. Choose Plan > Evaluate. The application evaluates the plan and lists issues 
in the SAN Evaluation Report window. 

3. Review the report. Click the hyperlinks to jump to devices and refer to the tips 
to determine resolutions. 

4. Resolve the issues. 

5. Choose Plan > Evaluate to re-evaluate the plan. 

6. If more problems are identified, repeat step 2 - step 5. 

Outputting a Plan 

This section provides instructions for saving or exporting a plan. 

Saving a Plan 

After you have designed a plan, you can save it for future reference. 

Saving the Plan with its Current Name 

1 . Choose SAN > Save Plan. 

2. The plan is saved with the current name. 

Saving the Plan with a New Name 

1. Choose SAN > Save as Plan. The Save As dialog box displays. 

2. Enter a new file name in the Save As field. 

3. Click OK. 

Exporting a Plan 

You can export planning files to various outputs. Use this function to share a plan 
with others or to archive a plan for future reference. 

1. Choose SAN > Export. The Export dialog box displays, as shown in 
Figure 100. 

The Export dialog box displays a list of file types that can be exported, along 
with their sizes. 
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Export To EMai | T 



□ SAN Files 

|j Performance Data 

□ Physical Map 

□ Product List 
Reports 
Nicknames 

□ XML Topology 

□ Status 
Total 



1 ,595 KB 


Select Switches. 


| 14 KB 




1 KB 




1 KB 





From yoLjrnarne@ernail.com 
Subject 
Message 



Figure 1 00: Export dialog box 

2. Choose one of the following options from the Export To drop-down list: 

— Disk — Saves exported files to 

< Ins tal l_Home> \ C 1 i ent \ Data \ < s anyymmddhhmms s >. 

— EMail — Mails the exported files as an e-mail attachment directly from 
the application. 

3. Choose the types of files you want to export. 



Note: Some file types may not be available based on the export destination you 
selected in the previous step. 



— SAN Files— Exports the SAN files. 

— Physical Map — Exports the Physical Map, or topology. 

— Product List — Exports the Product List in tab-delimited format. To view 
the product list in table format, open it in Microsoft Excel. 

— Reports — Exports SAN reports. 

— Nicknames — Exports product nicknames. 
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— XML Topology — Exports description of all fabric topologies in XML 
format. 

— Status — Exports SAN status data used by technical support. 

4. If you are exporting to Disk, skip to step 6. Otherwise, continue to step 5. 

5. If you are exporting to EMail, enter information in the following fields: 

— Mail To — Enter the recipient's e-mail address. 

— Mail List — Click to select from a list of e-mail addresses from the user 
list. 

— From — Enter your e-mail address. 

— Subject — Enter a subject for the e-mail message. 

— Message — Enter content for the e-mail message. 

6. Click OK. 

Printing a Plan 

You can export a plan as a Physical Map in JPG format. You can then print the 
JPG file from a photo application or a Web browser. 

1. Choose SAN > Export. The Export dialog box displays, as shown in 
Figure 100 on page 187. 

2. Choose Disk from the Export To drop-down list. 

3. Choose Physical Map and click Apply. The plan topology is exported to 
<Install_Home>\Client\Data\<sanYymmddhhrnmss>. 

4. Open the JPG file in a Web browser or a photo application and print it. 
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This chapter provides instructions for configuring zoning. Zoning defines the 
communication paths in a fabric. A zone is comprised of a collection of initiator 
and target ports within the SAN. The ports in a zone can only communicate with 
other ports in that zone. However, ports can be members of more than one zone. 
In order to zone devices in a fabric, the fabric's principal switch must be an HP 
switch and must be discovered and managed through the HAFM. 

HAFM performs zoning discovery once at startup, and then once every two hours 
during routine discovery. If the Zoning dialog box is open, zoning discovery is 
performed during every polling cycle. It continues to discover at the increased 
speed for 30 minutes before it returns to the default value. For best results, wait 
for five discovery cycles after starting the HAFM Appliance before performing 
zoning. The following zoning features are discussed in this chapter: 

■ Zoning Limitations, page 190 

■ Configuring Zoning, page 192 

■ Zoning Administration, page 203 
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Zoning Limitations 

HAFM has the ability to configure large zone sets, including up to 1024 zones and 
1024 end ports in a single zone set. Table 14 shows the supported limits for the 
edge switches and directors. 



Note: Hard Zoning is enforced upon firmware initialization. Devices not conforming 
to zoning rules are restricted to their assigned zones. 



Table 14: Zoning Parameters Supported Limits 



Zoning Parameter 


Maximum Value 


Number of zone members in a zone 


2048 


Number ot zones in zone set 


1024 


number of unique zone members in a 
zone set 


2048 


Total number of zone members in a 
zone set (where a zone member can be 
in multiple zones) 


4096 


Characters per zoning name 


32 


Number of unique zone members in 
HAFM Zoning Library 


2048 


Number of zones in HAFM Zoning 
Library 


1024 


Number of zone sets in HAFM 
Zoning Library 


64 


Number of end ports 


1024 


Number of devices supported 
(including loop devices) 


1024 



Note: The supported number of zones is based on a zone name with a maximum of 
32 characters. On all edge switches and directors except the Director 2/140, the 
maximum number of zones decreases if full 64 character names are used. The 
supported limits are based on two members per zone. 
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Zone set sizes are affected by the number of zones in the zone set, the length of 
each zone name, the number of members in each zone, and the Interoperability 
mode of the fabric. Please consult with HP Professional Services or your support 
representative if you have questions regarding specific zone set configurations. 
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Configuring Zoning 



Note: Only one appliance should be run at a time (actual appliances performing 
discovery) or log on conflicts may occur. 



To configure zoning for the SAN, perform the following: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101. 
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Zone Library ■ Active Zone Set | 



Potential Zori^ Members 
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E || 2000002037D91 90A 

E |j 2000002037D91 ADE 

E W 2D00002037D91DCO 
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E 200000E08B07590E 

E 200000E08B08518S 
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<l 



Zoning Method Worldwide Msme 



New Zone New Membe . . 



±1 
JJ 



New iet Export Import 



ivate... 



OK Cancel Help 



Figure 101: Zoning dialog box 



Note: The information displayed in the Zoning dialog box may not be current after 30 
minutes. Re-open the dialog box to increase zoning discovery speed and get the 
current information. 
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2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Click the New Zone button to create a new zone. 

5. Rename the zone. See "Zoning Naming Conventions" on page 275 for 
naming conventions. 

6. Choose an option from the Zoning Method drop-down list. 

7. Choose the member(s) to add to the zone(s) from the Potential Zone 
Members list. Press CTRL and click to select more than one member. To add 
all ports on a device, select the device. 

8. Choose the zone(s) to which you want to add members to from the Zones list. 
Press CTRL and click to select more than one zone. 

9. Click the > button to the right of the Potential Zone Members list to add the 
selected member(s) to the zone(s). 

10. Choose zone set(s) to which you want to add zones to from the Zone Sets list. 
Press CTRL and click to select more than one zone set. 

1 1 . Choose the zones you want to add to the zone set from the Zones list. Press 
CTRL and click to select more than one zone. 

12. Click the p> button to the right of the Zones area to add the selected zone(s) 
to the zone set(s). 

13. To activate a zone set, see "Activating a Zone Set" on page 197. 

14. Click OK. 



Note: Activation speeds may differ depending on the hardware vendor and type of 
zoning used. 



When a zone set is activated, only the selected zone set's data is sent to the 
fabric; zone libraries are never sent to the fabric. 

15. Click OK. 

Creating a New Zone 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 
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2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Click New Zone. A new zone displays in the Zones list. 

5. Rename the zone. See "Zoning Naming Conventions" on page 275 for 
naming conventions. 

6. Click OK. 

Creating a New Member in a Zone 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose the zone(s) to which you want to add members to from the Zones list. 
Press CTRL and click to select more than one zone. 

5. Click New Member. The Add Zone Member dialog box displays, as shown 
in Figure 102. 

DomainiPort 
Domain | 0 
Port 

OPortWWN | ~ 

pK| | Cancel | | Apply | Help | 

Figure 102: Add Zone Member dialog box 

6. You can specify a zone member by its domain ID or world-wide name 
(WWN). 



Note: Zoning by domain and port is only supported in Homogeneous Fabric interop 
mode. 
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— To add a zone member by specifying its domain and port, choose 
Domain/Port and enter the domain and port in the appropriate fields. If 
you add an invalid domain/port value and activate the zone set, the 
application may initially indicate that the zone has been configured 
properly. However, a zoning mismatch message displays on the Zoning 
dialog box after the next discovery pass. 

— To add a zone member by its world-wide name, choose WWN and enter 
the WWN in the field. If you add an invalid WWN address and activate 
the zone set, the application may initially indicate that the zone has been 
configured properly. However, a zoning mismatch message displays on 
the Zoning dialog box after the next discovery pass. 

7. Click OK to save your changes and close the Add Zone Member dialog box. 

8. Click OK. 



Note: Library changes are not saved unless you click OK on the Zoning dialog box. If 
you click Cancel or the close button (X), only zoning changes made to the active zone 
set is saved. Changes to the active zone set are saved because they have been 
activated and saved on the switch. 



Adding Members to a Zone 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose the zone(s) to which you want to add members to from the Zones list. 
Press CTRL and click to select more than one zone. 

5. Choose an option from the Zoning Method drop-down list. 

6. Choose the member(s) to add to the zone(s) from the Potential Zone 
Members list. Press CTRL and click to select more than one member. To add 
all ports on a device, select the device. 

7. Click the i> button to the right of the Potential Zone Members list to add the 
selected member(s) to the zone(s). 

8. Repeat steps 4 through 7 for each member you want to add to the zone. 
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9. Click OK. 



Note: Library changes are not saved unless you click OK on the Zoning dialog box. If 
you click Cancel or the close button (X), only zoning changes made to the active zone 
set is saved. Changes to the active zone set are saved because they have been 
activated and saved on the switch. 



Creating a Zone Set 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Click New Set to create a new zone set. 

5. Rename the zone set. See "Zoning Naming Conventions" on page 275 for 
naming conventions. 

6. Press Enter. 

7. Click OK. 



Adding Zones to Zone Sets 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose zone set(s) to which you want to add zones to from the Zone Sets list. 
Press CTRL and click to select more than one zone set. 

5. Click the [> button to the right of the Zones area to add the selected zone(s) 
to the zone set(s). 

6. Repeat step 4 through step 5 for each zone you want to add to the zone set. 

7. To activate a zone set, choose the zone set and click Activate. 

8. Click OK. 
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Removing 



a Member from a Zone 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Expand a zone by clicking the + symbol in the Zones list. 

5. Right-click on a member and click Remove. Only the selected zone member 
is removed. Press CTRL and click to select more than one member. 

6. Click OK. 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Expand a zone set by clicking the + symbol in the Zones Sets list. 

5. Right-click on a zone and click Remove. The zone is removed from the Zone 
Set, and not deleted completely. 

6. Click OK. 



Note: Activation speeds may differ depending on the hardware vendor and type of 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 



Removing 



a Zone from a Zone Set 



Activating a Zone Set 



zoning used. 
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4. Choose a zone set from the Zone Sets list. 

5. Click Activate. The Activate Zone Set dialog box displays, as shown in 
Figure 103. 



Fabric Name |1 OOOQ0C0DDOOC1 30 



New Active Zone Set abc 




Directors/Switches Alfected 




Mickname |Node Name 


Domain ID IP Address 


SANBox2_d 1 0OOO0CODDOOC1 30 


172.31 .1 .39 




SLimmary 


9 2 Zones Removed 




a Zone Members Removed 




Details 


□ (£pabc 

!ii asdfg 




E +f* dsf 




B © NewZone 





V Generate a report with the activation ot new zone set 



Figure 103: Activate Zone Set dialog box 

The Activate Zone Set dialog box displays the names of the fabric, the current 
active zone set, and the new active zone set. It also lists the number of 
affected devices and a summary of zone and zone member changed. Verify 
the information in this dialog box before clicking OK. 

6. Click OK. A Confirmation message displays, as shown in Figure 104. 

You die -siiuj to oci^ale □ :ur>e ±e* in I he rati t. 
Ait you sure you *nJd he to birthje? 




Figure 104: Activate Zone Set confirmation message 

7. Click the Active Zone Set tab to view the active zone set and all zones within 
that zone set in the future. 

If the zoning method is not supported, verify that the switch is being managed 
properly. 
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Note: Only one appliance should be run at a time (actual appliances performing 
discovery) or log on conflicts may occur. 



8. Click OK. 



Enabling or Disabling the Default Zone 



Enabling the default zone enables the members that are not in zones to see all 
other members that are not in zones. 

1. Choose the fabric for which you want to enable the default zone. 

2. Click Default Zone. 



Note: Default zones are only supported in Homogeneous Fabric interop mode. It is 
not supported in Open Fabric interop mode. If default zoning is not available, the 
Default Zone button is disabled. 



3. Click OK. 



Deactivating a Zone Set 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Click Deactivate. The Deactivate Zone Set dialog box displays, as shown in 
Figure 105. 
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Figure 105: Deactivate Zone Set dialog box 

5. The Deactivate Zone Set dialog box displays the names of the current active 
zone set and lists the new active zone set as "<none>." Verify the information 
in this dialog box before clicking OK. 



Note: Be sure to verify the default zone set setting if you want to fully disable zoning. 
If the default zone is enabled and the active zone set is deactivated, members of the 
zone may still be able to communicate with each other. 



6. Click OK. The active zone set and all related zones are deactivated. 

7. Click OK. 
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Exporting a Zone Set 

You can export zone sets as an XML file and then import them into another 
appliance's zone set library, or to a different zone set library on the current 
appliance. 



Note: You can only export one zone set at a time. 



To export a zone set: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose a zone set in the Zone Sets list. 

5. Click Export. The Export Zone Set dialog box displays, as shown in 
Figure 106. 





Look in: [^nes1104 


" ca a a g:g: gz 




Java 




~~1 javaws 




~H .jpi_cache 




ZH Application Data 




Cookies 




Desktop 




~H Favorites 




M Local Settings 










File name: 


] Export Zone Set 




Files of type: Zone Set File (.xml) 


t Cancel 





Figure 106: Export Zone Set dialog box 

6. If you want to save the document in a different folder, locate and open the 
folder. 

7. Enter a name for the file in the File name field. 

8. Click Export Zone Set. The file is saved to the location you specified. 

9. Click OK. 
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Importing a Zone Set 

You can import a zone set file into a zone set library. 
To import a zone set: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Click Import. The Import dialog box displays, as shown in Figure 107. 
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Files of type: Zone Set File C.xmO " Cancel 

Figure 107: Import Zone Set dialog box 

5. Browse to the folder where you exported the zone set. 

6. Select the exported XML file and click Import. 



Note: If the zone set name to be imported already exists in the current zone set 
library, a warning message displays "Unable to import zoneset. The zoneset name 
already exists." Change the zone set name and try again. 



7. Click OK. 
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Zoning Administration 



This chapter provides instructions for performing administrative functions with 
zoning. You can rename, duplicate, delete, and perform other tasks on zones and 
zone sets. 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone in the Zones list and choose Rename. 

5. Enter the new name for the zone. See "Zoning Naming Conventions" on 
page 275 for naming conventions. 

6. Press Enter to save the new name. 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone set in the Zone Sets list and choose Rename. 

5. Enter the new name for the zone set. See "Zoning Naming Conventions" on 
page 275 for naming conventions. 

6. Press Enter to save the new name. 



Renaming 



a Zone 



Renaming 



a Zone Set 
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Replacing Zone Members 

There are two methods for replacing a zone member. You can either select the 
replacement zone member from the Potential Zone Member list or you can 
specify the member's domain/port or WWN. 

To replace members by selecting them from the Potential Zone Member list, 
perform the following: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose the member you want to replace from the Potential Zone Members 
list. 

5. Click Find to the right of the Potential Zone Members list to find all 
instances of the member in the configured zone(s). 

6. Click the 4 button to the right of the Potential Zone Members list to 
unassign the member from the zone(s). 

7. Choose the new zone member from the Potential Zone Members list. 

8. Click the [> button to the right of the Potential Zone Members list to add the 
member to the zone(s). 

9. Click OK. 

Manually Replacing Zone Members 

To replace zone members manually specifying the member's domain/port or 
WWN information, perform the following: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click the single zone member you want to replace and choose Replace, 
or right-click in the Zones area and choose Replace All. The Replace Zone 
Member dialog box displays, as shown in Figure 108. 
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Figure 1 08: Replace Zone Member dialog box 

5. Enter the domain ID and port or the WWN of the replacement member. 

6. Click OK. 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone set in the Zone Sets list and choose Duplicate to duplicate 
the zone set or Deep Duplicate to duplicate the zone set and all its zones. The 
copied zone set displays. 

5. Enter a new name for the zone set, if desired. See "Renaming a Zone Set" on 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone in the Zones list and choose Delete. 



Duplicating a Zone Set 



6 



page 203. 
Click OK. 



Deleting a Zone 
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Note: The zone is deleted without confirmation. If you delete something in error, click 
Cancel to restore it. 

5. Click OK. 

Deleting a Zone Set 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone set in the Zone Sets list and choose Delete. 



Note: The zone set is deleted without confirmation. If you delete something in error, 
click Cancel to restore it. 

5. Click OK. 

Viewing Properties for Zones and Zone Sets 

You can view information for zones and zone sets such as name; number of zones, 
zone sets, or zone members; number of unique zone members; and status. 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Right-click a zone or zone set in the Zones or Zone Sets list and choose 
Properties. 

5. Click Close after you have viewed the properties. 
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Finding Members in a Zone 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose a device or port from the Potential Zone Members list and click 
Find to the right of the Potential Zone Members list. 

5. All found members are highlighted in the Zones list. 



1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Zone Library tab. 

4. Choose a zone member or zone from the Zones list and click Find to the right 
of the Zones list. 

5. All zones found are highlighted in the Zone Sets list. 



1. Choose View All > Levels > All Levels. All levels display on the Product 
List. 

1. Expand a product on the Product List to see the ports. 

2. Right-click a port and choose List Zone Members. The List Zone Members 
dialog box displays, as shown in Figure 109. The fabric's nickname, the 
port's name, and all zone members display. 



Finding Zones 



in a Zone Set 



Listing Zone Members 
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Figure 109: List Zone Members dialog box 

3. Click Close to close the dialog box. 

Saving the Active Zone Set into a Zoning Library 

When you manage a switch's zone set via one appliance and then import that 
switch into a new appliance, any pre-existing zoning information on the switch is 
not stored on the new appliance until you save the current zone set. Perform the 
following: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Active Zone Set tab. 

4. Choose the active zoneset. 

5. Click Save As. The Save Active Zone Set As dialog box displays. 

6. Rename the active zone set and click OK. This imports the switch's zoning 
information to the current appliance. You can now manage zones and zone 
sets through the new appliance. 
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Comparing Zone Sets 

You can compare zone sets against one another. Follow these instructions: 

1. Choose Configure > Zoning. The Zoning dialog box displays, as shown in 
Figure 101 on page 192. 

2. Choose a fabric from the Fabric drop-down list. This sets the fabric to target 
all zoning actions. 

3. Click the Activate Zone Set tab. 

4. Click Compare With. The Select a Zone Set dialog box displays. 

5. Choose a zone set and click OK. A message displays the comparison results. 
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Configuring HAFM Through a 
Firewall 




This appendix provides optional procedures for configuring HAFM client and 
server applications to function across remote networks through a firewall. 

This chapter includes: 

■ Polling Client Function, page 212 

■ Configuring TCP Port Numbers to Allow Firewall Access, page 215 
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Polling Client Function 

In some cases, a network may use virtual private network (VPN) or firewall 
technology, which can prohibit communication between Servers and Clients. In 
other words, a Client can find a Server, appear to log in, but will immediately be 
logged out because the Server cannot reach the Client. To resolve this issue, the 
HAFM application will automatically detect the network configuration and run 
the Client in "polling mode" when necessary. 

When the Client is not running in polling mode, the Server calls the client 
whenever it has new data. When the Client is running in polling mode, the Server 
will queue up the data and the Client will periodically (approximately every 5 or 
10 seconds) check in and get the data. Thus, the original two-way communication 
is transformed into one-way communication, allowing passage through firewalls. 

Configuring for Faster Logins 

When a Client attempts to log into a Server, the Server normally calls back to 
verify communication. In a firewall situation, this call will fail and the Server 
automatically treats the Client as a "polling" Client. It may take up to 45 seconds 
for this call-back to fail (worst case). You can configure a polling parameter in 
Client and Server batch files to let the Server know ahead of time that the Client is 
a "polling" Client. This skips the call-back from the Server and decreases the 
login time. 

Forcing a Client to Be Polling 

To force a specific Client to be a polling Client, edit the HAFM_co . bat file and 
the Client portion of the HAFM_sc . bat file, if both files are installed on your 
computer. These files are in the HAFM 8 . x\bin directory (typically in 

c:\Program F i 1 e s \ HAFM 8.x\bin). 

The HAFM_sc . bat file starts both the Client and Server and is installed on a 
computers with the HAFM appliance software. The HAFM_co . bat file starts the 
Client only and is installed with the Client software. 

Add the -Dsmp . callback . passive parameter as in the following example. 
This parameter only affects this client; all other clients can be regular clients. 
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Note: The following example illustrates the hafm_co .bat file. The portion of this file 
starting with rem HAFM Client is also included in the HAFM_sc .bat file. Both 
files must be modified if they are installed on your computer. 



setlocal 
pushd %~dpO\ . . 
call bin\set_cp.bat 
rem HAFM Client 

start %JAVA_HOME%\bin\HAFMClient . exe -Xmx256m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH%-Dsun . j ava2d . noddraw=true 

-Dsmp . f abricPersistenceEnabled=true 

-Dsmp . Mp . max=2 56 -Dsmp . deployment . pref ix=Client / 

-Dsmp. callback. passive -Dsmp . f lavor=%APP_FLAVOR% Client 



rem HAFM Client Debug Mode 

rem start %JAVA_HOME%\bin\HAFMClientD . exe -Xmx256m -Xminf.15 

-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 

-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 

-Dsun . j ava2d . noddraw=true -Dsmp . f abricPersistenceEnabled=true 

-Dsmp . deployment . pref ix=Client / -Dsmp . debug 

-Dsmp. callback. passive ?Dsmp . f lavor=%APP_FLAVOR% Client 

popd 

endlocal 

Forcing All Clients to Be Polling 

To force all Clients communicating with a Server to be treated as polling clients 
(regardless of the parameters the Clients launch with), edit the HAFM_sc . bat 
file located in the HAFM 8 . x\bin directory (typically in c : \ Program 
Files \HAFM 8 . x\bin). Add the -Dsmp . callback . passive parameter 
to the HAFM Server section of the file as in the following example. 

setlocal 
pushd %~dpO\ . . 
call bin\set_cp.bat 
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rem HAFM Server 

start %JAVA_HOME%\bin\HAFMServer . exe -server -Xm512m 
-Xminf.15 -Xmaxf.3 5 -classpath %CLASSPATH% 
-Dsmp . Mp .max=512 -Dsmp . autodiscovery= false 
-Dsmp .mpi . test -Dsmp . deployment . pref ix=Server/ 
-Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 
-Dsmp. callback. passive -Dsmp . f lavor=%APP_FLAVOR% Server 



rem HAFM Server Debug Mode 

rem start %JAVA_HOME%\bin\HAFMServerD . exe -server 
-Xmx512m -Xminf.15 -Xmaxf.35 -classpath 
%CLASSPATH% -Dsun. java2d.noddraw=true -Dsmp .Mp . max=512 
-Dsmp . autodiscovery=f alse 

-Dsmp .mpi . test -Dsmp . deployment . pref ix=Server/ 
-Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . debug 
-Dsmp .webserver -Dsmp. callback. passive 

-Dsmp . f lavor=%APP_FLAVOR% Server 



: end 
popd 
endlocal 
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Configuring TCP Port Numbers to Allow Firewall Access 

This section provides details about configuring TCP port numbers for RMI 
Servers and Registries to allow HAFM Client and Server application to function 
across firewalls. 

HAFM Function with RMI at TCP Port Level 

The RMI protocol lies between the HAFM application and the TCP/IP layer, as 
shown in the following table. 

Table 15: RMI Protocol Level 



HAFM Appliance 


HAFM Client 


RMI 


RMI 


TCP/IP 


TCP/IP 



As shown in Figure 1 10, the HAFM appliance and Clients communicate with 
each other through the RMI Server. This is a full-duplex function. However, 
before the RMI Server on the HAFM Client can communicate with the RMI 
Server on the HAFM appliance, it must know the TCP port number of the RMI 
Server. The function of the RMI registry is to communicate this TCP port number 
to the HAFM Client. Once this is done successfully, communication can take 
place between the RMI Server on the HAFM appliance and the HAFM Client. 
(The HAFM appliance obtains the TCP port number of the RMI Server on the 
Client during initial communications.) 



HAFM appliance 




HAFM client 


RMI Server RMI Registry 


RMI Server RMI Registry 
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RMI Servers's TCP/IP port # 






Full Duplex Communication 





Figure 110: HAFM appliance and client communications 
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The TCP port numbers of the RMI server are randomly and automatically selected 
on both the HAFM appliance and Client as a full-duplex function. This poses a 
major problem for firewalls because they need to know which TCP port numbers 
to pass through and which numbers to block. Firewalls are configured to block all 
unknown incoming connections with no mapping of outgoing connections based 
on a socket part of TCP and IP. 

To work around this problem, administrators can "predict" which ports will be 
used by the Client and Server by configuring these port numbers into appropriate 
batch files. Using the following procedures depends on how the firewall is set up. 
Afterward you configure TCP port numbers in the following procedures, the 
firewall must be configured to unblock the configured port numbers. 

■ If the firewall prevents the client from connecting to arbitrary ports on the 
server, then perform both of these procedures: 

— "Forcing Port in RMI Registry" on page 216. 

— "Forcing Server and Client Export Port Number" on page 218. 



Note: You must configure both the Server and Client export port numbers. 



■ If the firewall prevents the server from connecting to arbitrary ports on the 
client, then configure the export port of the client in "Forcing Server and 
Client Export Port Number" on page 218. 



Note: If the firewall prevents the server from connecting to arbitrary ports on the 
client, then just configure the export port of the client 

(-Dsmp . client . export . port=XXXZ) . 



Forcing Port in RMI Registry 

To force the RMI registry to use a particular TCP port for an RMI server, 
configure the Dsmp . registry . port=XXXX parameter in the 
HAFM_sc . bat file. This file starts both the Client and Server and is installed on 
a computers with the HAFM appliance software. The file is typically located in 
c:\Program F i 1 e s \ HAFM 8 . x\bin. Both the Client and Server areas of 
the HAFM_sc . bat file must have matching parameters. Add a matching 
parameter to the HAFM_co . bat file if, this is installed on your computer. This 
file starts the Client only and is installed with the Client software. 
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HAFM_sc.bat File 

Edit the HAFM_sc.bat file in the HAFM Server and HAFM Client area to include 
the parameter -Dsmp . registry . port=XXXX, where XXXXis any TCP port 
number not being used by another application. You must place this parameter 
after the %CLASSPATH% parameter as in the following example. 

setlocal 
pushd %~dpO\ . . 
call bin\set_cp.bat 



rem HAFM Server 

start % JAVA_HOME% \bin\HAFMServer . exe -server -Xmx512m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH% -Dsmp . Mp .max=512 

-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 

-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 

-Dsmp. registry. port=XXXX -Dsmp . f lavor=%APP_FLAVOR% Server 

rem HAFM Server Debug Mode 

rem start %JAVA_HOME%\bin\HAFMServerD . exe -server -Xmx512m 
-Xminf.15 -Xmaxf.3 5 -classpath %CLASSPATH% 
-Dsmp.Mp.max=512 -Dsmp . autodiscovery=f alse -Dsmp . mpi . test 
-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 
-Dsmp . zoning .wait . timeout=180000 -Dsmp. debug -Dsmp . webserver 
-Dsmp. registry. port=XXXX -Dsmp . f lavor=%APP_FLAVOR% Server 

: client 

rem HAFM Client 

start %JAVA_HOME%\bin\HAFMClient . exe -Xmx256m -Xminf.15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 
-Dsmp . deployment .pref ix=Client/ -Dsmp. registry .port=XXXX 
?Dsmp . f lavor=%APP_FLAVOR% Client 

rem HAFM Client Debug Mode 

rem start %JAVA_HOME%\bin\HAFMClientD . exe -Xmx256m -Xminf.15 

-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 

-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 

-Dsmp . deployment . pref ix=Client / -Dsmp . debug 

-Dsmp. registry. port=XXXX ?Dsmp . f lavor=%APP_FLAVOR% Client 

: end 



popd 
endlocal 
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HAFM_co.bat File 

setlocal 
pushd %~dpO\ . . 

call bin\set_cp.bat 



rem HAFM Client 

start %JAVA_HOME%\bin\HAFMClient . exe -Xmx256m -Xminf.15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 
-Dsmp. deployment. pref ix=Client/ -Dsmp. f lavor=%APP_FLAVOR% 
Client 



rem HAFM Client Debug Mode 

rem start %JAVA_HOME%\bin\HAFMClientD . exe -Xmx256m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH% -Dsun . j ava2d. noddraw=true 

-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 

-Dsmp . deployment . pref ix=Client / -Dsmp . debug 

-Dsmp. registry. port=XXXX -Dsmp . f lavor=%APP_FLAVOR% Client 

Forcing Server and Client Export Port Number 

To force the Server and Client to export a specific TCP port number for an RMI 
server, configure the -Dsmp . server . export . port-XXXX and 
-Dsmp . client . export . port-XXXX parameters in HAFM_sc.bat and the 
-Dsmp . client . export . port=XXXX in the HAFM_co . bat file. These 
files are typically located in c : \Program Files\HAFM 8.x\bin. 



Note: If the firewall prevents the server from connecting to arbitrary ports on the 
client, then just force the export port of the client 

(-Dsmp . client . export . port=XXXX). 



The HAFM_co . bat file starts both the Client and Server and is installed on a 
computers with the HAFM appliance software. The file is typically located in 
c:\Program Files\HAFM 8 . x\bin. Both the Client and Server areas of 
the HAFM_sc.bat file must have matching parameters. Add a matching parameter 
to the HAFM_co . bat file if, this is installed on your computer. This file starts the 
Client only and is installed with the Client software. 
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HAFM_sc.bat File 

Edit the HAFM_sc.bat file in the HAFM Server area to include the parameter 
-Dsmp . server . export . port=XXXX and the HAFM Client area to include 
the parameter -Dsmp . client . export .port-YYYY, where XXXXand 
YYYY are any TCP port numbers not being used by another application. Although 
the server port number XXXX could match the client port number YYYY, this is not 
necessary. If the HAFM_co . bat file is installed on your computer, add the 
-Dsmp . client . export .port-YYYY parameter to that file. Add these 
parameters after the %CLASSPATH% parameter as in the following example. 

setlocal 

pushd %~dpO\ . . 

call bin\set_cp.bat 



rem HAFM Server 

start % JAVA_HOME% \bin\HAFMServer . exe -server -Xmx512m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH% -Dsmp . Mp .max=512 

-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 

-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 

-Dsmp. server. export. port=XXXX -Dsmp . f lavor=%APP_FLAVOR% Server 

rem HAFM Server Debug Mode 

rem start %JAVA_HOME%\bin\HAFMServerD . exe -server -Xmx512m 

-Xminf.15 -Xmaxf.3 5 -classpath %CLASSPATH% -Dsmp . Mp . max=512 

-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 

-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp. debug -Dsmp . webserver 

-Dsmp. server. export. port=XXXX -Dsmp . f lavor=%APP_FLAVOR% Server 

: client 

rem HAFM Client 

start %JAVA_HOME%\bin\HAFMClient . exe -Xmx256m -Xminf.15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 
-Dsmp . deployment .pref ix=Client/ -Dsmp. client . export .port =YYYY 
?Dsmp . f lavor=%APP_FLAVOR% Client 
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rem HAFM Client Debug Mode 

rem start %JAVA_HOME%\bin\HAFMClientD . exe -Xmx256m -Xminf. 15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 
-Dsmp . deployment . pref ix=Client / -Dsmp . debug 

-Dsmp. client. export. port =YYYY ?Dsmp . f lavor=%APP_FLAVOR% Client 

: end 

popd 

endlocal 

HAFM_co.bat File 

setlocal 
pushd %~dpO\ . . 



call bin\set_cp.bat 



rem HAFM Client 

start %JAVA_HOME%\bin\HAFMClient . exe -Xmx256m -Xminf. 15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp . Mp .max=2 56 
-Dsmp . deployment .pref ix=Client/ -Dsmp . flavor =%APP_FLAVOR% Client 



rem HAFM Client Debug Mode 

rem start %JAVA_HOME%\bin\HAFMClientD . exe -Xmx256m -Xminf. 15 
-Xmaxf.3 5 -classpath %CLASSPATH% -Dsun . j ava2d . noddraw=true 
-Dsmp . f abricPersistenceEnabled=true -Dsmp .Mp .max=256 
-Dsmp . deployment . pref ix=Client / -Dsmp . debug 

-Dsmp. client. export. port =YYYY -Dsmp . f lavor=%APP_FLAVOR% Client 



popd 
endlocal 
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This appendix provides troubleshooting information as well as zoning information 
for certain vendors. 

■ Problems with Discovery, page 222 

■ Problems with Products, page 225 

■ Problems with Addresses, page 226 

■ Miscellaneous Problems, page 227 

■ Reference, page 229 

■ Problems with Zoning, page 230 
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Problems with Discovery 

Table 16 describes possible problems with discovery and suggested resolutions. 



Table 16: Discovery Problems and Resolutions 



Problem 


Resolution 


Discovery is turned off. 


Choose Discover > On. 


Discovered devices are not 
being displayed. 


To correctly discover all SAN devices, specify each 
device in the Out-of-Band dialog box, either by the 
individual IP address or by subnet. 

1 . Choose Discover > Setup. 

A. Add, change, and remove IP addresses, as 
necessary. See "Configuring IP Addresses and 
Community Strings" on page 70 for 
instructions. 

3. Select IP addresses from the Available 
Addresses table and add them to the Selected 
Subnets or Selected Individual Addresses 
tables by clicking the [> buttons. If you add 
addresses to the Selected Subnets table, 
choose a Method (Broadcast or Sweep). 

4. Click OK. 




Ensure that you've selected to view the fabric that 
includes the discovered devices. 




Ensure that only one copy of the application is 
being used to monitor and manage the same 
devices in a subnet. 
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Table 16: Discovery Problems and Resolutions (Continued) 



Problem 



Broadcast request blocked 
by routers. 



Resolution 



Resolution 1 : If you know the IP addresses and the 
addresses are not in the Available Addresses 
pane: 

1 . Choose Discover > Setup. 
Click Add. 

Enter data in the dialog box. 
Click OK. 



Repeat steps step 1 through step 4 until all 
your addresses are available. 

6. Select the IP addresses you would like to 
discover in the Available Addresses pane. 

7. Click the [> button to move your choices to the 
Selected Individual Addresses pane. 

8. Click OK. 

Resolution 2: If you know the IP addresses and the 
addresses are listed in the Available Addresses 
pane: 

1 . Choose Discover > Setup. 

2. Select the IP addresses you would like to 
discover in the Available Addresses pane. 

3. Click the f> button to move your choices to the 
Selected Individual Addresses pane. 

4. Click OK. 

Resolution 3: This method significantly increases 
your discovery time. 

If you don't know the specific IP addresses: 

1 . Choose Discover > Setup. 

2. Click on the Method column for the selected 
subnet in the Selected Subnets pane and 
choose Sweep. 

3. Click OK. 
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Table 16: Discovery Problems and Resolutions (Continued) 



Problem 


Resolution 


Discovery time is excessive. 


Resolution 1 : 

1 . Choose Discover > Setup. 

/ \\\c\t on tn o KA^tnori cc\ iimn in tno So orton 
Z.. Vwl l(_t\ \J\\ IIIC fVlCIIKJU (.(JIUlllll III 1 1 IC jcic^icu 

Subnets pane and choose Broadcast. 
3. Click OK. 

Resolution 2: Decrease the SNMP time-out to 
decrease the discovery time. 


Can't open an Element 
Manager for an HP device. 


Ensure that only one copy of the application is 
being used to monitor and manage the device. 
Only one copy of the application can be used to 
monitor and manage the same devices in a subnet. 
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Problems with Products 



Table 17 describes possible product problems and suggested resolutions. 
Table 17: Product Problems and Resolutions 



Problem 


Resolution 


HBAs not connected to SAN. 


Check your physical cables and connectors. 


Switches not connected to 
Ethernet. 


Check your physical cables and connectors. 


Switches not connected to 
SAN. 


Check your physical cables and connectors. 


Cannot disable Fabric 
Binding while Enterprise 
Fabric Mode is active. 


You may have attempted to disable Fabric Binding 
through the Fabric Binding dialog box while 
Enterprise Fabric Mode was enabled. Disable the 
Enterprise Fabric Mode through the Enterprise 
Fabric Mode dialog box before disabling Fabric 
Binding. 
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Problems with Addresses 



Table 18 describes possible problems with addresses and suggested resolutions. 
Table 18: Address Problems and Resolutions 



Problem 


Resolution 


No subnets or addresses 
selected. 


1 . Choose Discover > Setup. 

2. Click on the subnet or individual address you 
would like to discover in the Available 
Addresses pane. 

3. Click the [> button to move your choice to the 
Selected Subnets pane, or to the Selected 
Individual Addresses pane. 

4. Click OK. 


Wrong IP addresses 
selected. 


1 . Choose Discover > Setup. 

2. Verify that the IP addresses in the Selected 
Subnets and Selected Individual Addresses 
panes are the correct current addresses for the 
SAN. 

3. Click OK. 


Wrong community strings 
are selected. 


1 . Choose Discover > Setup. 

2. Select an IP address. 

3. Click Change. 

4. Select the desired community strings. 

5. Click OK. 
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Miscellaneous Problems 



Table 19 describes possible miscellaneous problems and suggested resolutions. 
Table 19: Miscellaneous Problems and Resolutions 



Problem 


Resolution 


"Code Execution Error: 
Array Index 

Out-Of-Bounds" displays. 


Retry the command or action. If the problem 
persists, contact Customer Support. 


"Code Execution Error: 
Internal Exception" displays. 


Retry the command or action. If the problem 
persists, contact Customer Support. 


"Code Execution Error: 
Missing Property File" 
displays. 


Retry the command or action. If the problem 
persists, contact Customer Support. 


"Code Execution Error: 
Invalid Product Type" 
displays. 


Retry the command or action. If the problem 
persists, contact Customer Support. 


The Server doesn't seem to 
be starting. 


Examine the Server log [<lnstall_Home>\Server\ 
Universe_Home \ Testuniverse \_ Working \ 
EventStorageProvider\event.log) for diagnostic 
information. 


Server to Client 
communication is inhibited. 


In some cases, a network may utilize virtual private 

i /v /r\ k w r* ii r i i*i 

network (VPN) or tirewall technology, which can 
prohibit communication between servers and 
clients. In other words, a client can find a server, 
appear to log in, but is immediately logged out 
because the server cannot reach the client. To 
resolve this issue, the application automatically 
detects the network configuration and run the client 
in "polling mode" when necessary. 

When the client is not running in polling mode, the 
server calls the client whenever it has new data. 
When the client is running in polling mode, the 
server queues up the data and the client 
periodically (approximately every 5 or 10 seconds) 
checks in ana gets the data. 


Data and settings not 
imported during installation. 


Open an MS-DOS window and enter the following 
script at the command line: 

lnstall_Service <startstatus> <runnow> 

where startstatus parameter is manual ox auto 
and runnow parameter is true ox false 
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Table 19: Miscellaneous Problems and Resolutions (Continued) 



Problem 


Resolution 


^/indows service does not 
display correctly in the 
Computer Management 
(Windows 2000) or Service 

/— i 1 i i A A /* 1 

Control Manager (Windows 
NT) window. 


If you installed or uninstalled the ^Vin32 service 
while the Computer Management or Service 
Control Manager window was open, the service 
does not display. Close the window and re-open it 
to see the changes. 


An error displayed stating 
that the application failed to 
setup the serverinit.txt or 
.license file. 


Delete the <lnstall_Home>\Server\serverinit.txt\\\e 
or the <lnstall_Home>\Server\Config\Other\ 
.license {We and rerun the installer. 


The product does not install 
on a Windows system. 


Verify that the system has 100 MB available on the 
C drive. The proqram requires 100 MB for 
installation, but only oU MB to run. 


Mapping a loop to a hub 
causes the loop group and 
the outermost portion of the 
topology's background 
group color or layout format 
to revert to the default. 


Make the background and/or layout changes after 
mapping the loop to the hub. 


The hyperlinks in a report 
are broken. 


Hyperlinks in reports are only active as long as the 
source data is available. 


When the client application 
is started on an HP-UX 
machine, the exception 
"java.lang.OutOfMemoryEr 
ror: unable to create new 
native thread" displays in 
thread "main." 


The following two HP-UX 1 1 .0 kernel parameters 
are set too low for most Java applications. Usually 
you see this problem as a Java Out of Memory 
error. To resolve the issue, edit the parameter limits 
as mentioned below. 

max_thread_proc 

The maximum number of threads allowed in each 
process. The minimum value (and default) is 64, 
often too low for most Java applications. Set the 
value of the max_thread proc higher (for example, 
1024) than the expectecTmaximum number of 

qi m 1 1 \\c\ npni ic w c\c\\\jp* tnrpnrJc; TnP mnvimiim vn up 
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is the value of nkthread. 
nkthread 

The total number of kernel threads available in the 
system. This parameter is similar to the nproc 
tunable except that it defines the limit for the total 
number of kernel threads able to run simultaneously 
in the system. The value must be greater than 
nproc. The default is approximately twice that of 
nproc. The maximum is 30000. 
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Table 19: Miscellaneous Problems and Resolutions (Continued) 



Problem 


Resolution 


The system reboots or is 
unable to gather SNMP 
information. 


Multiple SNMP calls are being sent to a device that 
can't handle the constant requests for information. 

To resolve this issue, verify that the devices you are 
discovering are not being discovered by another 
appliance. Discovering devices using multiple 
appliances may result in errors. 


A report failed to generate 
due to memory constraints. 


Generate a fewer number of reports at one time. 


Receiving error 
"Compatibility between 
<TARGET VERSION> and 
<CURRENT VERSION> is 
unknown. Do you want to 
continue?" 


Firmware files are included in the upgrade process, 
but release rules are not. Since release rules are 
required when sending another firmware version to 
a switch, this error results. To fix this problem, add 
the latest firmware file to the firmware library. This 
also adds the new release rules and resolve the 
problem. 


Error occurs when trying to 
delete a nickname. 


Once assigned, a nickname cannot be deleted and 
left blank. 
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Problems with Zoning 

The following section states some possible issues and recommended solutions for 
zoning errors. 



Table 20: Zoning Problems and Resolutions 



Problem 


Resolution 


Receiving zoning errors. 


Verify that you did not configure zoning on a 
non-principal switch. 


The application is not 
performing zoning discovery 
very often. 


Zoning discovery is performed once at startup, 
and then once every two hours during routine 
discovery. If the Zoning dialog box is open, 
zoning discovery is performed during every 
pollinq cycle. It continues to discover at the 

1 If or* ± 1 f '± ± 

increased speed tor oU minutes betore it returns 
to the default value. 


When activating a large zone 
set on a two-switch fabric on 
UNIX platforms, an error 
message displays stating 
"Failed to perform the 
requested zoning action: Failed 
to zone due to exception 
COM.hp.hafmecc.FiafmUnavai 
lableException." 


Although the error message states that the 
requested zoning action failed, the zone set 
correctly activated. Wait for the next zoning 
pollinq to occur. 

1 3 

This issue only occurs on UNIX systems. 


Zoning activation message 
displays for a long time, out 
zone set is not activated. 


Telnet zoning can take a long time. To improve 
speed, open the Discover Setup dialog box and 
add the HAFM IP address for HP switches to the 
Selected Individual Addresses list. 


When opening the Zoning 
dialog box from a particular 
switch or fabric, the message 
"Cannot zone the selected 
device or fabric" displays. 


The application may not have been able to log in 
to the fabric due to another active session. Verify 
that there isn't another active session. 

The application may not support zoning on any 
of the discovered products. 
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This appendix lists information and error messages that display in pop-up 
message boxes from the HP Storage Works HA-Fabric Manager (HAFM) 
application. 



Table 21 : HAFM Messages 



Message 


Description 


Action 


A zone must have at 
least one zone 

I Tic ill Del. 


When creating a new 
zone, one or more 
zone riiciTiDcrs musT oe 
added. 


Add one or more zone 
members to the new zone using 
Trie ivioaiTy z.one uiuioy uox. 


A zone set must have 
at least one zone. 


When creating a new 
zone set, one or more 
zones must be added. 


Add one or more zones to the 
new zone set using the Modify 
Zone dialog box. 


All alias, zone, and 
zone set names must 
be unique. 


When creating a new 
alias, zone, or zone 
set, the name must be 
unique. 


At the New Zone dialog box, 
choose a unique nameTor the 
new alias, zone, or zone set. 


All zone members are 
logged. 


Attempt was made to 
display all zone 
members not logged in 
using the Zone Set tab, 
but all members are 
currently logged in. 


Informational message. 


An HAFM application 
session is already 
active from this 
workstation. 


Only one instance of 
the HAFM application 
is allowed to be open 
per remote 
workstation. 


Close all but one of the HAFM 
application sessions. 


Are you sure you want 
to delete this network 
address? 


The currently-selected 
network address will 
be deleted. 


Click Yes to delete or No to 
cancel. 



HA-Fabric Manager User Guide 



231 



Information and Error Messages 



Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Are you sure you want 
to delete this 
nickname? 


The selected nickname 
will be deleted from 
the list of nickname 
definitions. 


Click Yes to delete the 
nickname or No to cancel the 
operation. 


Are you sure you want 
to delete this product? 


The selected product 
will be deleted from 
the list of product 
definitions. 


Click Yes to delete the product 
or No to cancel the operation. 


Are you sure you want 
to delete this user? 


The selected user will 
be deleted from the list 
of user definitions. 


Click Yes to delete the user or 
No to cancel the operation. 


Are you sure you want 
to delete this zone? 


The selected zone will 
be deleted from the 
zone library. 


Click Yes to delete the zone or 
No to cancel the operation. 


Are you sure you want 
to delete this zone set? 


The selected zone set 
will be deleted from 
the zone library. 


Click Yes to delete the zone set 
or No to cancel the operation. 


Are you sure you want 
to overwrite this zone 
seir 


The selected zone set 
will be overwritten in 
rne zoning nurary. 


Click Yes to overwrite or No to 
cancel. 


Are you sure you want 
to remove all members 
from this zone? 


All members will be 
deleted from the 
selected zone. 


Click Yes to delete the members 
or No to cancel the operation. 


Cannot add a switch 
to a zone. 


The device that you 
are attempting to add 
to the zone is a switch, 
which cannot be 
added to a zone. 


Specify the port number or 
corresponding World Wide 
Name for the device you want 
to add to the zone. 


Cannot connect to 
management server. 


The HAFM application 
at a remote 
workstation could not 
connect to the HAFM 
appliance. 


Verify the HAFM appliance 
internet protocol (IP) address is 
valid. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Cannot delete product. 


The selected product 
cannot be deleted. 


Verify the HAFM 
appliance-to-product link is up. 

If the link is up: 

■ The HAFM appliance may 
be busy. 

■ Another Element Manager 
instance may be open. 

■ You may not have 
permission to delete the 
product. 


Cannot disable Fabric 
Binding while 
Enterprise Fabric 
Mode is active. 


You attempted to 
disable Fabric Binding 
through the Fabric 
Binding dialog box, 
but Enterprise Fabric 
Mode was enabled. 


Disable Enterprise Fabric Mode 
through the Enterprise Fabric 
Mode dialog box in the HAFM 
application before disabling 
Fabric Binding. 


Cannot display route. 
All switches in route 
must be managed by 
the same server. 


You cannot show the 
route between devices 
that are attached to 
switches or directors 
managed by a 
different HAFM 
appliance. 


Make sure devices named in 
Show Routes dialog box are 
attached to products managed 
by this HAFM appliance. 


Cannot display route. 
All switches in route 
must support routing. 


You cannot show the 
route through a fabric 
that has switches or 
directors which do not 
support routing. 


The route must contain only 
Edge Switch 2/ 1 6s, Edge 
Switch 2/24s, Edge Switch 
2/32s, Director 2/64s, or 
Director 2/ 140s. 


Cannot display route. 
Device is not a 
member of a zone in 
the active zone set. 


You cannot show the 
route for a device that 
is not a member of a 
zone in the active zone 
set. The source node 
that you have selected 
is not part of a zone in 
the active zone set. 


Enable the default zone or 
activate the zone for the device 
before attempting to show the 
route. 


Cannot display route 
on one switch fabric. 


You cannot show 
routes between end 
devices in a fabric 
when configuring 
Show Routes 
(Configure menu). 


Error displays when attempting 
to show routes on a fabric with 
only one switch. Configure 
Show Routes on a multi-switch 
fabric. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Cannot display route, 
error 9. 


An internal error has 
occurred while trying 
to view routes. 


Contact the next level of 
support to report the problem. 


Cannot display route. 
ino aciive zone 
enabled. 


You cannot show the 
roure rnrougn a raunc 
with no active zone. 


Enable the default zone or 
aciivaie a zone ser uerore 
attempting to show the route. 


Cannot have spaces in 
field. 


Spaces are not 
allowed as part of the 
enrry ror inis rieia. 


Delete spaces from the field 
entry. 


Cannot modify a zone 
set with an invalid 
name. Rename zone 
set and try again. 


A zone set must have 
a valid name to be 
modified. 


Assign a valid name to the 
zone set, then modify the name 
through the Modify /one Set 
dialog box. 


Cannot modify a zone 
with an invalid name. 
Rename zone and try 
again. 


A zone must have a 
valid name to be 
modified. 


Assign a valid name to the 
zone, then modify the name 
through the Modify Zone Set 
dialog box. 


Cannot modify 
product. 


The selected product 
cannot be modified. 


Verify the HAFM 
appliance-to-product link is up. 
If the link is up: 

■ The HAFM appliance may 
be busy. 

■ Another Element Manager 
instance may be open. 

■ You may not have 
permission to modify the 
product. 


Cannot perform 
operation. Fabric is 
unknown. 


This message displays 
if no switches in the 
fabric are connected 
to the HAFM 
appliance. 


Ensure at least one 
fabric-attached switch or 
director has an Ethernet 
connection to the HAFM 
appliance and retry the 
operation. 


Cannot perform 
operation. The list of 
attached nodes is 
unavailable. 


This message displays 
when attached nodes 
are unavailable and 
you attempt to modify 
a zone or create a 
new zone. 


Verify an attached node is 
available and retry the 
operation. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Cannot retrieve current 
oiN/v\r conriguraTion. 


The current SNMP 
conriguranon couia 
not be retrieved. 


Try ogqin. If the problem 
persisis, coniaci rne nexr level 
of support. 


Cannot save current 
SNMP configuration. 


The current SNMP 
configuration could 
not be saved. 


Try ogqin. If the problem 
persists, contoct the next level 
of support. 


Cannot set write 
authorization without 
defining a community 
name. 


An SNMP community 
name has not been 
configured. 


Enter o valid community nome 
in the Configure SNMP dialog 
box. 


Cannot show zoning 
library. No fabric 
exists. 


You cannot show the 
zoning library if no 
fabric exists. You must 
have identified a 
switch or director to 
the HAFM application 
for a fabric to exist. 


Identify an existing switch or 
director to the HAFM 
application using the New 
Product dialog box. 


Click OK to remove all 
contents from log. 


This action deletes all 
contents from the 
selected log. 


Click OK to delete the log 
contents or Cancel to cancel the 
operation. 


Connection to 
management server 
lost. 


The connection to the 
remote HAFM 
appliance has been 
lost. 


Log in to the HAFM appliance 
again through the HAFM Log In 
dialog box. 


Connection to 
management server 
lost. Click OK to exit 
application. 


The HAFM application 
at a remote 
workstation lost the 
network connection to 
the HAFM appliance. 


Re-start the HAFM application 
to connect to the HAFM 
appliance. 


Could not export log to 
file. 


A loq file input/output 
(I/O) error occurred 
qnd the file could not 
be soved to the 
specified desti notion. 
Tne disk moy be full or 
write protected. 


If the disk is full, use another 
disk. If the disk is write 
protected, change the 
write-protect properties or use 
another disk. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Default zoninq is not 
supported in Open 
Fabric Mode. 


A default zone cannot 
be enabled when the 
product is enabled for 
Open Fabric mode. 
Open Fabric mode 
does not support zone 
members defined by 
port numbers. 


Change the Interop Mode from 
Open Fabric to Homogeneous 
using the Configure Fabric 
Parameters dialog box. You 
can also redefine zone 
members by the device WWN. 


Device is not a 
member of a zone in 
the active zone set. 


The selected device is 
not a member of a 
zone in the active zone 
set and therefore 
cannot communicate 
with the other devices 
in the route. 


Enable the default zone or 
activate a zone set containing 
the member before attempting 
to show the route. 


Download complete. 
Click OK and start the 
riA\r/v\. 


Download of HAFM 
and the Element 
/v\anager is compiere. 


Start the HAFM application to 
continue. 


Duplicate community 
names require 
identical write 
authorizations. 


If configuring two 
communities with 
identical names, they 
must also have 
identical write 
authorizations. 


Verify that both communities 
with the same name have the 
same write authorizations. 


Duplicate Fabric 
Name. 


The specified fabric 
name already exists. 


Choose another name for the 
fabric. 


Duplicate name in 
zoning configuration. 
All zone anazone set 
names must be unique. 


Every name in the 
zoning library must be 
unique. 


Modify (to make it unique) or 
delete the duplicate name. 


1 li i r"\l i^fi 4^ ntfisinnm^ in 
L^UpilCUTc niCKnUiTlc in 

nickname 
configuration. 


1 li i r"\l i^/ito ni^l/nnmac 
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cannot be configured. 


/viouiry Trie ociccicu nicKriariic 
to make it unique. 


Duplicate World Wide 
Name in nickname 
configuration. 


A World Wide Name 
can be associated with 
only one nickname. 


Modify (to make it unique) or 
delete the selected World Wide 
Name. 


Duplicate zone in zone 
set configuration. 


More than one 
instance of a zone is 
defined in a zone set. 


Delete one of the duplicate 
zones from the zone set. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Duplicate zone 
member in zone 
configuration. 


More than one 
instance of a zone 
member is defined in a 
zone. 


Delete one of the duplicate 
zone members from the zone. 


Element Manager 
instance is currently 
open. 


A product cannot be 
deleted while an 
instance of the Element 
Manager is open for 
that product. 


Close the Element Manager, 
then delete the product. 


Enabling this zone set 
will replace the 
currently active zone 
set. Do you want to 
continue? 


Only one zone set can 
be active. By enabling 
the selected zone set, 
the current active zone 
set will be replaced. 


Click OK to continue or Cancel 
to end the operation. 


Error connecting to 
switch. 


While viewing routes, 
the HAFM appliance 
was unable to connect 
to the switch. The 
switch failed or the 
swiicn-TO nMr/vi 
appliance Ethernet link 
failed. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


error creuTing zone. 


i ne n/\riv\ application 
encountered an 
internal error. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


error crearing zone 
set. 


i ne n/\riv\ application 
encountered an 
internal error. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


Error deleting zone. 


The HAFM application 
encountered an 
internal error. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


Error deleting zone 

cot 


The HAFM application 

c^r\(~ c\\ intoron nn 
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internal error. 


Try the operation again. If the 

U[UUIcill Uciblblb, v_(JMIULI IMC 

next level of support. 


Error reading log file. 


The HAFM application 
encountered an error 
while trying to read 
the log. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


Error removing zone 
or zone member. 


The HAFM application 
encountered an 
internal error. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Error transferring files 
< message >. 


An error occurred 
while transferring files 
from the PC hard drive 
to the HAFM 
application. The 
message varies, 
depending on the 
problem. 


Try the file transfer operation 
again. If the problem persists, 
contact the next level of 
support. 


Fabric Log will be lost 
once the fabric 
unpersists. Do you 
want to continue? 


When you unpersist a 
fabric, the 

corresponding fabric 
log is deleted. 


Click Yes to unpersist the fabric 
or No to cancel the operation. 


Fabric member could 
not be found. 


A fabric member does 
not exist when the 
application prepared 
to find a route, find a 
route node, or gather 
route information on 
that fabric member. 


Ensure the product is 
incorporated into the fabric 
and retry the operation. If the 
problem persists, contact the 
next level of support. 


Fabric not persisted. 


You attempted to 
refresh or clear the 
log, after a fabric was 
unpersisted. When 
you unpersisr a raonc, 
the corresponding 
fabric log is deleted. 


Click OK to continue. Ensure 
the fabric is persisted before 
attempting to refresh or clear 
the Fabric Log. 


Field cannot be blank. 


The data field requires 
an entry and cannot 
be left blank. 


Enter appropriate information 
in the data field. 


File transfer aborted. 


You aborted the file 
transfer process. 


Verify the file transfer is to be 
aborted, then click OK to 
continue. 


HAFM error <error 
number 1 through 8 >. 


The HAFM application 
encountered an 
internal error (1 
through 8 inclusive) 
and cannot continue 
operation. 


Contact the next level of 
support to report the problem. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Management server 
could not log you on. 
Verify your username 
and password. 


An incorrect username 
or password (both 
case sensitive) was 
used while attempting 
to log in to the HAFM 
application. 


Verify the username and 
password with the customer's 
network administrator and 
retry the operation. 


Management server is 
shutting down. 
Connection will be 
terminated. 


The HAFM application 
is closing and 
terminating 
communication with 
the attached product. 


Reboot the HAFM appliance. If 
the problem persists, contact 
the next level of support. 


Invalid character in 
field. 


An invalid character 
was entered in the 
data field. 


Remove invalid characters from 
the entry. 


Invalid name. 


One of the followinq 
invalid names was 
used: CON, AUX, 
COMl, COM2, 
COM3, COM4, 
COM5, COM6, 
COM7, COM8, 
COM9, LPTl, LPT2, 
LPT3, LPT4, LPT5, LPT6, 
LPT7, LPT8, LPT9, NUL, 
or PRN. 


Choose a valid name and retry 
the operation. 


Invalid network 
address. 


The IP address 
specified for the 
product is unknown to 
the domain name 
server (invalid). 


Verify and enter a valid 
product IP address. 


Invalid port number. 
Valid ports are 
(0-< nn >). 


You have specified an 
invalid port number. 


Specify a valid port number, in 
the range 0 to the maximum 
number of ports on the product 
minus 1 . For example, for a 
switch with 32 ports, the valid 
port range is 0-31 . 


Invalid product 
selection. 


At the New Product 
dialog box, an invalid 
product was selected. 


Choose a valid product and 
retry the operation. 
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Message 


Description 


Action 


Invalid request. 


Three conditions result 
in this message: 

■ You tried to add or 
modify a product 
from Product View 
and the network 
address is already 
in use. (Network 
addresses must be 
unique.) 

■ You tried to create 
a new user with a 
username that 
already exists. (A 
username must be 
unique.) 

■ You tried to delete 
the default 
Administrator user. 
(The default 
Administrator user 
cannot be deleted.) 


Choose the action that is 
appropriate to the activity that 
caused the error: 

■ Network address: Specify a 
unique network address for 
the product. 

■ username: Specify a unique 
username for the new user 
ID. 

■ Do not delete the default 
Administrator user. 


Invalid UDP port 
number. 


The specified user 
datagram protocol 
(UDP) port number is 
invalid. The number 
must be an integer 
from 1 through 65535 
inclusive. 


Verify and enter a valid UDP 
port number. 


Invalid World Wide 
Name. 


The specified World 
Wide Name format is 
invalid. The valid 
format is eight 
two-digit hexadecimal 
numbers separated by 
colons (xx:xx:xx:xx: 
xx:xx:xx:xx). 


Enter a World Wide Name 
using the correct format. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Invalid World Wide 
Name or nickname. 


The World Wide 
Name or nickname 
that you have specified 
is invalid. The valid 

£ i £ il \ A / II 

format tor the World 
Wide Name is eight 
two-digit hexadecimal 
numbers separated by 
colons (xx:xx:xx:xx:xx: 
xx:xx:xx). The valid 
format for a nickname 
is non blank 
characters, up to 32 
characters. 


Try the operation again using a 
valid World Wide Name or 
nickname. 


Invalid World Wide 
Name. Valid WWN 
format is: 

xx:xx:xx:xx:xx: 
xx:xx:xx. 


The specified World 
Wide Name format is 
invalid. The valid 
format is eight 
two-digit hexadecimal 
numbers separated by 
colons (xx:xx:xx:xx: 
xx:xx:xx:xx). 


Retry the operation using a 
valid WWN or nickname. 


Invalid zone in zone 
set. 


The defined zone no 
longer exists and is 
invalid. 


Delete the invalid zone from the 
zone set. 


Limit exceeded. 


You cannot add a new 
product or user to 
HAFM application if 
the maximum number 
of that resource 
already exists on the 

cv/cfom 
oyolcill. 


Delete un needed products or 
users from the system, before 
attempting to add any new 
ones. 


No address selected. 


You cannot complete 
the operation because 
an address has not 
been selected. 


Choose an address and retry 
the operation. 


No attached nodes 
selected. 


An operation was 
attempted without an 
attached node 
selected. 


Choose an attached node and 
try the operation again. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


No management 
server specified. 


An HAFM appliance is 
not defined to the 
HAFM application. 


At the HAFM 8 Log In dialog 
box, type an appliance name 
in the Server Name field and 
click Login. 


No nickname selected. 


No nickname was 
selected when the 
command was 
attempted. 


Choose a nickname and try 
again. 


No Element Managers 
installed. 


No director or switch 
Element Manager is 
insraiiea on mis 
workstation. 


Install the appropriate Element 
Manager to this workstation. 


No routing 

information available. 


No information is 
available for the route 
seiecrea. 


Choose a different route and 
try the operation again. 


No user selected. 


A user was not 
selected when the 
commana was 
attempted. 


Choose a user and try again. 


No zone member 
selected. 


A zoning operation 
was attempted without 
a zone member 
selected. 


Choose a zone member and try 
the operation again. 


No zone selected. 


A zoning operation 
was attempted without 
a zone selected. 


Choose a zone and try the 
operation again. 


No zone selected or 
zone no longer exists. 


A zoning operation 
was attempted without 
a zone selected, or the 

7f\no cd orfon nt~\ 
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longer exists in the 
fabric. 


Choose a zone and try the 
operation again. 


No zone set active. 


A zone set cannot be 
deactivated if there 
are no active zones. 


Informational message 
only— no action is required. 


No zone set selected. 


A zoning operation 
was attempted without 
a zone set selected. 


Choose a zone set and try the 
operation again. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


No zone set selected 
or zone set no longer 
exists. 


A zoning operation 
was attempted without 
a zone set selected, or 
the zone set you 
selected no longer 
exists in the fabric. 


Choose a zone set and try the 
operation again. 


Only attached nodes 
can be displayed in 
this mode. 


You cannot display 
unused ports when 
adding ports by World 
Wide Name. 


Change the add criteria to Add 
by Port. 


Password and 
confirmation don't 
match. 


Entries in the 
password field and 
confirmation password 
field do not match. The 
entries are case 
sensitive and must be 
the same. 


Enter the password and 
confirmation password again. 


Remote sessions are 
not allowed from this 
network address. 


Only IP addresses of 
remote workstations 
specified at the Remote 
Access dialog box are 
allowed to connect to 
the HAFM appliance. 


Consult with the customer's 
network administrator to 
determine if the IP address is to 
be configured for remote 
sessions. 


Remote session 
support has been 
disabled. 


The connection 
between the specified 
remote workstation 
and the HAFM 
appliance was 
aisanowea. 


Consult with the customer's 
network administrator to 
determine if the workstation 
entry should be modified at the 
Remote Access dialog box. 


Resource is 
unavailable. 


The specified 
operation cannot be 

nDrr^rmon koi-ni icq trio 

product is unavailable. 


Verify the HAFM 
appliance-to-product link is up. 

If the link k nn tho HAFM 
II Hie iiiii\ lb up, Hie I \r\\ fvi 

appliance may be busy. Try the 
operation again later. 


Route data corrupted. 


The information for 
this route is corrupt. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 


Route request timeout. 


The Show Route 
request timed out. 


Try the operation again. If the 
problem persists, contact the 
next level of support. 
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Message 


Description 


Action 


Routing is not 
supported by the 
switch. 


This switch or director 
does not support the 
Show Routes feature. 


Choose a different switch or 
director to show the route. 


SANtegrity Feature not 
installed. Please 
contact your sales 
representative. 


You selected Fabric 
Binding or Enterprise 
Fabric Mode from the 
Fabrics menu. These 
selections are not 
enabled because the 
optional SANtegrity 
binding feature is not 
installed. 


Install the SANtegrity Binding 
feature to use Fabric Binding or 
enable Enterprise Fabric Mode. 


Select alias to add to 
zone. 


An alias was not 
selected before 
ciicKinc| /\aa. 


Choose an alias before clickinq 
Add. 


Selection is not a 
World Wide Name. 


The selection made is 
not a World Wide 
Name. 


Choose a valid World Wide 
Name before performing this 
operation. 


Server shutting down. 


The HAFM application 
is closing and 
terminating 
communication with 
the attached product. 


Reboot the HAFM appliance. If 
the problem persists, contact 
the next level of support. 


SNMP trap address 
not defined. 


If an SNMP community 
name is defined, a 
corresponding SNMP 
trap recipient address 
must also be defined. 


Enter a corresponding SNMP 
trap recipient address. 


Switch is not managed 
by HAFM. 


The selected switch or 
director is not 
managed by the 
HAFM application. 


Choose a different switch or 
director. 


The Administrator user 
cannot be deleted. 


The administrator user 
is permanent and 
cannot be deleted 
from the Configure 
Users dialog box. 


Informational message 
only— no action is required. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


The Domain ID was 

± ± 1 XL 

not accepted. Ihe 
World Wide Name 
and Domain ID must 
be unique in the Fabric 
Membership List. 


You attempted to add 

i i i i 'i i i 
a detached switch to 

the Fabric 

Membership List 

through the Fabric 

Binding option 

(SANtegrity Binding 

feature), but a switch 

already exists in the 

fabric with the same 

domain ID. 


Enter a unique domain ID for 

±1 *± 1 * ±1 A 1 1 r*. . 1 1 

the switch in the Add Detached 
Switch dialog box. 


The management 
server is busy 
processing a request 
from another Element 
Manager. 


The HAFM appliance 
is processing a request 
from another instance 
of an Element 
Manager and cannot 
perform the requested 
operation. 


Wait until the process 
completes, then perform the 
operation again. 


The link to the 
managed product is 
not available. 


The Ethernet 
connection between 
the HAFM appliance 
and managed product 
is down or 
unavailable. 


Establish and verify the network 
connection. 


The maximum number 
of aliases has already 
been configured. 


The maximum number 
of aliases allowed was 
reached. 


Delete an existing alias before 
adding a new alias. 


The maximum number 
of management server 
network addresses has 
already been 
configured. 


The number of HAFM 
appliance IP 
addressees that can be 
defined to the HAFM 
application has 
already been 
configured. 


Delete an existing IP address 
before adding a new address. 


The maximum number 
of members has 
already been 
configured. 


The maximum number 
of unique members is 
4097. The maximum 
number of members is 
8192. 


Delete an existing zone 
member before adding a new 
zone member. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


The maximum number 
of nicknames has 
already been 
configured. 


The maximum number 
of nicknames that can 
be defined to the 
//4/vV/application was 
reached 


Delete an existing nickname 
before adding a new 
nickname. 


The maximum number 
of open products has 
already been reached. 


The maximum number 
of open switches 
allowed was reached. 


Close an Element Manager 
session (existing open product) 
before opening a new session. 


The maximum number 
of products has 
already been 
configured. 


The number of 
managed HP switches 
(48) that can be 
defined to the HAFM 
application was 
reached. 


Delete an existing product 
before adding a new product. 


The maximum number 
of products of this type 
has already been 
configured. 


The number of 
managed HP switches 
of this type (48) that 
can be defined to the 
/^4/vV/application was 
reached 


Delete an existing product of 
this type before adding a new 
product. 


The maximum number 
of remote network 
addresses has already 
been configured. 


A maximum number 
of eight IP addresses 
for remote 
workstations can be 
configured at the 
Session Options 
dialog box. That 
number was reached. 


Delete an existing IP address 
before addinq a new IP 
address. 


The maximum number 
of users has already 
been configured. 


The number of users 
(32) that can be 
defined to the HAFM 
application was 


Delete an existing user before 
adding a new user. 


The maximum number 
of zones allowed has 
already been 
configured. 


The maximum number 
of zones that can be 
defined was reached. 


Delete an existing zone before 
adding a new zone. 


The maximum number 
of zone sets has 
already been 
configured. 


The maximum number 
of zone sets that can 
be defined was 
reached. 


Delete an existing zone set 
before adding a new zone set. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


The maximum number 
of zones per zone set 
has already been 
configured. 


The maximum number 
of zones that can be 
defined in a zone set 
was reached. 


Delete an existing zone before 
adding a new zone to the zone 
set. 


The nickname does not 
exist. 


The entered nickname 
does not exist in the 
fabric. 


Configure the nickname to the 
appropriate product or select 
an existing nickname. 


The nickname is 
already assigned. 
Either use a different 
name or do not save 
the name as a 
nickname. 


The entered nickname 
already exists in the 
fabric. Each nickname 
must be unique. 


Define a different nickname. 


The software version 
on this management 
server is not 
compatible with the 
version on the remote 
management server. 


A second HAFM 
appliance (client) 
connecting to the 
HAFM appliance must 
be running the same 
software version to log 
in. 


Upgrade the software version 
on the downlevel HAFM 
appliance. 


The zoning library 
conversion must be 
completed before 
continuing. 


The zoning library 
conversion is 
incomplete and the 
requested operation 
cannot continue. 


Complete the zoning library 
conversion, then retry the 
operation. 


This fabric log is no 
longer valid because 
the ra brie has been 
unpersisted. 


The selected fabric log 
is no longer available 
because the fabric has 
been unpersisted. 


To start a new log for the 
fabric, persist the fabric 
through the Persist Fabric 
dialog box. 


This network address 
has already been 
assigned. 


The specified IP 
address was assigned 
and configured. A 
unique address must 
be assigned. 


Consult with the customer's 
network administrator to 
determine a new IP address to 
be assigned and configured. 


This product is not 
managed by this 
management server. 


The product selected is 
not managed by this 
HAFM appliance. 


Choose a product managed by 
this HAFM appliance or go to 
the HAFM appliance that 
manages the affected product. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Tl_* -i 1 ±1 

I his switch is currently 
part of this fabric ana 
cannot be removed 
from the Fabric 
Membership List. 
Isolate the switch from 
the fabric prior to 
removing it from the 
Fabric Membership 
List. 


You attempted to 
remove a switch from 
the Fabric 

Membership List using 
the Fabric Binding 
option, but the switch 
is still part of the 
fabric. 


Remove the switch trom the 
fabric by setting the switch 
offline or blocking the E_Port 
where the switch is connected. 


This World Wide 
Name was not 
accepted. The World 
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Wide Name and 
Domain ID must be 
unique in the Fabric 
Membership List. 


You attempted to add 
a detached switch to 
the Fabric 
Membership List 
through the Fabric 
Binding option 
(SANtegrity Binding 
feature), but an entry 
already exists in the 
Fabric Membership 
List with the same 
World Wide Name 
(WWN). 


Enter a unique World Wide 
Name for the switch in the Add 
Detached Switch dialog box. 


Too many members 
defined. 


The maximum number 
of zone members that 
can be defined was 
reached. 


Delete an existing zone 
member before adding a new 
zone member. 


You do not have a 
compatible version of 
the management 
server software. In 
order for the HAFM 
application to function 
properly, a compatible 
version must be 
installed on the client 
machine. Click OK to 
install a compatible 
version. 


The HAFM application 
version running on the 
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HArM appliance 
differs from the version 
running on the remote 
workstation (client). A 
compatible version 
must be downloaded 
from the HAFM 
appliance. 


Download a compatible 
version of the HAFM 
application to the remote 
workstation (client) using the 
Web install procedure. 


You do not have rights 
to perform this action. 


Configured user rights 
do not allow this 
operation to be 
performed. 


Verify user rights with the 
customer's network 
administrator and change as 
required using the Configure 
Users dialog box. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


You must define an 
SMTP server address. 


An SMTP server 
address must be 
defined and 
configured for e-mail 
to be activated. 


Define the SMTP server address 
at the Configure E-Mail dialog 
box. 


You must define at 
least one E-mail 
address. 


At least one e-mail 
address must be 
defined and 
configured for e-mail 
to be activated. 


Define an e-mail address at the 
Configure E-Mail dialog box. 


You must define at 
least one remote 
network address. 


At least one IP address 
for a remote 
workstation must be 
configured for a 
remote session to be 
activated. 


Define an IP address for at least 
one remote workstation at the 
Remote Access dialog box. 


You must download 
the HAFM client via 
the web install. 


An attempt was made 
to download the 
/^4/vV/application to a 
remote workstation 
(client) using an 
improper procedure. 


Download a compatible 
version of the HAFM 
application to the remote 
workstation (client) using the 
Web install procedure. 


Zones configured with 
port numbers are 
ignored in Open 
Fabric Mode. 


While in Open Fabric 
mode, zones 
configured using port 
numbers are enforced 
through World Wide 
Names. 


Informational message only-no 
action is required. 


Zones must be defined 
before creating a zone 
set. 


You cannot create a 
zone set without any 
zones defined for 
HAFM. 


Define zones using the New 
Zone dialog box. 


Zoning by port 
number is ignored in 
Open Fabric Mode. 


While in Open Fabric 
mode, zones 
configured using port 
numbers are enforced 
through World Wide 
Names. 


Informational message only-no 
action is required. 
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Table 21 : HAFM Messages (Continued) 



Message 


Description 


Action 


Zoning by port 
number is not 
supported in Open 
Fabric Mode. 


You cannot specify an 
item for zoninq by port 
number if HArMls in 
Open Fabric Mode. 


Either define zones by WWN 
of device or change to 
Homogeneous Fabric mode in 
the Configure Operation Mode 
dialog box of the Element 
Manager. 


Zoning name already 
exists. 


Duplicate zone names 
are not allowed in the 
zoning library. 


Modify (to make it unique) or 
delete the duplicate zone 
name. 
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This appendix describes the procedures for installing the HAFM application on a 
remote workstation. To run HAFM on a remote workstation, you must first 
download and install the HAFM application from the HAFM appliance. 

The figures in this chapter show Netscape Navigator as the Internet browser; 
however, it is acceptable to use Microsoft Internet Explorer during these 
procedures. The following sections discussed in this chapter: 

■ Configuring Windows Systems, page 252 

■ Configuring Solaris Systems, page 257 

■ Configuring HP-UX, AIX, and Linux Systems, page 260 
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Configuring Windows Systems 

This section describes the procedures for installing HAFM on a remote 
workstation running Windows 2000, Windows NT, or Windows XP. 

Requirements 

The download and installation process requires the use of a personal computer 
(PC) with the following minimum system requirements: 

■ Operating system (one of the following): 

— Windows 2000 Professional (with service pack 3) 

— Windows NT 4.0 (with service pack 6a) 

— Windows XP (with service pack la) 

■ 1 gigahertz (GHz) Pentium III processor 

■ 512 megabyte (MB) random access memory (RAM) memory 

■ 350 MB available disk space 

■ Video card supporting 256 colors at 800 x 600 resolution 

■ Ethernet network adapter 

■ Java-enabled Internet browser, such as Microsoft Internet Explorer (version 
4.0 or later) or Netscape Navigator (version 4.6 or later) 

Newer versions of the High Availability Fabric Manager or Element Managers 
installed on the HAFM appliance automatically download when the remote clients 
log in to the appliance. 

Installation Procedure 

To install the HAFM on a remote workstation: 

1 . Open a World Wide Web (WWW) browser. 

2. Type the address of the HAFM appliance in the Location (or Address) box 
on the browser, then press Enter. 

Obtain the HAFM appliance address from your network administrator 

The HP Storage Works HAFM remote client installation screen displays. 
Figure 111 shows the upper portion of this page. 
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Figure 111: Remote Client Installation screen 

3. On the page, click Begin Windows Installation to begin the installation 
process. If you have read the security agreement information and wish to 
continue, click Yes. The HP High Availability Fabric Manager Available 
Installers page displays, as shown in Figure 112. 



HA-Fabric Manager User Guide 



253 



Configuring Remote Workstations 













j Fta &» 


We* fjv-rtn Todi Ht* 






■ 




•0 - 1*1 ^ ilp*-* 




- r . B • 




•CT-- ; 


on 










hp StcrcgeWork* 
ha-fabric manager 



HP HAFM 



Avails Sis In »1a Iter* 



Platform ineludt* Java VM In* [motion* 

Jl Windows Downbad b View 

Figure 1 1 2: Available Installers page 

4. On the HP High Availability Fabric Manager Available Installers page, 
click Download. The File Download dialog box displays, as shown in 
Figure 113. 
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Figure 113: File Download dialog box 

5. Click Open. The system begins downloading the HAFM installer. When the 
download is complete, the Introduction screen displays. 
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6. Click Next. At any time, you may return to the previous page by clicking 
Previous or quit the Installer by clicking Cancel. The License Agreement 

screen displays,. 

7. If you have read the license agreement and agree to accept the terms, click I 
accept the terms of the License Agreement. 

8. Click Next. The Important Information screen displays,. 

9. Click Next. The Choose Install Folder screen displays. 

10. Select a folder on the remote workstation in which to store the HAFM 
software. You can accept the default location, type in the path to a new 
location, or click Choose to browse for an appropriate location. Click Restore 
Default Folder to change the location back to the default folder. 

11. Click Next. 

If the HAFM is already installed on the system, you are prompted to uninstall 
the existing version. If you want to uninstall the existing software, click Yes 
and press Next. When the Uninstall HAFM window displays, click Uninstall. 
When the Uninstall Complete screen displays, click Quit. 

The Choose Shortcut Location screen displays. 

12. Select a shortcut location. The options for the location of HAFM icons are: 

■ In a new Program Group — Adds a new program group on the Start 
menu for the HAFM. 

■ In an existing Program Group — Enables you to choose from existing 
program groups on the Start menu for the HAFM. 

■ In the Start Menu — Puts the HAFM icon on the initial Start menu. 

■ On the Desktop — Puts the HAFM icons on the Windows desktop. 

■ Other — Enables you to choose any location on your hard drive or 
network for the HAFM files. 

■ Don't create icons — Prevents the installation from creating an icon for 
the HAFM. 

The Create Icons for All Users check box can be enabled for some of the 
shortcut options but not all. If the check box is enabled, the appropriate 
HAFM icons are placed on the desktop and in the Programs folder of every 
Windows user. If the check box is cleared, the icons are created only for the 
current user and are not visible for other user IDs. 

13. Click Next to begin the installation. The Pre-Installation Summary screen 
displays. 
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14. Review the installation information and click Install. 

The progress of the installation is tracked on the Installing HP 
Storage Works HAFM screen. 

When the installation is complete, the Install Complete dialog box displays. 

15. Click Done to close the Install Complete dialog box. 

Running the High Availability Fabric Manager 

1. If you chose icons to be created in step 12 of the installation procedure, access 
the icon installed in the windows Start menu or desktop to run HAFM. 

2. If you did not create any icons in step 12 of the installation procedure, access 
the HAFM folder (default location: <Install_Home>/bin/ ) . 

3. Double-click the file HAFM_coo . bat to run the HAFM program. 
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Configuring Solaris Systems 

This section describes the procedures for installing HAFM on a remote Solaris 
workstation. 

Requirements 

The download and installation process requires the use of a workstation with the 
following minimum system requirements: 

■ Solaris version 7.0 

■ UltraSPARC-Hi processor 

■ 512 megabyte (MB) random access memory (RAM) memory 

■ 350 MB available disk space 

■ Video card supporting 256 colors at 800 x 600 resolution 

■ Network connection 

■ Internet browser, such as Microsoft Internet Explorer (version 4.0 or later) or 
Netscape Navigator (version 4.6 or later) 

Newer versions of the HAFM or Element Managers installed on the HAFM 
appliance automatically download when the remote clients log in to the appliance. 

Installation Procedure 

To install the HAFM on a remote workstation: 

1 . Open a World Wide Web (WWW) browser. 

2. Type the address of the HAFM appliance in the Location (or Address) field 
of the browser, then press Enter. 

Obtain the HAFM appliance address from your network administrator 

The HP Storage Works HAFM page displays. Figure 111 illustrates a partial 
page with the Windows installation section. 

3. On the page, click Begin Solaris Installation to begin the installation 
process. If you have read the security agreement information and wish to 
continue, click Yes. The HP High Availability Fabric Manager Available 
Installers page displays, as shown in Figure 112. 
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4. On the HP High Availability Fabric Manager Available Installers page, 
click Download. The File Download dialog box displays, as shown in 
Figure 113. 

5. Click Open. The system begins downloading the HAFM installer. When the 
download is complete, the Introduction screen displays. 

6. Click Next. At any time, you may return to the previous page by clicking 
Previous or quit the Installer by clicking Exit. The License Agreement 

screen displays. 

7. If you have read the license agreement and agree to accept the terms, click I 
accept the terms of the License Agreement. 

8. Click Next. The Important Information screen displays. 

9. Click Next. The Choose Install Folder screen displays. 

10. Choose a folder on the remote workstation in which to store the HAFM 
software. You can accept the default location, type in the path to a new 
location, or click Choose to browse for an appropriate location. Click Restore 
Default Location to change the location back to the default. 

11. Click Next. The Choose Shortcut Location screen displays. 



Note: If the HAFM is already installed on the system, you are prompted to uninstall 
the existing version of the HAFM. If you want to uninstall the existing software, click 
Yes and press Next. In the Uninstall High Availability Fabric Manager window, click 
Uninstall. When the uninstallation process is done, click Quit. 



12. Select a shortcut location. The options for the location of HAFM links are: 

■ In your home folder — Adds a new program group on the Start menu for 
the HAFM. 

■ Other — Enables you to choose any location on your hard drive or 
network for the HAFM files. 

■ Don't create links — Prevents the installation from creating a link for the 
HAFM. 

13. Click Next to begin the installation. The Pre-Installation Summary screen 
displays. 

14. Review the installation information and click Install. 
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The progress of the installation is tracked on the Installing HP 
Storage Works HAFM screen. 

15. If desired, enable the Start the High Availability Fabric Manager check 
box to immediately open the HAFM. Click Done to close the Install 
Complete dialog box. 

Running the High Availability Fabric Manager 

Run the HAFM program from the directory in which you saved it (the default is a 
subdirectory named HAFM in your home directory). 

1. In the Terminal window, type cd HAFM. 

2. Press Enter. 

3. Then type HAFM_Manager. 

4. Press Enter. The HAFM application opens. 
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Configuring HP-UX, AIX, and Linux Systems 

This appendix describes the procedures for installing the HAFM on a remote 
HP-UX, AIX, or Linux workstation. 



Note: The figures in this appendix show Netscape Navigator as the internet browser; 
however, you can also use Microsoft Internet Explorer for this installation procedure. 



Requirements 

The download and installation process requires the use of a PC with the following 
minimum system requirements: 

■ Operating system (one of the following): 

— HP-UX 11.0a 

— AIX minimum version 4.3.3 

— Red Hat 7.3 

■ Processor: 

— 400 MHz HA PA-RISC 

— 333 MHz Power3-II 

— 1 GHz Intel Pentium III 

■ 512 MB RAM 

■ 350 MB disk space 

■ Video card supporting 256 colors at 800 x 600 resolution 

■ Ethernet network adapter 

■ Java-enabled Internet browser, such as Microsoft Internet Explorer (version 
4.0 or later) or Netscape Navigator (version 4.6 or later) 

Newer versions of the HAFM or Element Managers installed on the HAFM 
appliance automatically download when the remote clients log in to the HAFM 
appliance. 
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Installation Procedure 

1. Open a Terminal window by choosing Terminal from the Personal 
Applications subpanel. 

2. At the prompt (#), type netscape. Press Enter. 
The Netscape browser opens. 

3. Type the address of the HAFM appliance in the Location (or Address) field 
of the browser, then press Enter. 

Obtain the HAFM appliance address from your network administrator 

The HP Storage Works HAFM page displays. Figure 111 illustrates a partial 
page with the Windows installation section. 

4. Read the instructions for your operating system. 

If a reference to fixes is made, click the hyperlink and verify that your system 
is up-to-date. 

5. On the page, click Begin HP-UX Installation/Begin AIX Installation 
/Begin Linux Installation to begin the installation process. If you have read 
the security agreement information and wish to continue, click Yes. The HP 
High Availability Fabric Manager Available Installers page displays, as 
shown in Figure 112. 

6. On the HP High Availability Fabric Manager Available Installers page, 
click Download. The File Download dialog box displays, as shown in 
Figure 113. 

7. Click Open. The system begins downloading the HAFM installer. When the 
download is complete, the Introduction screen displays. 

8. A Save As dialog box displays automatically with the default filename 
hpClientlnstall .bin. Change the filename to: 
/home/hpClientlnstall .bin. Click OK. The software download 
begins. 

9. Close the Netscape window. 

10. In the Terminal window, type cd home. Press Enter. Then type 
sh hpClientlnstall . bin. Press Enter. When the download is 
complete, the Introduction screen displays. 

Be aware that there may be a considerable delay. 

1 1 . Click Next. At any time, you may return to the previous page by clicking 
Previous or quit the Installer by clicking Exit. The License Agreement 

screen displays. 
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12. If you have read the license agreement and agree to accept the terms, click I 
accept the terms of the License Agreement. 

13. Click Next. The Important Information screen displays. 

14. Click Next. The Choose Install Folder screen displays. 

15. Choose a folder on the remote workstation in which to store the HAFM 
software. You can accept the default location, type in the path to a new 
location, or click Choose to browse for an appropriate location. Click Restore 
Default Location to change the location back to the default. 

16. Click Next. The Choose Shortcut Location screen displays. 



Note: If the HAFM is already installed on the system, you are prompted to uninstall 
the existing version of the HAFM. If you want to uninstall the existing software, click 
Yes and press Next. In the Uninstall High Availability Fabric Manager window, click 
Uninstall. When the uninstall process is done, click Quit. 



17. Select a shortcut location from this screen. The options for the location of 
HAFM links are: 

■ In your home folder — Adds a new program group on the Start menu for 
the HAFM. 

■ Other — Enables you to choose any location on your hard drive or 
network for the HAFM files. 

■ Don't create links — Prevents the installation from creating a link for the 
HAFM. 

18. Click Next to begin the installation. The Pre-Installation Summary screen 
displays. 

19. Review the installation information and click Install. 

The progress of the installation is tracked on the Installing High Availability 
Fabric Manager screen. 

20. If desired, enable the Start the High Availability Fabric Manager check 
box to immediately open the HAFM. Click Done to close the Install 
Complete dialog box. 
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Running the High Availability Fabric Manager 

Run the HAFM program from the directory in which you saved it. 

1. In the Terminal window, type: 

Cd HAFM 

2. Press Enter. 

3. Type: 

. /HAFM 

4. Press Enter. The HAFM application opens. 
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This appendix provides instructions for updating batch files. It includes: 

■ Configuring the Application to Use Dual Network Cards, page 265 

■ Setting the Zoning Delay, page 266 

■ Specifying a Host IP Address in Multi-NIC Networks, page 267 



Configuring the Application to Use Dual Network Cards 



Issues with client-to-server connectivity can be due to different causes. Some 
examples are: 

■ The computer running the application has more than one network card (NIC) 
installed. 

■ The computer running the application is behind a firewall that performs 
network address translation. 

In order to ensure that clients can connect to the server, edit the HAFM_sc . bat 
file to manually specify the IP address that the server should communicate to its 



1. Open the <Install_Home>\bin\HAFM_sc .bat file using a text editor. 

2. Find the following lines and add the bold text with one space before and after 
the text: 



clients. 



Windows Systems 
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rem HAFM Server 

start %JAVA_HOME%\bin\HAFMServer . exe -server -Xmx512m 
-Xminf.15 -Xmaxf.35 -classpath %CLASSPATH% -Dsmp .Mp .max=512 
-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 
-Dsmp . deployment . pref ix=Server / 

-Djava . rmi . server . hostname=x.x.x.x -Dsmp . zoning= legacy 
-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 
-Dsmp . f lavor=%APP_FLAVOR% Server 

where x.x.x.x is the desired IP address for the appliance 

Setting the Zoning Delay 

Edit the batch file to set the application to configure zoning through either ECC or 
Telnet. If a response is not received within the amount of time specified here, the 
application ends the operation and report that it failed. If the flag is not set, the 
time-out returns to its default setting of 180000 ms (180 sec). 



Note: Setting large zones through Telnet can take a long time for large zone sets— 
approximately six seconds for each zone set. 



Windows Systems 

1. Open the <Install_Home>\bin\HAFM_sc .bat file using a text editor. 

2. Find the following lines and add the bold text with one space before and after 
the text: 

rem HAFM Server 

start % JAVA_HOME% \bin\HAFMServer . exe -server -Xmx512m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH% -Dsmp . Mp .max=512 

-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 

-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 

-Dsmp . f lavor=%APP_FLAVOR% Server 

3. Edit the -Dsmp . zoning . wait . timeout entry. Be sure to add a space 
after your entry. 

4. Save and close the file. 
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Specifying a Host IP Address in Multi-NIC Networks 

In a network that has two or more NICs, the local host IP returns one of the IPs 
known to the system. To specify which IP is returned, edit the 
Dsmp . server . edipaddress variable to instruct the Trap Event Distributor 
to use a specific IP address. 

Windows Systems 

1. Open the <Install_Home>\bin\HAFM_sc . bat file using a text 
editor. 

2. Edit the following lines: 

rem HAFM Server 

start % JAVA_HOME% \bin\HAFMServer . exe -server -Xmx512m -Xminf.15 

-Xmaxf.35 -classpath %CLASSPATH% -Dsmp . Mp .max=512 

-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 

-Dsmp . deployment . pref ix=Server / -Dsmp . zoning=legacy 

-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 

-Dsmp . f lavor=%APP_FLAVOR% Server 

to read: 

rem HAFM Server 

start % JAVA_HOME% \bin\HAFMServer . exe -server -Xmx512m -Xminf.15 
-Xmaxf.35 -Xincgc -classpath %CLASSPATH% -Dsmp . Mp .max=512 
-Dsmp . autodiscovery=f alse -Dsmp .mpi . test 
-Dsmp . deployment . pref ix=Server / 

-Dsmp . server . edipaddress=x, x, x, x -Dsmp . zoning=legacy 
-Dsmp . zoning .wait . timeout=180000 -Dsmp . webserver 
-Dsmp . f lavor=%APP_FLAVOR% Server 

where x.x.x.x is the desired IP address. 
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This appendix provides useful reference information. 

■ Compatibility with Other Applications, page 270 

■ Icon Legend, page 27 1 

■ Zoning Naming Conventions, page 275 

■ Event Management, page 276 

■ Writing Event Management Macros, page 284 

■ Keyboard Shortcuts, page 287 
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Compatibility with Other Applications 

The application is designed to operate smoothly with other Enterprise applications 
and network-monitoring programs. Because this application has fully 
configurable SNMP trap listening and forwarding functions, it can act as a 
primary or secondary network manager. It can listen for trap events on any port 
and can forward traps to other network management software, enabling easy 
integration into existing systems. 

By default, the application is configured to listen for traps on the standard port, 
162. Only one software application can control a TCP/IP port at a given time. If 
the application is not the primary network management tool and you plan to run 
the application on the same computer, you may need to reconfigure the 
application to listen for traps on a different port. For instance, if the primary 
network management software is configured to listen for traps on port 162 and 
forward them on port 3000, reconfigure the application to listen for traps on port 
3000. 
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Icon Legend 

Various icons are used to illustrate devices and connections in a SAN. The 
following tables list icons that display on the Physical Map. 

Product Icons 

The following table lists the SAN product icons that display on the topology. 
Some of the icons shown in Table 22 only display when certain features are 
licensed. In the case of HP devices, if another appliance is managing a HP device, 
the Generic HP icon displays. 

Table 22: Product Icons 



Icon Description 


Icon Description 


Host Bus Adapter 
(HBA) 


i 


k Network Attached 
J Storage (NAS) 


Switch 


Storage 


Bridge 


Hub 

O 


Unknown 


^ Tape 


fcip FCIP Bridge or 
^ Gateway 


33 Loop 


iscsi iSCSI Bridge or 
f j Gateway 




^ appliance 


HP StorageWorks 
Edge Switch 2/16 


HP StorageWorks 
Edge Switch 2/32 


HP StorageWorks 
Edge Switch 2/24 


Generic HP 
StorageWorks 
"^""^ Switch or Director 


HP StorageWorks 
[^g Director 2/64 


HP StorageWorks 
|^ Director 2/140 
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Product Status Icons 



Table 23: Product Status Icons 



Icon 


Status 


No icon 


Operational 


A 


Degraded 


> 


Failed 


□ 


Unknown/Offline 



Event Icons 

Table 24: Event Icons 



Icon 


Description 




Informational 




Warning 


0 


Fatal 



Band Information Status Icons 



Table 25: Band Information Status Icons 



Icon 


Out-of-Band 


In-Band 


Icon 


Out-of-Band 


In-Band 




Present 


Not Present 




Present 


Present 




Failed 


Not Present 


# 


Present 


Failed 




Not Present 


Present 




Failed 


Present 




Not Present 


Failed 




Failed 


Failed 



Planned Device Icons 

Icons of planned devices illustrate the device being unpacked from a box. 
Table 26 illustrates the planned icons for various devices. 
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Table 26: Planned Device Icons 



Group Icons 



Icon 


Description 


Icon Description 


-% 


Planned Host Bus Adapter 
(HBA) 




Planned Network Attached 
Storage (NAS) 




Planned Switch 


1 V 


Planned Storage 




Planned Hub 




Planned Tape 




Planned Bridge 




Planned Unknown Device 




Planned JBOD 




Planned appliance 


Table 27: Group Icons 


Icon 


Description 


Icon 


Description 


^| 


Host 




Isolated Group 


fil 


Switch 




Bridge 




Loop 




Fabric 



Connections 



Switch PortO Switch Port 31 
1 000030083A010AD 1 000 080 088 AO E0 10 

Switch Group 
Switch 



Figure 114: Online connection with online devices 
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■ 




11 




w ■ ■ 










Switch Group 










Host Group 







Figure 115: Offline connection and offline loop and storage device 



Note: In Figure 1 16, gray lines on the HBA indicate no activity on those connections. 



SW2100 b c 



Switch Group 
sw2100_b_C 



Figure 116: Connection performance as displayed on Physical Map 




Figure 117: Switch on Topology showing ports 
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Zoning Naming Conventions 

The following naming rules apply for zone names and zone set names: 

■ Names must begin with alphabetic characters, but may be followed by 
alphanumeric characters or underscores. 

■ Names must be unique and are case insensitive. 

■ Names cannot include spaces. 

■ Names cannot begin with "SANav_". This prefix is reserved. 

■ Character limit: 57 characters. 

■ No duplicate names are allowed across the zone libraries or between zones 
and zone sets. 
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Event Management 

Event Management enables you to specify triggers and actions to automate tasks. 
For example, you can set an event trigger to fire at a certain time and day 
(everyday at noon) and associate the action of sending an e-mail message. 

Event Trigger Properties 

Refer to the information in this section for descriptions of the properties you can 
set for event triggers. 

SNMP Trap Event Properties 



SNMP trap events occur when the appliance receives an SNMP trap. 

Event Property 

Table 28: Event Property 



Property 


Description 


IP Address 


Device's IP address. 


Node Name 


Device's world-wide name. 


Port Name 


Port's world-wide name. 


Source 


The cause of the event (for example, user ID or device label). 


Description 


Event description (for example, Out-of-band offline). 


Event Level 


The severity of the event (for example, informational). 


Device Property 

The properties of a device in the SAN. 
Table 29: Device Property 


Property 


Description 


Label 


Device's label, as shown on the Physical Map. 


Name 


Device's name, as specified in the Properties dialog box. 


Device Type 


Type of device (for example, HBA). 


Node Name 


Device's world-wide name. 


IP Address 


Device's IP address. 


Vendor 


Device's vendor. 
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Table 29: Device Property (Continued) 



Property 


Description 


Model 


Device's model. 


OdIUI INUI1IUCI 


riov/ifo' c conn nnmnor 


Port Count 


Device's port count. 


Firmware 


Device's firmware level. 


Comments 


User-entered comments. 


Textl through 
Text4 


User-entered values. 


Device Status 


Device's availability (online/offline). 



System Property Set 

The properties of the operating system and the appliance. 
Table 30: System Property Set 



Property 


Description 


Admin Client Count 


Number of administrator clients logged in to the SAN. 


Client Count 


Number of clients logged in to the SAN. 


Discovery Off 


Specifies whether discovery is turned on. 


Event Notification Off 


Specifies whether event notification is turned on. 


Free Memory 


Available physical memory. 


IP Address 


Appliance's IP address. 


VM Name 


Name of the Java Virtual Machine. 


VM Vendor 


Vendor of the Java Virtual Machine. 


VM Version 


Version of the Java Virtual Machine. 


OS Architecture 


Operating system architecture. 


OS Name 


Operating system name. 


OS Version 


Operating system version. 


Server Name 


Name of the appliance. 


Subnet Mask 


Discovered subnet mask. 


Total Memory 


Total physical memory. 


Trap Forwarding Off 


Specifies whether trap forwarding is enabled. 
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Table 30: System Property Set (Continued) 



Property 


Description 


Region 


The region of the world where the user is located. 


Time Zone 


User's time zone. 


User Count 


Number of users. 



Performance Event Properties 

Performance events occur when the performance at a switch port crosses a 
user-defined threshold. 

Event Property Set 

Table 31 : Event Property Set 



Property 


Description 




Threshold Type 


Performance threshold type (for example, high critical). 


Measure Type 


Performance measurement units. 


Port Number 


Port number that encountered an event. 


IP Address 


IP address of the device that encountered an event. 


Source 


Label of the device where the event occurred. 


Node Name 


World-wide name of the device that encountered an 
event. 


Port Name 


World-wide name of the port that encountered an event. 


Description 


Description of the performance event. 


Event Level 


Severity level. 


Device Property Set 

The properties of a device in the SAN. 
Table 32: Device Property Set 


Property 


Description 




Label 


Device's label, as shown on the Physical Map. 


Name 


Device's name, as specified in the Properties dialog box. 


Device Type 


Type of device (for example, HBA). 


Node Name 


Device's world-wide name. 
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Table 32: Device Property Set (Continued) 



Property 


Description 


IP Address 


Device's IP address. 


Vendor 


Device's vendor. 


Model 


Device's model. 


Serial Number 


Device's serial number. 


Port Count 


Device's port count. 


Firmware 


Device's firmware level. 


Comments 


User-entered comments. 


Textl through Text4 


User-entered values. 


Device Status 


Device's availability (online/offline). 


System Property Set 




The properties of the platform and the appliance. 


Table 33: System Property Set 


Property 


Description 


Admin Client Count 


Number of administrator clients logged in to the SAN. 


Client Count 


Number of clients logged in to the SAN. 


Discovery Off 


Specifies whether discovery is turned on. 


Event Notification Off 


Specifies whether event notification is turned on. 


Free Memory 


Available physical memory. 


IP Address 


Appliance's IP address. 


VM Name 


Name of the Java Virtual Machine. 


VM Vendor 


Vendor of the Java Virtual Machine. 


VM Version 


Version of the Java Virtual Machine. 


OS Architecture 


Operating system architecture. 


OS Name 


Operating system name. 


OS Version 


Operating system version. 


Server Name 


Name of the appliance. 


Subnet Mask 


Discovered subnet mask. 


Total Memory 


Total physical memory. 
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Table 33: System Property Set (Continued) 



Property 


Description 


Trap Forwarding Off 


Specifies whether trap forwarding is enabled. 


Region 


The region of the world where the user is located. 


Time Zone 


User's time zone. 


User Count 


Number of users. 


rent Properties 

User action events occur when you change a setting in the appliance. 

Event Property Set 

Table 34: Event Property Set 


Property 


Description 


Description 


Description of the performance event. 


Source 


User ID of the user who performed the action. 


IP Address 


IP address of the client from which the action was taken. 


Node Name 


World-wide name of the device that encountered an 
event. 


Port Name 


World-wide name of the port that encountered an event. 


Event Level 


Severity level of the event (always informational). 


System Property Set 

The properties about the platform and the appliance. 
Table 35: System Property Set 


Property 


Description 


Admin Client Count 


Number of administrator clients logged in to the SAN. 


Client Count 


Number of clients logged in to the SAN. 


Discovery Off 


Specifies whether discovery is turned on. 


Event Notification Off 


Specifies whether event notification is turned on. 


Free Memory 


Available physical memory. 


IP Address 


Appliance's IP address. 


VM Name 


Name of the Java Virtual Machine. 
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Table 35: System Property Set (Continued) 



Property 


Description 


VM Vendor 


Vendor of the Java Virtual Machine. 


VM Version 


Version of the Java Virtual Machine. 


OS Architecture 


Operating system architecture. 


OS Name 


Operating system name. 


OS Version 


Operating system version. 


Server Name 


Name of the appliance. 


Subnet Mask 


Discovered subnet mask. 


Total Memory 


Total physical memory. 


Trap Forwarding Off 


Specifies whether trap forwarding is enabled. 


Region 


The region of the world where the user is located. 


Time Zone 


User's time zone. 


User Count 


Number of users. 



User Property Set 

The properties of a user. 
Table 36: User Property Set 



Property 


Description 


ID 


The user ID of the user who performed the action. 


Role 


The access level of the user who performed the action (for 
example, Admin or Browse). 


Clients For This User 


The number of client sessions open for the specified user. 



Device State Event Properties 

Device state events occur when a device or connection goes online or offline. 
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Event Property Set 

Table 37: Event Property Set 



Property 


Description 


Device Status 


Status of the device (online or offline). 


Discovery Type 


In-band or out-of-band discovery. 


Element Type 


A device status event or a link status event. 


Source 


Label of the device that encountered an event. 


IP Address 


IP address of the device that encountered an event. 


Node Name 


World-wide name of the device that encountered an 
event. 


Port Name 


World-wide name of the port that encountered an event. 


Description 


Description of the event. 


Event Level 


Severity level of the event. 


Device Property Set 




The properties about a device in the SAN. 


Table 38: Device Property Set 


Property 


Description 


Label 


Device's label, as shown on the Physical Map. 


Name 


Device's name, as specified in the Properties dialog box. 


Device Type 


Type of device (for example, HBA). 


Node Name 


Device's world-wide name. 


IP Address 


Device's IP address. 


Vendor 


Device's vendor. 


Model 


Device's model. 


Serial Number 


Device's serial number. 


Port Count 


Device's port count. 


Firmware 


Device's firmware level. 


Comments 


User-entered comments. 


Textl through Text4 


User-entered values. 


Device Status 


Device's availability (online/offline). 
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System Property Set 

The properties about the platform and the appliance. 
Table 39: System Property Set 



Property 


Description 


A 1 * /— 1 • , /— , 

Admin Client Count 


kl ( f 1 * * J. J. 1*1.1 1*1 J.I C A k I 

Number ot administrator clients logged in to the bAN. 


Client Count 


kl j f 1 • i 1 1 ' i i 1 C A k 1 

Number ot clients logged in to the bAN. 


rv r\LL 

Discovery Ott 


bpecities whether discovery is turned on. 


Event Notification Off 


bpecities whether event notification is turned on. 


Free Memory 


A 'III 1 1 

Available physical memory. 


in A 1 I 

IP Address 


A 1* /mil 

Appliance s lr address. 


VM Name 


kl f 1 1 1 \ /■ i 111 1* 

Name ot the Java Virtual Machine. 


VM Vendor 


\ / 1 f il 1 \ /• i 1 i 1 1* 

Vendor ot the Java Virtual Machine. 


VM Version 


W * f il | Wj. | U I' 

Version ot the Java Virtual Machine. 


/"—>,(-• A I'll 

Ob Architecture 


Operating system architecture. 


/^C K 1 

Uo Name 


Operating system name. 


OS Version 


Operating system version. 


Server Name 


Name of the appliance. 


Subnet Mask 


Discovered subnet mask. 


Total Memory 


Total physical memory. 


Trap Forwarding Off 


Specifies whether trap forwarding is enabled. 


Region 


The region of the world where the user is located. 


Time Zone 


User's time zone. 


User Count 


Number of users. 
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Writing Event Management Macros 

You can write macros for Event Management to add relevant data to the action 
phrases. The following actions allow macros: 

■ email 

■ Launch 

■ Log 

■ Message 

When you right-click near the cursor in a text area, a menu of the context property 
sets displays. Select one of the choices to see a list of the context properties 
available. Select one of the properties to insert a bracketed macro at the cursor. 

When the trigger fires, the values for the context properties that you selected are 
inserted into the text in place of the macro. Write the text in such a way that you 
know what the value is since the property name is not inserted along with the 
value. Example: "The device labeled ${PROPlabel} has come back online. Its 
Node Name is ${PROPnodename}. 



Note: Actions that are triggered by a schedule trigger do not have access to Device 
and Event properties since no device is directly involved in triggering the policy. 



Table 40: Event Context Property Set 



Property 


Description 


Device Status 


Status of the device (online or offline). 


Discovery Type 


In-band or out-of-band discovery. 


Element Type 


A device status event or a link status event. 


Threshold Type 


Performance threshold type (for example, high critical). 


Measure Type 


Performance measurement units. 


Port Number 


Port number that encountered an event. 


IP Address 


IP address of the device that encountered an event. 


Source 


Label of the device that encountered an event. 


Node Name 


World-wide name of the device that encountered an event. 
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Table 40: Event Context Property Set 



Property 


Description 


Port Name 


World-wide name of the port that encountered an event. 


Description 


Description of the event. 


Event Level 


Severity level of the event. 



Table 41 : Device Context Property Set 



Property 


Description 


1 L 1 

Label 


rv • ' 1 L 1 l iL dL l h a 

Device s label, as shown on the Physical Map. 


Name 


Device's name, as specified in the Device Properties dialog 
box. 


Device Type 


Type of device (for example, HBA). 


Node Name 


Device's world-wide name. 


IP Address 


Device's IP address. 


Vendor 


Device's vendor. 


Model 


Device's model. 


Serial Number 


Device's serial number. 


Port Count 


Device's port count. 


Firmware 


Device's firmware level. 


Comments 


User-entered comments. 


Textl through Text4 


User-entered values. 


Device Status 


Device's availability (online/offline). 


Table 42: TIME Context Property Set 


Property 


Description 


MM:dd:hh:mm:ss 


Specifies date and time by month, day, hour, minute, and 
second. 


hh:mm:ss 


Specifies the time by hour, minute, and second. 


raw 


Specifies the time, in milliseconds, since Jan 1, 1970 UTC. 
For example, 1027966562386. 


<User-defined> 


This format comes from the Java SimpleDateFormat class. 
Refer to http://java.sun.eom/j2se/l .3/docs/api/ for 
additional information. 
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Table 43: User Context Property Set 



Property 


Description 


ID 


The ID of the user who performed the action. 


Role 


The access level of the user who performed the action (for 
example, Admin or Browse). 


Clients For This User 


The number of client sessions open for the specified user. 


Table 44: System Context Property Set 


Property 


Description 


Admin Client Count 


Number of administrator clients logged in to the SAN. 


Client Count 


Number of clients logged in to the SAN. 


Discovery Off 


Specifies whether discovery is turned on. 


Event Notification Off 


Specifies whether event notification is turned on. 


Free Memory 


Available physical memory. 


IP Address 


Appliance's IP address. 


VM Name 


Name of the Java Virtual Machine. 


VM Vendor 


Vendor of the Java Virtual Machine. 


VM Version 


Version of the Java Virtual Machine. 


OS Architecture 


Operating system architecture. 


OS Name 


Operating system name. 


OS Version 


Operating system version. 


Server Name 


Name of the appliance. 


Subnet Mask 


Discovered subnet mask. 


Total Memory 


Total physical memory. 


Trap Forwarding Off 


Specifies whether trap forwarding is enabled. 


Region 


The region of the world where the user is located. 


Time Zone 


User's time zone. 


User Count 


Number of users. 



■ EXEC Context Property Set — Executes the command that is contained in 
the macro, then replaces it with the output of that command. 
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■ FILE Context Property Set — Inserts the contents of the file whose path and 
file name you specify in the macro. 

Keyboard Shortcuts 

You can use the keystrokes shown in Table 45 to perform common functions. 



Note: To open a menu using keystrokes, press ALT + the underlined letter. To open a 
submenu, release the ALT key first, then press SHIFT + the key for the underlined letter 
of the submenu option. 



Table 45: Keyboard Shortcuts 



Menu Item or Function 


Keyboard Shortcut 


All Ps-msJr 

All raneis 


r I z 


C r\\\r\ r\ccs A 
^wUMUpbc /All 


CTRI -i- 1 

V». 1 l\L T L 


Copy 


CTRL + C 


Cut 


CTRL + X 


Delete 


Delete 


Delete All 


CTRL +Delete 


Expand All 


CTRL + E 


Help 


Fl 


Insert Devices 


CTRL +D 


New Plan 


CTRL + N 


Open Plan 


CTRL + O 


Paste 


CTRL + V 


Product List 


F9 


Properties 


CTRL + P 


Master Log 


F5 


Select All 


CTRL + A 


Select Connections 


CTRL + T 


Event Management 


Fll 
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Table 45: Keyboard Shortcuts (Continued) 



Menu Item or Function 


Keyboard Shortcut 


View Selected Device's Ports 


F4 


View Physical Map 


F7 


View Utilization Connections 


CTRL + U 



288 



HA-Fabric Manager User Guide 



1 U appliance 
accessing 48 
login 48 

A 

access 

assigning 57 

changing 58 

removing 59 
access levels, defined 64 
accessing 

1 U appliance 48 
accessing, remote HAFM appliances 51 
actions, adding to rules 131 

e-mail 138 

export 1 39 

launch 141 

log 142 

message 143 

pause 144 

sound 145 
activating discovery 70 
activating rules 147 
activating zone sets 197 
active sessions dialog box 62 
active sessions, viewing 62 
active=saved 150 
adding 

appliances 52 

e-mail actions 1 38 

event triggers 1 33 

export actions 1 39 

IP addresses 71 



Index 



launch actions 141 
log actions 142 
message actions 143 
pause actions 144 
scheduling triggers 1 36 
sound actions 145 
trap recipients 1 1 2 
users 57 

zone members 195 

zones 196 
adding actions 131 
adding devices to a plan 176 
adding product list columns 84 
adding trap recipients 76 
adding user groups 64, 67 
admin access, assigning 57, 58 
admin access, description 64 
alerts, clearing ISL alerts 1 10 
appliances 

adding 52 

logging out 53 

removing 53 
arranging device icons 178 
attention, products needing 99 
audience 20 
audit log 

copying from 1 16 

overview 1 14 
authorized reseller, HP 25 

B 

back up and restore 
rack-mount unit 93 
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band information status icons 272 
bridge group icons 273 
bridge icon 

planned 273 
browse access, assigning 57, 58 
browse access, description 64 

c 

call home notification, configuring 1 19 
call home status, determining 40 
changing 

fabric properties 102 

IP addresses 72 

license key 46 

nicknames of fabrics 102 

product list columns 85 

product properties 97 

product types 97 

user accounts 58 

users 58 

view options 79 

zone names 203 

zone set names 203, 204 
clearing ISL alerts 1 10 
clients 

number of 41 
code pages 1 50 
collapsing groups 83 
columns 

changing in product list 85 

creating in product list 84 

removing from product list 85 
community strings 

configuring 72 

reverting to default 73 
comparing zone sets 209 
compatibility, with applications 270 
configure FICON management server dialog 

box 151 
configure menu 

switch binding 157 



configure open systems management server 

dialog box 1 53 
Configure Open Trunking dialog box 162 
configuring 

community strings 72 

event notification 
call home 1 19 
e-mail 118 

planned devices 1 78 

planned ports 1 79 

remote access 61 

trap forwarding 1 1 1 
connecting planned devices 178 
connections 

illustrated 273 

on persisted fabrics 109, 1 10 

status, determining 40 
connections, monitoring utilization 167 
conventions 

document 21 

equipment symbols 22 

text symbols 21 
copying 

zone sets 205 
copying from logs 1 16 
copying rules 146 
corporate intranet 54 
creating 

columns, product list 84 

product list columns 84 

views 79 

zone members 194 

zone sets 1 96 

zones 193 
creating user groups 67 
creating, user accounts 57 
creating, user groups 64, 67 
customizing, product list columns 79 

D 

data 

exporting 89 
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importing 89 
data, exporting 169 
deactivating discovery 70 
deactivating rules 148 
deactivating zone sets 1 99 
default 

TightVNC password 48 

Windows 2000 password 49 

Windows 2000 user name 49 
default community strings 73 
default zones 

disabling 199 

enabling 199 
defaults 

code page 1 50 
degraded icon 272 
deleting 

reports 1 24 

users 59 

zone sets 206 

zones 205 
deleting planned devices 179 
deleting rules 147 
deleting views 82 
determining users 57 
device icons 271 
device state event properties 281 
devices toolbox 1 75 
devices, finding in persisted fabrics 1 1 1 
dialog boxes 

configure FICON management server 151 

configure open systems management server 
153 

Configure Open Trunking 162 

switch binding membership list 157 
disabling default zones 199 
discovery 

issues 222 

out-of-band 69 

overview 69 

turning on and off 70, 74 
disk, exporting to 89 



document 

conventions 21 

related documentation 20 
domain RSCNs 

enterprise fabric mode 161 
duplicating, zone sets 205 

E 

EBCDIC code pages 150 
editing port types 177 
editing rules 146 
editing trap recipients 77 
editing views 82 
editing zone names 203 
Element Manager 

uses 3 1 
e-mail actions, adding 138 
e-mail notification, configuring 1 18 
e-mail, exporting to 89 
enable management server (FICON) 149 
enabling default zones 199 
enterprise fabric mode 160 

configuring 104 

overview 103 
equipment symbols 22 
ethernet events, enabling 1 20 
evaluating plans 1 85 
event log 

copying from 1 16 

overview 37, 1 14 
event management 

event triggers 
adding 133 
overview 130 

mathematical operators 129 

operators 1 29 

relational operators 129 

schedule triggers 
adding 136 
overview 130 

See also rules 

triggers, overview 1 28 
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turning on and off 148 

values 129 
event notification 

configuring 120 
call home 1 19 
email 118 

overview 1 1 8 
event triggers 

adding 133 

adding time limit 1 35 
events 

copying 1 16 

exporting 1 1 5 

filtering 60, 116 

icons 272 

monitoring 1 14 

viewing 1 14 
exec macro components 286 
expanding groups 83 
export actions, adding 139 
exporting 

events 1 1 5 

files 89 

overview 89 
exporting a plan 1 86 
exporting a zone set 201 
exporting performance data 169 

F 

fabric binding 1 54 
adding switches 106 
enterprise fabric mode 160 
online state functions 154 
overview 105 
procedure 105 

fabric group icon 273 

fabrics 

changing nicknames for 102 
changing properties 102 
determining status 40 
determining status of 102 
persisted, determining status 108 



persisting 107 

un persisting 107 

un persisting product 108 
failed icon 272 
feature 

SANtegrity 154 
FICON management server 149 

active=saved 150 

code page 1 50 

configuration procedure 151 

configuring 149, 151 

enable management server 149 

host control 149 

installing 149 

programmed offline state control 150 
file macro components 287 
files 

exporting 89 

importing 89, 91 
files, exporting 1 69 
filtering events 

in master log 116 

per user 60 
finding 

members in zone 207 

products 97 

topics in help 41 

zones in zone set 207 
finding users 68 
firewall configuration 

forcing port in RMI registry 216 

forcing server and client port number 218 

TCP port numbers for RMI 215 
flyovers, turning on and off 88 

G 

generating reports 122 
getting help 25 

ghost products, finding corresponding real 

products 1 1 1 
grouping, overview 83 
groups 
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collapsing 83 
creating for users 64 
determining 68 
expanding 83 
finding users in 68 
icons 273 
overview 83 
removing for users 67 

H 

HAFM 

logging in 
from Linux 55 
from Solaris 55 
from Windows 55 

uninstalling 47 

upgrading 47 
HAFM 8 

login dialog box 49 
HAFM appliance 

name 50, 51, 52 

remote access, managing 54 
HAFM server 

description 34 
help, obtaining 25 
hide routes, overview 101 
High Availability Fabric Manager 

description 31 

login dialog box 49 

password, default 50, 52 

user name, default 50, 52 

uses 3 1 
host bus adapter icon 

planned 273 
host control 149 

host control prohibited field 151, 153 

host group icon 273 

HP 

authorized reseller 25 
storage web site 25 
technical support 25 
HP-UX 



OutOfMemoryError 228 
hub icon 
planned 273 

I 

icons 

band information status 272 
bridge 

planned 273 
bridge group 273 
device 271 
fabric group 273 
host bus adapter 

planned 273 
host group 273 
hub 

planned 273 
isolated group 273 
J BOD 273 
loop group 273 
network attached storage 

planned 273 
persisted fabric 108, 109 
persisted fabrics 108 
planned device 272, 273 
products 271 
server 

planned 273 
storage 

planned 273 
switch 

planned 273 
switch group 273 
tape 

planned 273 
unknown device 

planned 273 
importing 89, 91 
importing a zone set 202 
information bar 40 
insistent domain ID 

enterprise fabric mode 161 
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installing 

license key 45 
intranet, corporate 54 
IP addresses 

adding 71 

changing 72 

removing 72 

ISL 

load balancing 162 
ISLs, clearing alerts 1 10 
isolated group icon 273 

J 

JBOD icon 273 
K 

keyboard shortcuts 287 
L 

languages, code page 150 

launch actions, adding 141 

layout, changing in persisted fabrics 1 10 

license key 

changing 46 

installing 45 

obtaining 44 

retrieving 45 

updating 46 
license, See license key 
life cycle of a SAN 28 
listing zone members 207 
load balancing ISLs 162 
localhost, HAFM appliance name 50, 51, 52 
log actions, adding 142 
log entries, copying 1 16 
log file, location 37 
logging out 53 
logical operators 1 29 
login 

1 U appliance 48 
logs 



exporting 1 1 5 
open trunking 166 
overview 37, 1 14 
viewing 1 14 
loop group icon 273 

M 

macros, writing 284 
main window 34 
management 

SNMP agent 33 

web server 33 
management server 

FICON 149 

configuring 149 
installing 149 

open systems 1 52 
managing reports 122 
managing users, overview 57 
map area 34 
master log 

copying from 1 16 

filtering 1 16 

icons 272 

illustrated 37 

location 37 

overview 37 
members, finding in zones 207 
merging, persisted fabrics 1 10 
message actions, adding 143 
minimap 

attaching 39 

detaching 39 

overview 39 

resizing 39 
minus icon, persisted fabrics 109 
mode 

enterprise fabric 1 60 
monitoring 

connection utilization 167 

port performance 171 

switch performance 168 
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monitoring events 1 14 

N 

naming conventions 275 
network address 

current user, viewing 62 
network attached storage icon 

planned 273 
new features, ordering 47 
notifications 

configuring call home 1 19 

configuring e-mail 1 18 

overview 1 1 8 

o 

offline icon 272 

online help, searching 41 

open systems management server 152 

configuring 153 
Open Trunking feature 162 

dialog box 162 

enabling and configuring 162 
Open Trunking feature, log 166 
operating systems for remote workstations 54 
operational icon 272 
operators, logical 129 
ordering upgrades 47 
out-of-band discovery, overview 69 

P 

password 

default TightVNC 48 

default Windows 2000 49 
password, default 50, 52 
pasting events from logs 1 1 6 
pause actions, adding 144 
performance data 

storing 169 

viewing 169 
performance event properties 278 
performance thresholds, setting 171, 172 



persisted fabrics 
clearing alerts 1 10 

connection status, determining 109, 1 10 
determining status 108 
finding devices in 1 1 1 
icon 108, 109 
icons 108 

layout changes 1 10 

merging 1 10 

minus icon 109 

plus icon 109 

principal switches in 1 10 

splitting 110 
persisting fabrics 107 
physical map 

exporting 89 

zooming in 87 

zooming out 87 
plan 

adding devices to 176 

arranging devices 178 

configuring 178, 179 

connecting devices 178 

deleting devices 1 79 

devices, showing as installed 178 

evaluating 185 

exporting 186 

opening 176 

printing 188 

rules 

configuring 184 

file location 180, 184 

keywords 183 

overview 180 

setting 184 

writing 180 
saving 186 
starting new plan 175 
planned device icons 272, 273 
planned devices 
adding 176 
arranging 178 
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configuring 178 
connecting 178 
deleting 179 
planning 

devices, showing as installed 178 

evaluating 185 

new SAN 1 75 

opening a plan 1 76 

rules 

configuring 184 
file location 180, 184 
keywords 183 
overview 180 
setting 184 
writing 180 
saving 186 
planning rules 
configuring 184 
file location 180, 184 
keywords 183 
overview 180 
setting 184 
writing 180 
platforms for remote workstations 54 
plus icon, persisted fabrics 109 
policy engine 

macros, writing 284 
properties 
device state event 281 
performance event 278 
SNMP trap 276 
user action event 280 
writing macros 284 
polling client 212 

configure for faster logins 21 2 
force client to be polling 212 
forcing all clients as polling 213 
port types, editing 177 
ports, configuring 179 
ports, editing types 177 
ports, monitoring performance 171 
principal switches 



in persisted fabrics 1 10 
principal switches, in persisted fabrics 1 10 
printing a plan 1 88 
product list 

changing columns 85 

creating columns 84 

customizing columns 79 

exporting 89 

overview 36 

removing columns 85 

viewing 36 
product manager 

non-English language support 150 
product state log 

copying from 1 16 

overview 1 1 4 
product status icons 272 
product status, determining 98 
products 

changing properties 97 

changing types 97 

determining problems 99 

determining status 98 

finding 97 

finding in persisted fabrics 1 1 1 

icons 271 

searching for 97 

status icons 272 

status, determining 40 

un persisting 108 
programmed offline state control 150 
properties 

viewing for zone sets 206 

viewing for zones 206 
properties, device route 101 

R 

rack stability, warning 24 
related documentation 20 
remote access 61 
managing 54 
remote HAFM appliances, accessing 51 
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remote users, maximum 54 
remote workstations 
configuring 

AIX systems 260 

HP-UX systems 260 

Linux systems 260 

Solaris systems 257 

Windows systems 251 
installation 

AIX systems 261 

HP-UX systems 261 

Linux systems 261 

Solaris systems 257 

Windows systems 252 
installing software on 55 
requirements 54 

AIX systems 260 

HP-UX systems 260 

Linux systems 260 

Solaris systems 257 

Windows systems 252 
removing 

appliances 53 
IP addresses 72 
members from zone 197 
trap recipients 1 1 2 
users 59 
zone sets 206 
zones 197 
removing trap recipients 77 
removing, product list columns 85 
renaming 

zone sets 203, 204 
zones 203 
reports 

deleting 124 
exporting 89 
generating 1 22, 229 
importing 91 
overview 122 
viewing 123 
reports, viewing performance 169 



rerouting delay 

enterprise fabric mode 160 
retrieving license key 45 
routers, blocked broadcast request 223 
routes 

hiding 101 
showing 99 
viewing 101 
rules 
actions 
export 1 39 
launch 141 
log 142 
message 143 
pause 144 
sound 145 
activating 147 
copying 146 
deactivating 148 
deleting 147 
editing 146 

e-mail actions, adding 138 
event triggers 

adding 133 

overview 1 30 

s 

SAN files 

exporting 89 

importing 91 
SANtegrity feature 154 

fabric binding 154 
SANtegrity features 

switch binding 155 
saving a plan 1 86 
saving, performance data 169 
schedule triggers, adding 136 
searching 

for members in zone 207 

for products 97 

for zones in zone sets 207 

online help 41 
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selecting view 83 
server icon 

planned 273 
server name, determining 41 
servers 

determining name 41 

determining status 40 

sessions 62 
service, requesting 99 
session log 

copying from 1 1 6 

overview 1 1 4 
session, definition of 54 
sessions 

specifying 61 

viewing 62 
setting performance thresholds 171, 172 
shortcuts 287 
show routes 

overview 99 

procedure 100 

requirements 99 
showing levels of detail, physical map 87 
showing levels of detail, product list 86 
SNMP 

introduction 33 
snmp agent 

configuring 75 

overview 75 

turning off 76 

turning on 76 
SNMP trap event properties 276 
sound actions, adding 145 
specifying remote access 61 
splitting persisted fabrics 1 10 
status bar 40 

status, determining for fabric 102 
storage icon 

planned 273 
storing, performance data 169 
switch binding 155, 160 

enable and disable 156 



membership list 1 57 

online state functions 158 

zoning function 1 59 
switch binding membership list dialog box 157 
switch clock alert mode 149 
switch clock alert mode field 151 
switch group icon 273 
switch icon 

planned 273 
switch, monitoring performance 168 
symbols in text 21 
symbols on equipment 22 

T 

tape icon 

planned 273 
technical support, HP 25 
text symbols 21 
TightVNC 

default password 48 
time limits, specifying 135 
time macro components 285 
toolbar, description 36 
toolbox 175 
toolbox, description 41 
topology, See physical map 
trap forwarding, configuring 1 1 1 
trap recipients 

adding 76, 112 

configuring 75 

editing 77 

overview 75 

removing 77, 1 1 2 
triggers 128 

event 1 30 

schedule 130 
troubleshooting 

.license setup 228 

address issues 226 

discovery issues 222 

HP-UX error 228 

import issue 227 
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installation issue 228 

mapping loop to hub 228 

product issues 225 

report generation 229 

report hyperlinks 228 

server startup issue 227 

server-client communication issue 227 

serverinit.txt setup 228 

Windows service issue 228 
trunking feature 162 

dialog box 162 

enabling and configuring 162 

log 166 
turning off discovery 74 
turning on discovery 74 

u 

uninstalling 
HAFM 47 

United States/Canada 00037 code page 150 
unknown device icon 

planned 273 
unknown icon 272 
unpersisting fabrics 107 
unpersisting products 108 
upgrading 

HAFM 47 
user access level, determining 41 
user action event properties 280 
user list, viewing 57 
user macro components 286, 287 
user name 

default Windows 2000 49 
user name, default 50, 52 
users 

access levels 64 

adding 57 

adding groups 64, 67 
changing 58 

determining permissions 68 
filtering events for 60 
finding in groups 68 



managing, overview 57 
number of 31 
removing 59 
viewing all 57 

V 

view options, changing 79 
viewing 

active sessions 62 

events 1 14 

product list 36 

reports 123 

routes 101 

users 57 

zooming in 87 

zooming out 87 
viewing, performance data 169 
views 

creating 79 

deleting 82 

editing 82 

selecting 83 

w 

warning 

rack stability 24 

symbols on equipment 22 
web server 

introduction 33 
web sites 

HP storage 25 
Windows 2000 

default password 49 

default user name 49 
writing macros 284 

z 

zone members 

adding to zones 195 
creating 194 
listing 207 
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removing from zones 197 
zone sets 

activating 197 
adding zones 196 
comparing 209 
creating 196 
deactivating 199 
deleting 206 
duplicating 205 
exporting 201 
importing 202 
naming conventions 275 
properties, viewing 206 
removing zone 197 
renaming 203, 204 



zones 

adding to zone sets 1 96 

creating 193 

deleting 205 

finding in zone sets 207 

naming conventions 275 

properties, viewing 206 

removing 197 

renaming 203 
zoning 

naming conventions 275 

steps 192 
zooming in 87 
zooming out 87 
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